M CAC I MARYLAND COORDINATION AND ANALYSIS CENTER

7125 Ambassador Road, Stite 130 « Baltimore, Maryland 21244

February 28, 2024

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and Legislative
Policy Committee

FROM: David Engel, Director, Maryland Coordination and Analysis Center

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety
Article § 3- 509

Maryland House Judiciary Committee:
The Honorable Luke H. Clippinger — Chair
The Honorable J. Sandy Bartlett— Vice-Chair
House Office Building, Room 101

6 Bladen Street, Annapolis, MD 21401

Maryland Senate Judicial Proceedings Committee:
The Honorable William C. Smith — Chair

The Honorable Jeffery D. Waldstreicher — Vice-Chair
Miller Senate Office Building, 2 East Wing

11 Bladen Street, Annapolis, MD 21401 - 1991

Maryland Legislative Policy Committee:

The Honorable Bill Ferguson- Co-Chair

The Honorable Adrienne A. Jones- Co-Chair

c/o Department of Legislative Services

Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401

Honorable Chairmen and Chairwoman,
In accordance with § 2-1246 of the State Government Article, the Maryland Coordination and Analysis

Center (MCAC) is reporting the following information regarding captured License Plate Reader (LPR)
data for 2023:

1. The total number of automatic license plate reader units being operated in the state by
law enforcement agencies and submitting data to the center: 698

2. The number of automatic license plate reader readings made by a law enforcement
agency that maintains an automatic license plate reader database and the number of
readings submitted to the center: 19 Law Enforcement Agencies are known to operate
their own License Plate Reader storage server. MCAC collects and stores data for 16 of
the 19 agencies. Agencies with their server are submitting individual audit reports.



3. The number of automatic license plate reader readings being retained on the automatic

license plate reader database: 830,097,779

The below chart reflects data received by MCAC from allied agencies in 2023

Maryland Coordination Analysis Center State-Wide LPR System Data Contribution

Anne Arundel County Police Department 67,547,367
Baltimore City Police Department 232,291,075
Baltimore County Police Department 30,434,867
Charles County Sheriff's Office 4,422,311
Denton Police Department 49,873
Frederick County Sheriff's Office 1,285,325
Harford County Police Department 9,608,768
Howard County Police Department 13,303,441
JB Andrews 4,998,542
Maryland Transportation Authority (MDTA) Police 276,070,041
MCAC (Maryland State Police) 78,285,253
Montgomery County Police Department 6,802,614
Ocean City Police Department 20,326,526
Prince George's County Police Department 72,857,035
Towson University Police Department 2,141,035
University of Maryland Police Department 9,673,706

MCAC Total 830,097,779

4. The number of requests made to the MCAC: 5,310

5. The number of requests that resulted in a release of information: 3,962
6. The number of out-of-state requests: 423

7. The number of federal requests: 684

8. The number of out-of-state requests that resulted in a release of information: 261

9. The number of federal requests that resulted in a release of information: 591




10. Any data breaches or unauthorized uses of the automatic license plate reader database:
No

11. A list of audits that were completed by the center or a law enforcement agency: A
random selection of at least 1% of all relevant requests 5,310* 0.01 = 53.1, requiring 54
audits. The minimum required per MCAC Model Audit Policy is 50). 65 Records were
audited.

12. The Department of State Police and any law enforcement agency using an automatic
license plate reader system shall adopt procedures relating to the operation and use of
the system. The procedures shall include:

i. Which personnel in the Center or a law enforcement agency are authorized to query
captured plate data gathered by an automatic license plate reader system: Sixty (60)
Maryland Coordination and Analysis Center employees are authorized to query the
database.

ii. An audit process to ensure that information obtained through the use of an
automatic license plate reader system is used only for legitimate law enforcement
purposes, including audits of requests made by individual law enforcement agencies
or an individual law enforcement officer: The Maryland Coordination and Analysis
Center developed and implemented a Model Audit Policy in August 2015. The policy
was disseminated to all Maryland law enforcement agencies on October 1, 2015. The
audit process is explained above in question #11. See attached supporting
documentation.

Procedures and safeguards to ensure that Center staff with access to the automatic
license plate reader database are adequately screened and trained. The MCAC
procedures and safeguards consist of the following training and standards:

a. 28 CFR Part 23 - Collection and Exchange of Intelligence Records.

b. Maryland Coordination and Analysis Center License Plate Reader Standard
Operating Procedures.

c. 8 HourLicense Plate Reader Practicum training approved through the
Maryland Police Training and Standards Commission.

d. 4 Hour Analyst Training for all new hires and annual refresher for all
employees.

e. All Maryland Coordination and Analysis Center personnel have a background
clearance completed by the Department of Homeland Security and/or FBI.

e e

David Engel
Director
Maryland Coordination and Analysis Center
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M CAC I MARYLAND COORDINATION AND ANALYSIS CENTER
e ———— ]

7125 Ambassador Road, Suite 130 ¢ Baltimore, Maryland 21244

Goal Question Answer Comments
Have procedures been adopted related .
1 to the operation and use of the LPR Yes Tgs g dl\:l)o::;lj ZOHX)I! Af?:r
System? (Cite policy number) P y
Are staff with access to Automatic
License Plate Reader database Clearances/ Employment
2 adequately screen and trained in the Yes Screening and Onboarding
proper use of the system and all the Process
privacy policies related to thereto?
- = Electronic or paper
3 Does the agency maintain training Yes records for MSP/IMCAC
records for each user? U
sers
4 Is the training curriculum maintained? Yes LU C?mf'ed Oqerator
and Train the Trainer.
5 Are the training records reviewed for Y Yearly and following
. es g
relevance and effectiveness? training.
Does the agency accept law
enforcement request for license plate
- captured data collected by and LPR h= BRSLC
system?
7 If historical data is accessed, does the Yes Enterprise Operations
agency have an audit trail? Center
Is the audit trail maintained for at least Enterprise Operations
8 Yes
3 years? Center
Have audit procedures been adopted to
ensure that information obtained
9 through the use of an LPR system is Yes MCAC Model Audit Policy
used only for legitimate law
enforcement purposes?
ASancv Maryland Coordination and Analysis Scope of | 65 records from 2023
9ENCY: | center Audit: | Request for Services
; ; i Date
Completed By: | D/Sgt Keith Johnson # 5231 *ﬂdr\ Completed: | 2/1/2024
Reviewed By: | LT. Brian Carney : Date | ;,,8/2024
p ’ Completed:
==




Question # 2 I the Question # 3 Is the Question # 4 Does the Question # 5 Has the | Results: Findings shall

Audit Record Question # 1 date and time of purpose of the request include the request been validated | be listed as: Accurate,

Number Agency Case # request documented? request identit)t of the agency | through the requesters | Inaccurate, Unable to

documented? requesting the query? agency? locate or Incomplete
Audit Record 1 Yes Yes Yes Yes Yes Accurate
Audit Record 2 Yes Yes Yes Yes Yes Accurate
Audit Record 3 Yes Yes Yes Yes Yes Accurate
Audit Record 4 Yes Yes Yes Yes Yes Accurate
Audit Record 5 Yes Yes Yes Yes Yes Accurate
Audit Record 6 Yes Yes Yes Yes Yes Accurate
Audit Record 7 Yes Yes Yes Yes Yes Accurate
Audit Record 8 Yes Yes Yes Yes Yes Accurate
Audit Record 9 Yes Yes Yes Yes Yes Accurate
Audit Record 10 Yes Yes Yes Yes Yes Accurate
Audit Record 11 Yes Yes Yes Yes Yes Accurate
Audit Record 12 Yes Yes Yes Yes Yes Accurate
Audit Record 13 Yes Yes Yes Yes Yes Accurate
Audit Record 14 Yes Yes Yes Yes Yes Accurate
Audit Record 15 Yes Yes Yes Yes Yes Accurate
Audit Record 16 Yes Yes Yes Yes Yes Accurate
Audit Record 17 Yes Yes Yes Yes Yes _Accurate
Audit Record 18 Yes Yes Yes Yes Yes Accurate
Audit Record 19 Yes Yes Yes Yes Yes Accurate
Audit Record 20 Yes Yes Yes Yes Yes Accurate
Audit Record 21 Yes Yes Yes Yes Yes Accurate
Audit Record 22 Yes Yes Yes Yes Yes Accurate
Audit Record 23 Yes Yes Yes Yes Yes Accurate
Audit Record 24 Yes Yes Yes Yes Yes Accurate
Audit Record 25 Yes Yes Yes Yes Yes Accurate
Audit Record 26 Yes Yes Yes Yes Yes Accurate
Audit Record 27 Yes Yes Yes Yes Yes Accurate
Audit Record 28 Yes Yes Yes Yes Yes Accurate
Audit Record 29 Yes Yes Yes Yes Yes Accurate
Audit Record 30 Yes Yes Yes Yes Yes Accurate
Submitting Agency:  Maryland Coordination and Analysis Center Reviewing Agency: Anne Arundel County Police Department
Scope of Audit 65 Records Reviewed By: Lt. Brian Carney

Prepared By: D/Sgt Walter Johnson Y LA _— Date Reviewed: 2282024 Sl "N\ .
Date Prepared: 2/1/2024 <) Signature (.20 ¢ -
/ 7 1Y 1 -




Question #2 Ts the Question # 3 Is the | Question # 4 Does the Question # 5 Has the | Results: Findings shall
Audit Record Question # 1 ATteanilaeoE purpose of the request include the request been validated | be listed as: Accurate,
Number Agency Case # request documented? request identity- of the agency | through the requesters | Inaccurate, Unable to
documented? requesting the query? agency? locate or Incomplete
Audit Record 31 Yes Yes Yes Yes Yes Accurate
Audit Record 32 Yes Yes Yes Yes Yes Accurate
Audit Record 33 Yes Yes Yes Yes Yes Accurate
Audit Record 34 Yes Yes Yes Yes Yes Accurate
Audit Record 35 Yes Yes Yes Yes Yes Accurate
Audit Record 36 Yes Yes Yes Yes Yes Accurate
Audit Record 37 Yes Yes Yes Yes Yes Accurate
Audit Record 38 Yes Yes Yes Yes Yes Accurate
Audit Record 39 Yes Yes Yes Yes Yes Accurate
Audit Record 40 Yes Yes Yes Yes Yes Accurate
Audit Record 41 Yes Yes Yes Yes Yes Accurate
Audit Record 42 Yes Yes Yes Yes Yes Accurate
Audit Record 43 Yes Yes Yes Yes Yes Accurate
Audit Record 44 Yes Yes Yes Yes Yes Accurate
Audit Record 45 Yes Yes Yes Yes Yes Accurate
Audit Record 46 Yes Yes Yes Yes Yes Accurate
Audit Record 47 Yes Yes Yes Yes Yes Accurate
Audit Record 48 Yes Yes Yes Yes Yes Accurate
Audit Record 49 Yes Yes Yes Yes Yes Accurate
Audit Record 50 Yes Yes Yes Yes Yes Accurate
Audit Record 51 Yes Yes Yes Yes Yes Accurate
Audit Record 52 Yes Yes Yes Yes Yes Accurate
Audit Record 53 Yes Yes Yes Yes Yes Accurate
Audit Record 54 Yes Yes Yes Yes Yes Accurate
Audit Record 55 Yes Yes Yes Yes Yes Accurate
Audit Record 56 Yes Yes Yes Yes Yes Accurate
Submitting Agency: |Maryland Coordination and Analysis Center Reviewing Agency: Anne Arundel County Police Department
Scope of Audit 65 Records \ Reviewed By: Lt. Brian Carney
Prepared By: D/Sgt Walter Johnson Date Reviewed: 2/28/2024
Date Prepared: 2/1/2024 C Signature [ i E (3G




Question #2 Ts the Question # 3 Is the | Question # 4 Does the Question # 5 Has the | Results: Findings shall
Audit Record Question # 1 A lomeditimaof purpose of the request include the request been validated | be listed as: Accurate,
Number Agency Case # fetne e entad? request identity of the agency | through the requesters | Inaccurate, Unable to
q ¢ documented? requesting the query? agency? locate or Incomplete
Audit Record 57 Yes Yes Yes Yes Yes Accurate
Audit Record 58 Yes Yes Yes Yes Yes Accurate
Audit Record 59 Yes Yes Yes Yes Yes Accurate
Audit Record 60 Yes Yes Yes Yes Yes Accurate
Audit Record 61 Yes Yes Yes Yes Yes Accurate
Audit Record 62 Yes Yes Yes Yes Yes Accurate
Audit Record 63 Yes Yes Yes Yes Yes Accurate
Audit Record 64 Yes Yes Yes Yes Yes Accurate
Audit Record 65 Yes Yes Yes Yes Yes Accurate
Submitting Agency: |Maryland Coordination and Analysis Center Reviewing Agency: Anne Arundel County Police Department
Scope of Audit 65 Records Reviewed By: Lt. Brian Carney
Prepared By: D/Sgt Walter Johnson T Date Reviewed: 2/28/2024
Date Prepared: 2/1/2024 A Signature
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Anne Arundel County Police Department
8495 Veterans Highway Millersville, Maryland 21108
(410) 222-8050

www.aacounty.org/police

Amal Awad
Chief of Police

DATE: February 1, 2024

TO: House Judiciary Committee, Senate Judiciary Proceedings
Committee & Legislative Policy Committee

FROM: Anne Arundel County Police Department
Evan Caisse (LPR Administrator)

SUBJECT: License Plate Reader (LPR) Program Report required per Public Safety
Atrticle § 3-509

Maryland House Judiciary Committee:
The Honorable Luke H. Clippinger — Chair

The Honorable J. Sandy Bartlett — Vice-Chair
House Office Building, Room 101
6 Bladen Street, Annapolis, MD 21401

Maryland Senate Judicial Proceedings Committee:
The Honorable William C. Smith — Chair

The Honorable Jeffery D. Waldstreicher — Vice-Chair
Miller Senate Office Building, 2 East Wing

11 Bladen Street, Annapolis, MD 21401 - 1991

Maryland Legislative Policy Committee:

The Honorable Bill Ferguson- Co-Chair

The Honorable Adrienne A. Jones- Co-Chair

c/o Department of Legislative Services

Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401

Nationally Accredited Law Enforcement Agency



Anne Arundel County Police Department
8495 Veterans Highway Millersville, Maryland 21108
(410) 222-8050
www.aacounty.org/police

Amal Awad
Chief of Police
Honorable Chairman and Chairwoman,

In accordance with § 2-1246 of the State Government Article, The Anne Arundel County Police
Department and Analysis Center (MCAC) is reporting the following information regarding
License Plate Reader data for 2023:

l. The total number of automatic license plate reader units being operated in the state by
law enforcement agencies and the number of units submitting data to the Maryland Coordination
and Analysis Center:

The Anne Arundel County Police Department has a total of 9 fixed LPR sites (36 individual
cameras) and 33 mobile units (66 individual cameras operated in pairs). All units operated by the
Anne Arundel County Police department submit data to the Maryland Coordination and Analysis
Center.

2. The number of automatic license plate reader readings made by a law enforcement
agency that maintains an automatic license plate reader database and the number of readings
submitted to the Maryland Coordination and Analysis Center.

In 2023, the Anne Arundel County Police Department conducted 67,547,367 license plate reads
from both fixed and mobile LPR readers. Barring any technological issues, every reading was
submitted to the Maryland Coordination and Analysis Center.

3. The number of automatic license plate reader readings being retained on the automatic
license plate reader database.

No license plate readings or data from the calendar year 2023 are being retained in the local
Anne Arundel County license plate reader database. The Anne Arundel County Police
Department submits all plate reader readings to the Maryland Coordination and Analysis Center
and only maintains 24 hours (1 day) of historical readings from its fixed sites, on its local
automatic license plate reader server. All LPR readings older than 24 hours (1 day) are
automatically purged from the database. The Anne Arundel County Police Department has
“zero” retention of “historical” LPR reading obtained from mobile LPR units.

Nationally Accredited Law Enforcement Agency



Anne Arundel County Police Department
8495 Veterans Highway Millersville, Maryland 21108
(410) 222-8050
www.aacounty.org/police

Amal Awad

Chief of Police
4. The number of requests made to the law enforcement agency that maintains an automatic
license plate reader database for automatic license plate reader data, including specific numbers
for:

a. The number of requests that resulted in a release of information.

Zero. (There were no requests from another agency to access the Anne Arundel County
database.)

b. The number of out of state requests.

Zero. (There were no requests from another agency to access the Anne Arundel County
database.)

c. The number of federal requests.

Zero. (There were no requests from another agency to access the Anne Arundel County
database.)

d. The number of out of state requests that resulted in a release of information.

Zero. (There were no requests from another agency to access the Anne Arundel County
database.)

€. The number of federal requests that resulted in a release of information.

Zero. (There were no requests from another agency to access the Anne Arundel County
database.)

5. Any data breaches or unauthorized uses of the automatic license plate reader database.

There were no data breaches or unauthorized use of the automatic license plate reader
database.

6. A list of audits that were completed by the law enforcement agency.

The Anne Arundel County Police Department conducted 66 queries of historical data stored on
the automatic license plate reader database/server for calendar year 2023. Of the 66 queries, all
were for a verifiable law enforcement purpose.

Nationally Accredited Law Enforcement Agency



Anne Arundel County Police Department
8495 Veterans Highway Millersville, Maryland 21108
(410) 222-8050
www.aacounty.org/police

Amal Awad

Chief of Police
The Department of State Police and any law enforcement agency using an automatic license
plate reader system shall adopt procedures relating to the operation and use of the system. The
procedures shall include:

1. Which personnel in the law enforcement agency are authorized to query captured plate
data gathered by an automatic license plate reader system.

Anne Arundel County Police Index Code 1834 states:

“Historical data maintained on Anne Arundel County Police computer servers may only be
accessed by authorized agency personnel and authorized MCAC members. Only trained
personnel may access system data on the Anne Arundel County computer server. Training is
provided through the Technology Section. Access to the system is issued through user name,
password and access level control as granted by the LPR Administrator via the
Technology Section. Accessibility levels determine if personnel can add tags, conduct
queries and/or run audit reports. Activity of all users is tracked and logged for audit
purposes”....

Currently there are 93 users authorized to query the database.

2. An audit process to ensure that information obtained through the use of an automatic
license plate reader system is used only for legitimate law enforcement purposes, including
audits of requests made by individual law enforcement agencies or an individual law
enforcement officer.

The Anne Arundel County Police Department’s Staff Inspections Unit is charged with
conducting and/or reviewing audits to ensure compliance with rules and regulations pertaining to
the legitimate use of LPR data. The Anne Arundel County Police Department received the
model policy from the Maryland Coordination and Analysis Center and has adopted its
recommended audit method.

3. Procedures and safeguards to ensure that department staff with access to the automatic
license plate reader database are adequately screened and trained.

Users of the Anne Arundel County Police LPR system are limited and are required to log onto
the LPR software via issued county credentials. Activity within the system is logged. Access
and scope of access is regulated by the department’s LPR Administrator and is based on job
position, job duties or assignment. Only properly trained individuals are permitted to conduct
queries on the Anne Arundel County Police license plate reader database. All users (with
database query abilities) must successfully complete a 4 hour training class. All users have
undergone background screening by virtue of their employment with the police department.

Nationally Accredited Law Enforcement Agency



Goal Question Answer Comments
Anne Arundel County Police
|| M procedures boen somtetrente? | yes | Peparimant-indox codo 134
} . License Plate Reader (LPR)
System? (Cite policy number) Program
Are staff with access to Automatic Only LPR Administrators and
License Plate Reader database sworn police officers who
2 adequately screen and trained in the Yes have completed the required
proper use of the system and all the training are granted access
privacy policies related to thereto? to the local database.
3 Does the agency maintain training Y
es
records for each user?
4 Is the training curriculum maintained? Yes
Are the training records reviewed for
5 . Yes
relevance and effectiveness?
Does the agency accept law The Anne Arundel County
enforcement request for license plate Police Department does not
6 No accept outside requests. All
captured data collected by and LPR outside agency requests are
system? referred to MCAC.
No historical data is
maintained, however
previously, when it was,
7 If historical data is accessed, does the Yes access required a reason to
agency have an audit trail? be logged within the software
used to access the historical
data. All activity is logged by
the LPR software.
Is the audit trail maintained for at least
8 Yes
3 vears?
Have audit procedures been adopted to The Staff Inspections Unit of
ensure that information obtained the Anne Arundel County
9 through the use of an LPR system is Yes Police Department is tasked
used only for legitimate law with ensuring proper use of
enforcement purposes? the LPR system.
Agency: Anne Arundel County Police Scope of | Records/documents
° | Department Audit: | Review
|, lasRe Date
Completed By: | Evan Caisse / LPR Administrator Completed l /026/02 [{
. - A ;
I A
Reviewed By: | Sgt." SHeyn Brez nspections Completed / /Z A / Z V

-




Audit Record Question # 1 Agency Case # Question # 2 Is the date and time of |Question # 3 Is the purpose of | Question # 4 Does the request | Question # S Has the request |Results: Findings shall
1 Yes Yes Yes Yes Yes Accurate
2 Yes Yes Yes Yes Yes Accurate
3 Yes Yes Yes Yes Yes Accurate
4 Yes Yes Yes Yes Yes Accurate
5 Yes Yes Yes Yes Yes Accurate
6 Yes Yes Yes Yes Yes Accurate
H/ Yes Yes Yes Yes Yes Accurate
8 Yes Yes Yes Yes Yes Accurate
9 Yes Yes Yes Yes Yes Accurate

10 Yes Yes Yes Yes Yes Accurate
11 Yes Yes Yes Yes Yes Accurate
12 Yes Yes Yes Yes Yes Accurate
13 Yes Yes Yes Yes Yes Accurate
14 Yes Yes Yes Yes Yes Accurate
15 Yes x Yes Yes Yes Yes Accurate
16 Yes Yes Yes Yes Yes Accurate
17 Yes Yes Yes Yes Yes Accurate
18 Yes Yes Yes Yes Yes Accurate
19 Yes Yes Yes Yes Yes Accurate
20 Yes Yes Yes Yes Yes Accurate
21 Yes Yes Yes Yes Yes Accurate
22 Yes Yes Yes Yes Yes Accurate
23 Yes Yes Yes Yes Yes Accurate
24 Yes Yes Yes Yes Yes Accurate
25 Yes Yes Yes Yes Yes Accurate
26 Yes Yes Yes Yes Yes Accurate
27 Yes Yes Yes Yes Yes Accurate
28 Yes Yes Yes Yes Yes Accurate
29 Yes Yes Yes Yes Yes Accurate
30 Yes Yes Yes Yes Yes Accurate
31 Yes Yes Yes Yes Yes Accurate
32 Yes Yes Yes Yes Yes Accurate
33 Yes Yes Yes Yes Yes Accurate
34 Yes Yes Yes Yes Yes Accurate
35 Yes Yes Yes Yes Yes Accurate




36 Yes Yes Yes Yes Yes Accurate
37 Yes Yes Yes Yes Yes Accurate
38 Yes Yes Yes Yes Yes Accurate
39 Yes Yes Yes Yes Yes Accurate
40 Yes Yes Yes Yes Yes Accurate
41 Yes Yes Yes Yes Yes Accurate
42 Yes Yes Yes Yes Yes Accurate
43 Yes Yes Yes Yes Yes Accurate
44 Yes Yes Yes Yes Yes Accurate
45 Yes Yes Yes Yes Yes Accurate
46 Yes Yes Yes Yes Yes Accurate
47 Yes Yes Yes Yes Yes Accurate
48 Yes Yes Yes Yes Yes Accurate
49 Yes Yes Yes Yes Yes Accurate
S0 Yes Yes Yes Yes Yes Accurate
51 Yes Yes Yes Yes Yes Accurate
52 Yes Yes Yes Yes Yes Accurate
53 Yes Yes Yes Yes Yes Accurate
54 Yes Yes Yes Yes Yes Accurate
S5 Yes Yes Yes Yes Yes Accurate
56 Yes Yes Yes Yes Yes Accurate
57 Yes Yes Yes Yes Yes Accurate
58 Yes Yes Yes Yes Yes Accurate
59 Yes Yes Yes Yes Yes Accurate
60 Yes Yes Yes Yes Yes Accurate
61 Yes Yes Yes Yes Yes Accurate
652 Yes Yes Yes Yes Yes Accurate
63 Yes Yes Yes Yes Yes Accurate
64 Yes Yes Yes Yes Yes Accurate
65 Yes Yes Yes Yes Yes Accurate
66 Yes Yes Yes Yes Yes Accurate
Submitting Agency: Anne Arundel County Police Department Reviewing Agency:
Scope of Audit Review of Logs/Documents Reviewed By:

Prepared By:

Evan Caisse (LPR Administrator)

Date Prepared:

1/22/2024

Date Reviewed:

Signature




BALTIMORE POLICE DEPARTMENT

Brandon M. Scott Richard J Worley, Jr
Mayor Police Commissioner

February 1, 2024

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and Legislative
Policy Committee

FROM: Agency Head

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety
Article § 3- 509

Maryland House Judiciary Committee:
The Honorable Luke H. Clippinger - Chair
The Honorable J. Sandy Bartlett — Vice-Chair
House Office Building, Room 101

6 Bladen Street, Annapolis, MD 21401

Maryland Senate Judicial Proceedings Committee:
The Honorable William C. Smith — Chair

The Honorable Jeffery D. Waldstreicher — Vice-Chair
Miller Senate Office Building, 2 East Wing

11 Bladen Street, Annapolis, MD 21401 - 1991

Maryland Legislative Policy Committee:

The Honorable Bill Ferguson- Co-Chair

The Honorable Adrienne A. Jones- Co-Chair

c/o Department of Legislative Services

Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401

Honorable Chairmen and Chairwoman,

In accordance with § 2-1246 of the State Government Article, the Maryland Coordination and Analysis
Center (MCAC) is reporting the following information regarding captured License Plate Reader (LPR)
data for 2023:

1. The total number of automatic license plate reader units being operated in the state by
law enforcement agencies and submitting data to the center:

During the reporting period, ninety-eight License Plate Reader Systems reported data to
BPD. Fifty - five of the LPR systems are mobile units, thirty-nine are fixed units and four
are portable trailers.



2. The number of automatic license plate reader readings made by a law enforcement
agency that maintains an automatic license plate reader database and the number of
readings submitted to the center:

The Baltimore Police Department captured two hundred thirty-three million, four hundred
three thousand, nine hundred eighty- three reads on the Police Department’s server. The

server was operational throughout 2023. The reason for the discrepancy with MCAC is
due to data transmission loss for various reasons.

3. The number of automatic license plate reader readings being retained on the automatic
license plate reader database:

As of December 31, 2022, one seventy-five million, fifty- two thousand, nine hundred
eighty- seven were on BPD’s server.

4. The number of requests made to the MCAC:
The number of searches that were conducted in 2023 was 76,896.
5. The number of requests that resulted in a release of information:
Two thousand two hundred fourteen reports were exported that contained LPR data
6. The number of out of state requests: 0
7. The number of federal requests: 0
8. The number of out of state requests that resulted in a release of information: 0
9. The number of federal requests that resulted in a release of information: 0
10. Any data breaches or unauthorized uses of the automatic license plate reader database:
No
11. A list of audits that were completed by the center or a law enforcement agency:

Seven hundred sixty-nine searches were audited, one percent of 76,896 records that
were searched.

12. The Department of State Police and any law enforcement agency using an automatic
license plate reader system shall adopt procedures relating to the operation and use of
the system. The procedures shall include:



i. Which personnel in the Center or a law enforcement agency are authorized

to query captured plate data gathered by an automatic license plate reader
system:

Currently, there are one thousand one hundred six Baltimore Police Department
and related agencies employees that are authorized to query the database.

ii. Anaudit process to ensure that information obtained through the use of an
automatic license plate reader system is used only for legitimate law
enforcement purposes, Including audits of requests made by individual law
enforcement agencies or an individual law enforcement officer:

The Maryland Coordination and Analysis Center developed and implemented a Model
Audit Policy in August 2015. The policy was disseminated to all Maryland law
enforcement agencies on October 1, 2015. The audit process is attached.

Respectfully,

Director Elizabeth A Hart
LPR Program Director
Baltimore Police Department



Answer (Yes or

— 1

Goal Question No) Comments
ATl L The current policy is Policy #1015
1 adopted related to the v policy y
. es that was updated in February of
operation and use of the LPR 2019
System? (Cite policy number) )
Are staff with access to Yes
Automatic License Plate
Reader database adequately
2 screen and trained in the
proper use of the system and
all the privacy policies related
to thereto? - _
Lo Yes Agency records are
3 ?g:ﬁi:‘hgerzgg:;: p;::‘atz:‘n maintained through Power
DMS when users take the
user? written test.
Yes BPD officers attended MCAC’s
I . . Train the Trainer and now
4 DUUIELLEICEL G maintain training curriculum for
maintained? g
both Car Systems and
Investigator trainings.
. Yes Users are reviewed for
Are the training records - t and/ tion
5 reviewed for relevance and acss'g'.'m:m an Ior separa :l ’ d
effectiveness? urricuium is aiso reviewed an
updated.
Does the agency accept law No
6 enforcement request for
license plate captured data
collected by and LPR system?
If historical data is accessed, Yes .
7 does the agency have an audit |
trail?
. . . o4 Yes The audit trail is kept for 3 years.
8 Is the autdllt trilgmamta?med for Our server came on‘:ine in f
at least J years Aupust of 2018 '
Have audit procedures been
adopted to ensure that .
9 information obtained through Yes
the use of an LPR system is
used only for legitimate law
enforcement purposes? _ _
'Agency: | Baltimore Police Department Scope of Audit: | 769
- P BT T
__(:;Tﬂ%t&i B__y Elizabeth Hart c om'p_lggg:. 2-19-24
" Reviewed By: | Elizabeth Hart IR 2-19-24
T TS ‘Completed:




Question # 4

Question # §

Results:

Question # 2 | Question #3 |Does the request Findings shall
q Has the request
Audit | Question #1 | [Is the date Is the include the been vali d(:lte d be listed as:
Record |Agency Case| and time of | purpose of | identity of the through the Accurate,
Number # request the request agency = uegsters Inaccurate,
documented? | documented? | requesting the aqenc o Unable to locate
query? gency: or Incomplete
1 001 Yes Yes N/A N/A Accurate
2 002 Yes Yes N/A N/A Accurate
3 003 Yes Yes N/A N/A Accurate
4 004 Yes Yes N/A N/A Accurate
5 005 Yes Yes N/A N/A Accurate
6 006 Yes Yes N/A N/A Accurate
7 007 Yes Yes N/A N/A Accurate
8 008 Yes Yes N/A N/A Accurate
9 009 Yes Yes N/A N/A Accurate
10 010 Yes Yes N/A N/A Accurate
11 011 Yes Yes N/A N/A Accurate
12 012 Yes Yes N/A N/A Accurate
13 013 Yes Yes N/A N/A Accurate
14 014 Yes Yes N/A N/A Accurate
15 015 Yes Yes N/A N/A Accurate
16 016 Yes Yes N/A N/A Accurate
17 017 Yes Yes N/A N/A Accurate
18 018 Yes Yes N/A N/A Accurate
19 019 Yes Yes N/A N/A Accurate
20 020 Yes Yes N/A N/A Accurate
21 021 Yes Yes N/A N/A Accurate
22 022 Yes Yes N/A N/A Accurate
23 023 Yes Yes N/A N/A Accurate
24 024 Yes Yes N/A N/A Accurate
25 025 Yes Yes N/A N/A Accurate
26 026 Yes Yes N/A N/A Accurate




27 027 Yes Yes N/A N/A Accurate
28 028 Yes Yes N/A N/A Accurate
29 029 Yes Yes N/A N/A Accurate
30 030 Yes Yes N/A N/A Accurate
31 031 Yes Yes N/A N/A Accurate
32 032 Yes Yes N/A N/A Accurate
33 033 Yes Yes N/A N/A Accurate
34 034 Yes Yes N/A N/A Accurate
35 035 Yes Yes N/A N/A Accurate
36 036 Yes Yes N/A N/A Accurate
37 037 Yes Yes N/A N/A Accurate
38 038 Yes Yes N/A N/A Accurate
39 039 Yes Yes N/A N/A Accurate
40 040 Yes Yes N/A N/A Accurate
4] 041 Yes Yes N/A N/A Accurate
42 042 Yes Yes N/A N/A Accurate
43 043 Yes Yes N/A N/A Accurate
44 044 Yes Yes N/A N/A Accurate
45 045 Yes Yes N/A N/A Accurate
46 046 Yes Yes N/A N/A Accurate
47 047 Yes Yes N/A N/A Accurate
48 048 Yes Yes N/A N/A Accurate
49 049 Yes Yes N/A N/A Accurate
50 050 Yes Yes N/A N/A Accurate
51 051 Yes Yes N/A N/A Accurate
52 052 Yes Yes N/A N/A Accurate
53 053 Yes Yes N/A N/A Accurate
54 054 Yes Yes N/A N/A Accurate
55 055 Yes Yes N/A N/A Accurate
56 056 Yes Yes N/A N/A Accurate
57 057 Yes Yes N/A N/A Accurate




58 058 Yes Yes N/A N/A Accurate
59 059 Yes Yes N/A N/A Accurate
60 060 Yes Yes N/A N/A Accurate
61 061 Yes Yes N/A N/A Accurate
62 062 Yes Yes N/A N/A Accurate
63 063 Yes Yes N/A N/A Accurate
64| 064 Yes Yes N/A N/A Accurate
65 065 Yes Yes N/A N/A Accurate
66 066 Yes Yes N/A N/A Accurate
67 067 Yes Yes N/A N/A Accurate
68 068 Yes Yes N/A N/A Accurate
69 069 Yes Yes N/A N/A Accurate
70 070 Yes Yes N/A N/A Accurate
71 071 Yes Yes N/A N/A Accurate
72 072 Yes Yes N/A N/A Accurate
73 073 Yes Yes N/A N/A Accurate
74 074 Yes Yes N/A N/A Accurate
75 075 Yes Yes N/A N/A Accurate
76 076 Yes Yes N/A N/A Accurate
77 077 Yes Yes N/A N/A Accurate
78 078 Yes Yes N/A N/A Accurate
79 079 Yes Yes N/A N/A Accurate
80 080 Yes Yes N/A N/A Accurate
81 081 Yes Yes N/A N/A Accurate
82 082 Yes Yes N/A N/A Accurate
83 083 Yes Yes N/A N/A Accurate
84 084 Yes Yes N/A N/A Accurate
85 085 Yes Yes N/A N/A Accurate
86 086 Yes Yes N/A N/A Accurate
87 087 Yes Yes N/A N/A Accurate
88 088 Yes Yes N/A N/A Accurate




89 089 Yes Yes N/A N/A Accurate
90 090 Yes Yes N/A N/A Accurate
91 091 Yes Yes N/A N/A Accurate
92 092 Yes Yes N/A N/A Accurate
93 093 Yes Yes N/A N/A Accurate
94 094 Yes Yes N/A N/A Accurate
95 095 Yes Yes N/A N/A Accurate
96 096 Yes Yes N/A N/A Accurate
97 097 Yes Yes N/A N/A Accurate
98 098 Yes Yes N/A N/A Accurate
99 099 Yes Yes N/A N/A Accurate
100 100 Yes Yes N/A N/A Accurate
101 101 Yes Yes N/A N/A Accurate
102 102 Yes Yes N/A N/A Accurate
103 103 Yes Yes N/A N/A Accurate
104 104 Yes Yes N/A N/A Accurate
105 105 Yes Yes N/A N/A Accurate
106 106 Yes Yes N/A N/A Accurate
107 107 Yes Yes N/A N/A Accurate
108 108 Yes Yes N/A N/A Accurate
109 109 Yes Yes N/A N/A Accurate
110 110 Yes Yes N/A N/A Accurate
111 111 Yes Yes N/A N/A Accurate
112 112 Yes Yes N/A N/A Accurate
113 113 Yes Yes N/A N/A Accurate
114 114 Yes Yes N/A N/A Accurate
115 115 Yes Yes N/A N/A Accurate
116 116 Yes Yes N/A N/A Accurate
117 117 Yes Yes N/A N/A Accurate
118 118 Yes Yes N/A N/A Accurate
119 119 Yes Yes N/A N/A Accurate




120 120 Yes Yes N/A N/A Accurate
121 121 Yes Yes N/A N/A Accurate
122 122 Yes Yes N/A N/A Accurate
123 123 Yes Yes N/A N/A Accurate
124 124 Yes Yes N/A N/A Accurate
125 125 Yes Yes N/A N/A Accurate
126 126 Yes Yes N/A N/A Accurate
127 127 Yes Yes N/A N/A Accurate
128 128 Yes Yes N/A N/A Accurate
129 129 Yes Yes N/A N/A Accurate
130 130 Yes Yes N/A N/A Accurate
131 131 Yes Yes N/A N/A Accurate
132 132 Yes Yes N/A N/A Accurate
133 133 Yes Yes N/A N/A Accurate
134 134 Yes Yes N/A N/A Accurate
135 135 Yes Yes N/A N/A Accurate
136 _ 136 Yes Yes N/A N/A Accurate
137 137 Yes Yes N/A N/A Accurate
138 138 Yes Yes N/A N/A Accurate
139 139 Yes Yes N/A N/A Accurate
140 140 Yes Yes N/A N/A Accurate
141 141 Yes Yes N/A N/A Accurate
142 142 Yes Yes N/A N/A Accurate
143 143 Yes Yes N/A N/A Accurate
144 144 Yes Yes N/A N/A Accurate
145 145 Yes Yes N/A N/A Accurate
146 146 Yes Yes N/A N/A Accurate
147 147 Yes Yes N/A N/A Accurate
148 148 Yes Yes N/A N/A Accurate
149 149 Yes Yes N/A N/A Accurate
150 150 Yes Yes N/A N/A Accurate




151 151 Yes Yes N/A N/A Accurate
152 152 Yes Yes N/A N/A Accurate
153 153 Yes Yes N/A N/A Accurate
154 154 Yes Yes N/A N/A Accurate
155 155 Yes Yes N/A N/A Accurate
156 156 Yes Yes N/A N/A Accurate
157 157 Yes Yes N/A N/A Accurate
158 158 Yes Yes N/A N/A Accurate
159 159 Yes Yes N/A N/A Accurate
160 160 Yes Yes N/A N/A Accurate
161 161 Yes Yes N/A N/A Accurate
162 162 Yes Yes N/A N/A Accurate
163 163 Yes Yes N/A N/A Accurate
164 164 Yes Yes N/A N/A Accurate
165 165 Yes Yes N/A N/A Accurate
166 166 Yes Yes N/A N/A Accurate
167 167 Yes Yes N/A N/A Accurate
168 168 Yes Yes N/A N/A Accurate
169 169 Yes Yes N/A N/A Accurate
170 170 Yes Yes N/A N/A Accurate
171 171 Yes Yes N/A N/A Accurate
172 172 Yes Yes N/A N/A Accurate
173 173 Yes Yes N/A N/A Accurate
174 174 Yes Yes N/A N/A Accurate
175 175 Yes Yes N/A N/A Accurate
176 176 Yes Yes N/A N/A Accurate
177 177 Yes Yes N/A N/A Accurate
178 178 Yes Yes N/A N/A Accurate
179 179 Yes Yes N/A N/A Accurate
180 180 Yes Yes N/A N/A Accurate
181 181 Yes Yes N/A N/A Accurate




182 182 Yes Yes N/A N/A Accurate
183 183 Yes Yes N/A N/A Accurate
184 184 Yes Yes N/A N/A Accurate
185 185 Yes Yes N/A N/A Accurate
186 186 Yes Yes N/A N/A Accurate
187 187 Yes Yes N/A N/A Accurate
188 188 Yes Yes N/A N/A Accurate
189 189 Yes Yes N/A N/A Accurate
190 190 Yes Yes N/A N/A Accurate
191 191 Yes Yes N/A N/A Accurate
192 192 Yes Yes N/A N/A Accurate
193 193 Yes Yes N/A N/A Accurate
194 194 Yes Yes N/A N/A Accurate
195 195 Yes Yes N/A N/A Accurate
196 196 Yes Yes N/A N/A Accurate
197 197 Yes Yes N/A N/A Accurate
198 198 Yes Yes N/A N/A Accurate
199 199 Yes Yes N/A N/A Accurate
200 200 Yes Yes N/A N/A Accurate
201 201 Yes Yes N/A N/A Accurate
202 202 Yes Yes N/A N/A Accurate
203 203 Yes Yes N/A N/A Accurate
204 204 Yes Yes N/A N/A Accurate
205 205 Yes Yes N/A N/A Accurate
206 206 Yes Yes N/A N/A Accurate
207 207 Yes Yes N/A N/A Accurate
208 208 Yes Yes N/A N/A Accurate
209 209 Yes Yes N/A N/A Accurate
210 210 Yes Yes N/A N/A Accurate
211 211 Yes Yes N/A N/A Accurate
212 212 Yes Yes N/A N/A Accurate




213 213 Yes Yes N/A N/A Accurate
214 214 Yes Yes N/A N/A Accurate
215 215 Yes Yes N/A N/A Accurate
216 216 Yes Yes N/A N/A Accurate
217 217 Yes Yes N/A N/A Accurate
218 218 Yes Yes N/A N/A Accurate
219 219 Yes Yes N/A N/A Accurate
220 220 Yes Yes N/A N/A Accurate
221 221 Yes Yes N/A N/A Accurate
222 222 Yes Yes N/A N/A Accurate
223 223 Yes Yes N/A N/A Accurate
224 224 Yes Yes N/A N/A Accurate
225 225 Yes Yes N/A N/A Accurate
226 226 Yes Yes N/A N/A Accurate
227 227 Yes Yes N/A N/A Accurate
228 228 Yes Yes N/A N/A Accurate
229 229 Yes Yes N/A N/A Accurate
230 230 Yes Yes N/A N/A Accurate
231 231 Yes Yes N/A N/A Accurate
232 232 Yes Yes N/A N/A Accurate
233 233 Yes Yes N/A N/A Accurate
234 234 Yes Yes N/A N/A Accurate
235 235 Yes Yes N/A N/A Accurate
236 236 Yes Yes N/A N/A Accurate
237 237 Yes Yes N/A N/A Accurate
238 238 Yes Yes N/A N/A Accurate
239 239 Yes Yes N/A N/A Accurate
240 240 Yes Yes N/A N/A Accurate
241 241 Yes Yes N/A N/A Accurate
242 242 Yes Yes N/A N/A Accurate
243 243 Yes Yes N/A N/A Accurate




244 244 Yes Yes N/A N/A Accurate
245 245 Yes Yes N/A N/A Accurate
246 246 Yes Yes N/A N/A Accurate
247 247 Yes Yes N/A N/A Accurate
248 248 Yes Yes N/A N/A Accurate
249 249 Yes Yes N/A N/A Accurate
250 250 Yes Yes N/A N/A Accurate
251 251 Yes Yes N/A N/A Accurate
252 252 Yes Yes N/A N/A Accurate
253 253 Yes Yes N/A N/A Accurate
254 254 Yes Yes N/A N/A Accurate
255 255 Yes Yes N/A N/A Accurate
256 256 Yes Yes N/A N/A Accurate
257 257 Yes Yes N/A N/A Accurate
258 258 Yes Yes N/A N/A Accurate
259 259 Yes Yes N/A N/A Accurate
260 260 Yes Yes N/A N/A Accurate
261 261 Yes Yes N/A N/A Accurate
262 262 Yes Yes N/A N/A Accurate
263 263 Yes Yes N/A N/A Accurate
264 264 Yes Yes N/A N/A Accurate
265 265 Yes Yes N/A N/A Accurate
266 266 Yes Yes N/A N/A Accurate
267 267 Yes Yes N/A N/A Accurate
268 268 Yes Yes N/A N/A Accurate
269 269 Yes Yes N/A N/A Accurate
270 270 Yes Yes N/A N/A .Accurate
271 271 Yes Yes N/A N/A Accurate
272 272 Yes Yes N/A N/A Accurate
273 273 Yes Yes N/A N/A Accurate
274 274 Yes Yes N/A N/A Accurate




275 275 Yes Yes N/A N/A Accurate
276 276 Yes Yes N/A N/A Accurate
277 277 Yes Yes N/A N/A Accurate
278 278 Yes Yes N/A N/A Accurate
279 279 Yes Yes N/A N/A Accurate
280 280 Yes Yes N/A N/A Accurate
281 281 Yes Yes N/A N/A Accurate
282 282 Yes Yes N/A N/A Accurate
283 283 Yes Yes N/A N/A Accurate
284 284 Yes Yes N/A N/A Accurate
285 285 Yes Yes N/A N/A Accurate
286 286 Yes Yes N/A N/A Accurate
287 287 Yes Yes N/A N/A Accurate
288 288 Yes Yes N/A N/A Accurate
289 289 Yes Yes N/A N/A Accurate
290 290 Yes Yes N/A N/A Accurate
291 291 Yes Yes N/A N/A Accurate
292 292 Yes Yes N/A N/A Accurate
293 293 Yes Yes N/A N/A Accurate
294 294 Yes Yes N/A N/A Accurate
295 295 Yes Yes N/A N/A Accurate
296 296 Yes Yes N/A N/A Accurate
297 297 Yes Yes N/A N/A Accurate
298 298 Yes Yes N/A N/A Accurate
299 299 Yes Yes N/A N/A Accurate
300 300 Yes Yes N/A N/A Accurate
301 301 Yes Yes N/A N/A Accurate
302 302 Yes Yes N/A N/A Accurate
303 303 Yes Yes N/A N/A Accurate
304 304 Yes Yes N/A N/A Accurate
305 305 Yes Yes N/A N/A Accurate




306 306 Yes Yes N/A N/A Accurate
307 307 Yes Yes N/A N/A Accurate
308 308 Yes Yes N/A N/A Accurate
309 309 Yes Yes N/A N/A Accurate
310 310 Yes Yes N/A N/A Accurate
311 311 Yes Yes N/A N/A Accurate
312 312 Yes Yes N/A N/A Accurate
313 313 Yes Yes N/A N/A Accurate
314 314 Yes Yes N/A N/A Accurate
315 315 Yes Yes N/A N/A Accurate
316 316 Yes Yes N/A N/A Accurate
317 317 Yes Yes N/A N/A Accurate
318 318 Yes Yes N/A N/A Accurate
319 319 Yes Yes N/A N/A Accurate
320 320 Yes Yes N/A N/A Accurate
321 321 Yes Yes N/A N/A Accurate
322 322 Yes Yes N/A N/A Accurate
323 323 Yes Yes N/A N/A Accurate
324 324 Yes Yes N/A N/A Accurate
325 325 Yes Yes N/A N/A Accurate
326 326 Yes Yes N/A N/A Accurate
327 327 Yes Yes N/A N/A Accurate
328 328 Yes Yes N/A N/A Accurate
329 329 Yes Yes N/A N/A Accurate
330 330 Yes Yes N/A N/A Accurate
331 331 Yes Yes N/A N/A Accurate
332 332 Yes Yes N/A N/A Accurate
333 333 Yes Yes N/A N/A Accurate
334 334 Yes Yes N/A N/A Accurate
335 335 Yes Yes N/A N/A Accurate
336 336 Yes Yes N/A N/A Accurate




337 337 Yes Yes N/A N/A Accurate
338 338 Yes Yes N/A N/A Accurate
339 339 Yes Yes N/A N/A Accurate
340 340 Yes Yes N/A N/A Accurate
341 341 Yes Yes N/A N/A Accurate
342 342 Yes Yes N/A N/A Accurate
343 343 Yes Yes N/A N/A Accurate
344 344 Yes Yes N/A N/A Accurate
345 345 Yes Yes N/A N/A Accurate
346 346 Yes Yes N/A N/A Accurate
347 347 Yes Yes N/A N/A Accurate
348 348 Yes Yes N/A N/A Accurate
349 349 Yes Yes N/A N/A Accurate
350 350 Yes Yes N/A N/A Accurate
351 351 Yes Yes N/A N/A Accurate
352 352 Yes Yes N/A N/A Accurate
353 353 Yes Yes N/A N/A Accurate
354 354 Yes Yes N/A N/A Accurate
355 355 Yes Yes N/A N/A Accurate
356 356 Yes Yes N/A N/A Accurate
357 357 Yes Yes N/A N/A Accurate
358 358 Yes Yes N/A N/A Accurate
359 359 Yes Yes N/A N/A Accurate
360 360 Yes Yes N/A N/A Accurate
361 361 Yes Yes N/A N/A Accurate
362 362 Yes Yes N/A N/A Accurate
363 363 Yes Yes N/A N/A Accurate
364 364 Yes Yes N/A N/A Accurate
365 365 Yes Yes N/A N/A Accurate
366 366 Yes Yes N/A N/A Accurate
367 367 Yes Yes N/A N/A Accurate




368 368 Yes Yes N/A N/A Accurate
369 369 Yes Yes N/A N/A Accurate
370 370 Yes Yes N/A N/A Accurate
371 371 Yes Yes N/A N/A Accurate
372 372 Yes Yes N/A N/A Accurate
373 373 Yes Yes N/A N/A Accurate
374 374 Yes Yes N/A N/A Accurate
375 375 Yes Yes N/A N/A Accurate
376 376 Yes Yes N/A N/A Accurate
37 377 Yes Yes N/A N/A Accurate
378 378 Yes Yes N/A N/A Accurate
379 379 Yes Yes N/A N/A Accurate
380 380 Yes Yes N/A N/A Accurate
381 381 Yes Yes N/A N/A Accurate
382 382 Yes Yes N/A N/A Accurate
383 383 Yes Yes N/A N/A Accurate
384 384 Yes Yes N/A N/A Accurate
385 385 Yes Yes N/A N/A Accurate
386 386 Yes Yes N/A N/A Accurate
387 387 Yes Yes N/A N/A Accurate
388 388 Yes Yes N/A N/A Accurate
389 389 Yes Yes N/A N/A Accurate
390 390 Yes Yes N/A N/A Accurate
391 391 Yes Yes N/A N/A Accurate
392 392 Yes Yes N/A N/A Accurate
393 393 Yes Yes N/A N/A Accurate
394 394 Yes Yes N/A N/A Accurate
395 395 Yes Yes N/A N/A Accurate
396 386 Yes Yes N/A N/A Accurate
397 397 Yes Yes N/A N/A Accurate
398 398 Yes Yes N/A N/A Accurate




399 399 Yes Yes N/A N/A Accurate
400 400 Yes Yes N/A N/A Accurate
401 401 Yes Yes N/A N/A Accurate
402 402 Yes Yes N/A N/A Accurate
403 403 Yes Yes N/A N/A Accurate
404 404 Yes Yes N/A N/A Accurate
405 405 Yes Yes N/A N/A Accurate
406 406 Yes Yes N/A N/A Accurate
407 407 Yes Yes N/A N/A Accurate
408 408 Yes Yes N/A N/A Accurate
409 409 Yes Yes N/A N/A Accurate
410 410 Yes Yes N/A N/A Accurate
411 411 Yes. Yes N/A N/A Accurate
412 412 Yes Yes N/A N/A Accurate
413 413 Yes Yes N/A N/A Accurate
414 414 Yes Yes N/A N/A Accurate
415 415 Yes Yes N/A N/A Accurate
416 416 Yes Yes N/A N/A Accurate
417 417 Yes Yes N/A N/A Accurate
418 418 Yes Yes N/A N/A Accurate
419 419 Yes Yes N/A N/A Accurate
420 420 Yes Yes N/A N/A Accurate
421 421 Yes Yes N/A N/A Accurate
422 422 Yes Yes N/A N/A Accurate
423 423 Yes Yes N/A N/A Accurate
424 424 Yes Yes N/A N/A Accurate
425 425 Yes Yes N/A N/A Accurate
426 426 Yes Yes N/A N/A Accurate
427 427 Yes Yes N/A N/A Accurate
428 428 Yes Yes N/A N/A Accurate
429 429 Yes Yes N/A N/A Accurate




430 430 Yes Yes N/A N/A Accurate
431 431 Yes Yes N/A N/A Accurate
432 432 Yes Yes N/A N/A Accurate
433 433 Yes Yes N/A N/A Accurate
434 434 Yes Yes N/A N/A Accurate
435 435 Yes Yes N/A N/A Accurate
436 436 Yes Yes N/A N/A Accurate
437 437 Yes Yes N/A N/A Accurate
438 438 Yes Yes N/A N/A Accurate
439 439 Yes Yes N/A N/A Accurate
440 440 Yes Yes N/A N/A Accurate
441 441 Yes Yes N/A N/A_ Accurate
442 442 Yes Yes N/A N/A Accurate
443 443 Yes Yes N/A N/A Accurate
444 444 Yes Yes N/A N/A Accurate
445 445 Yes Yes N/A N/A Accurate
446 446 Yes Yes N/A N/A Accurate
447 447 Yes Yes N/A N/A Accurate
448 448 Yes Yes N/A N/A Accurate
449 449 Yes Yes N/A N/A Accurate
450 450 Yes Yes N/A N/A Accurate
451 451 Yes Yes N/A N/A Accurate
452 452 Yes Yes N/A N/A Accurate
453 453 Yes Yes N/A N/A Accurate
454 454 Yes Yes N/A N/A Accurate
455 455 Yes Yes N/A N/A Accurate
456 456 Yes Yes N/A N/A Accurate
457 457 Yes Yes N/A N/A Accurate
458 458 Yes Yes N/A N/A Accurate
459 459 Yes Yes N/A N/A Accurate
460 460 Yes Yes N/A N/A Accurate




461 461 Yes Yes N/A N/A Accurate
462 462 Yes Yes N/A N/A Accurate
463 463 Yes Yes N/A N/A Accurate
464 464 Yes Yes N/A N/A Accurate
465 465 Yes Yes N/A N/A Accurate
466 466 Yes Yes N/A N/A Accurate
467 467 Yes Yes N/A N/A Accurate
468 468 Yes Yes N/A N/A Accurate
469 469 Yes Yes N/A N/A Accurate
470 470 Yes Yes N/A N/A Accurate
471 471 Yes Yes N/A N/A Accurate
472 472 Yes Yes N/A N/A Accurate
473 473 Yes Yes N/A N/A Accurate
474 474 Yes Yes N/A N/A Accurate
475 475 Yes Yes N/A N/A Accurate
476 476 Yes Yes N/A N/A Accurate
477 477 Yes Yes N/A N/A Accurate
478 478 Yes Yes N/A N/A Accurate
479 479 Yes Yes N/A N/A Accurate
480 480 Yes Yes N/A N/A Accurate
481 481 Yes Yes N/A N/A Accurate
482 482 Yes Yes N/A N/A Accurate
483 483 Yes Yes N/A N/A Accurate
484 484 Yes Yes N/A N/A Accurate
485 485 Yes Yes N/A N/A Accurate
486 486 Yes Yes N/A N/A Accurate
487 487 Yes Yes N/A N/A Accurate
488 488 Yes Yes N/A N/A Accurate
489 489 Yes Yes N/A N/A Accurate
490 490 Yes Yes N/A N/A Accurate
491 491 Yes Yes N/A N/A Accurate




492 492 Yes Yes N/A N/A Accurate
493 493 Yes Yes N/A N/A Accurate
494 494 Yes Yes N/A N/A Accurate
495 495 Yes Yes N/A N/A Accurate
496 496 Yes Yes N/A N/A Accurate
497 497 Yes Yes N/A N/A Accurate
498 498 Yes Yes N/A N/A Accurate
499 499 Yes Yes N/A N/A Accurate
500 500 Yes Yes N/A N/A Accurate
501 501 Yes Yes N/A N/A Accurate
502 502 Yes Yes N/A N/A Accurate
503 503 Yes Yes N/A N/A Accurate
504 504 Yes Yes N/A N/A Accurate
505 505 Yes Yes N/A N/A Accurate
506 506 Yes Yes N/A N/A Accurate
507 507 Yes Yes N/A N/A Accurate
508 508 Yes Yes N/A N/A Accurate
509 509 Yes Yes N/A N/A Accurate
510 510 Yes Yes N/A N/A Accurate
511 511 Yes Yes N/A N/A Accurate
512 512 Yes Yes N/A N/A Accurate
513 513 Yes Yes N/A N/A Accurate
514 514 Yes Yes N/A N/A Accurate
S15 515 Yes Yes N/A N/A Accurate
516 516 Yes Yes N/A N/A Accurate
517 517 Yes Yes N/A N/A Accurate
518 518 Yes Yes N/A N/A Accurate
519 519 Yes Yes N/A N/A Accurate
520 520 Yes Yes N/A N/A Accurate
521 521 Yes Yes N/A N/A Accurate
522 522 Yes Yes N/A N/A Accurate




523 523 Yes Yes N/A N/A Accurate
524 524 Yes Yes N/A N/A Accurate
525 525 Yes Yes N/A N/A Accurate
526 526 Yes Yes N/A N/A Accurate
527 527 Yes Yes N/A N/A Accurate
528 528 Yes Yes N/A NfA Accurate
529 529 Yes Yes N/A N/A Accurate
530 530 Yes Yes N/A N/A Accurate
531 531 Yes Yes N/A N/A Accurate
532 532 Yes Yes N/A N/A Accurate
533 533 Yes Yes N/A N/A Accurate
534 534 Yes Yes N/A N/A Accurate
535 535 Yes Yes N/A N/A Accurate
536 536 Yes Yes N/A N/A Accurate
537 537 Yes Yes N/A N/A Accurate
538 538 Yes Yes N/A N/A Accurate
539 539 Yes Yes N/A N/A Accurate
540 540 Yes Yes N/A N/A Accurate
541 541 Yes Yes N/A N/A Accurate
542 542 Yes Yes N/A N/A Accurate
543 543 Yes Yes N/A N/A Accurate
544 544 Yes Yes N/A N/A Accurate
545 545 Yes Yes N/A N/A Accurate
546 546 Yes Yes N/A N/A Accurate
547 547 Yes Yes N/A N/A Accurate
548 548 Yes Yes N/A N/A Accurate
549 549 Yes Yes N/A N/A Accurate
550 550 Yes Yes N/A N/A Accurate
551 551 Yes Yes N/A N/A Accurate
552 552 Yes Yes N/A N/A Accurate
553 553 Yes Yes N/A N/A Accurate




554 554 Yes Yes N/A N/A Accurate
555 555 Yes Yes N/A N/A Accurate
556 556 Yes Yes N/A N/A Accurate
557 557 Yes Yes N/A N/A Accurate
558 558 Yes Yes N/A N/A Accurate
559 559 Yes Yes N/A N/A Accurate
560 560 Yes Yes N/A N/A Accurate
561 561 Yes Yes N/A N/A Accurate
562 562 Yes Yes N/A N/A Accurate
563 563 Yes Yes N/A N/A Accurate
564 564 Yes Yes N/A N/A Accurate
565 565 Yes Yes N/A N/A Accurate
566 566 Yes Yes N/A N/A Accurate
567 567 Yes Yes N/A N/A Accurate
568 568 Yes Yes N/A N/A Accurate
569 569 Yes Yes N/A N/A Accurate
570 570 Yes Yes N/A N/A Accurate
571 571 Yes Yes N/A N/A Accurate
572 572 Yes Yes N/A N/A Accurate
573 573 Yes Yes N/A N/A Accurate
574 574 Yes Yes N/A N/A Accurate
575 575 Yes Yes N/A N/A Accurate
576 576 Yes Yes N/A N/A Accurate
577 577 Yes Yes N/A N/A Accurate
578 578 Yes Yes N/A N/A Accurate
579 579 Yes Yes N/A N/A Accurate
580 580 Yes Yes N/A N/A Accurate
581 581 Yes Yes N/A N/A Accurate
582 582 Yes Yes N/A N/A Accurate
583 583 Yes Yes N/A N/A Accurate
584 584 Yes Yes N/A N/A Accurate




585 585 Yes Yes N/A N/A Accurate
586 586 Yes Yes N/A N/A Accurate
587 587 Yes Yes N/A N/A Accurate
588 588 Yes Yes N/A N/A Accurate
589 589 Yes Yes N/A N/A Accurate
590 590 Yes Yes N/A N/A Accurate
591 591 Yes Yes N/A N/A Accurate
592 592 Yes Yes N/A N/A Accurate
593 593 Yes Yes N/A N/A Accurate
594 594 Yes Yes N/A N/A Accurate
595 595 Yes Yes N/A N/A Accurate
596 596 Yes Yes N/A N/A Accurate
597 597 Yes Yes N/A N/A Accurate
598 598 Yes Yes N/A N/A Accurate
599 599 Yes Yes N/A N/A Accurate
600 600 Yes Yes N/A N/A Accurate
601 601 Yes Yes N/A N/A Accurate
602 602 Yes Yes N/A N/A Accurate
603 603 Yes Yes N/A N/A Accurate
604 604 Yes Yes N/A N/A Accurate
605 605 Yes Yes N/A N/A Accurate
606 606 Yes Yes N/A N/A Accurate
607 607 Yes Yes N/A N/A Accurate
608 608 Yes Yes N/A N/A Accurate
609 609 Yes Yes N/A N/A Accurate
610 610 Yes Yes N/A N/A Accurate
611 611 Yes Yes N/A N/A Accurate
612 612 Yes Yes N/A N/A Accurate
613 613 Yes Yes N/A N/A Accurate
614 614 Yes Yes N/A N/A Accurate
615 615 Yes Yes N/A N/A Accurate




616 616 Yes Yes N/A N/A Accurate
617 617 Yes Yes N/A N/A Accurate
618 618 Yes Yes N/A N/A Accurate
619 619 Yes Yes N/A N/A Accurate
620 620 Yes Yes N/A N/A Accurate
621 621 Yes Yes N/A N/A Accurate
622 622 Yes Yes N/A N/A Accurate
623 623 Yes Yes N/A N/A Accurate
624 624 Yes Yes N/A N/A Accurate
625 625 Yes Yes N/A N/A Accurate
626 626 Yes Yes N/A N/A Accurate
627 627 Yes Yes N/A N/A Accurate
628 628 Yes Yes N/A N/A Accurate
629 629 Yes Yes N/A N/A Accurate
630 630 Yes Yes N/A N/A Accurate
631 631 Yes Yes N/A N/A Accurate
632 632 Yes Yes N/A N/A Accurate
633 633 Yes Yes N/A N/A Accurate
634 634 Yes Yes N/A N/A Accurate
635 635 Yes Yes N/A N/A Accurate
636 636 Yes Yes N/A N/A Accurate
637 637 Yes Yes N/A N/A Accurate
638 638 Yes Yes N/A N/A Accurate
639 639 Yes Yes N/A N/A Accurate
640 640 Yes Yes N/A N/A Accurate
641 641 Yes Yes N/A N/A Accurate
642 642 Yes Yes N/A N/A Accurate
643 643 Yes Yes N/A N/A Accurate
644 644 Yes Yes N/A N/A Accurate
645 645 Yes Yes N/A N/A Accurate
646 646 Yes Yes N/A N/A Accurate




647 647 Yes Yes N/A N/A Accurate
648 648 Yes Yes N/A N/A Accurate
649 649 Yes Yes N/A N/A Accurate
650 650 Yes Yes N/A N/A Accurate
651 651 Yes Yes N/A N/A Accurate
652 652 Yes Yes N/A N/A Accurate
653 653 Yes Yes N/A N/A Accurate
654 654 Yes Yes N/A N/A Accurate
655 655 Yes Yes N/A N/A Accurate
656 656 Yes Yes N/A N/A Accurate
657 657 Yes Yes N/A N/A Accurate
658 658 Yes Yes N/A N/A Accurate
659 659 Yes Yes N/A N/A Accurate
660 660 Yes Yes N/A N/A Accurate
661 661 Yes Yes N/A N/A Accurate
662 662 Yes Yes N/A N/A Accurate
663 663 Yes Yes N/A N/A Accurate
664 664 Yes Yes N/A N/A Accurate
665 665 Yes Yes N/A N/A Accurate
666 666 Yes Yes N/A N/A Accurate
667 667 Yes Yes N/A N/A Accurate
668 668 Yes Yes N/A N/A Accurate
669 669 Yes Yes N/A N/A Accurate
670 670 Yes Yes N/A N/A Accurate
671 671 Yes Yes N/A N/A Accurate
672 672 Yes Yes N/A N/A Accurate
673 673 Yes Yes N/A N/A Accurate
674 674 Yes Yes N/A N/A Accurate
675 675 Yes Yes N/A N/A Accurate
676 676 Yes Yes N/A N/A Accurate
677 677 Yes Yes N/A N/A Accurate




678 678 Yes Yes N/A N/A Accurate
679 679 Yes Yes N/A N/A Accurate
680 680 Yes Yes N/A N/A Accurate
681 681 Yes Yes N/A N/A Accurate
682 682 Yes Yes N/A N/A Accurate
683 683 Yes Yes N/A N/A Accurate
684 684 Yes Yes N/A N/A Accurate
685 685 Yes Yes N/A N/A Accurate
686 686 Yes Yes N/A N/A Accurate
687 687 Yes Yes N/A N/A Accurate
688 688 Yes Yes N/A N/A A.ccurate
689 689 Yes Yes N/A N/A Accurate
690 690 Yes Yes N/A N/A Accurate
691 691 Yes Yes N/A N/A Accurate
692 692 Yes Yes N/A N/A Accurate
693 693 Yes Yes N/A N/A Accurate
694 694 Yes Yes N/A N/A Accurate
695 695 Yes Yes N/A N/A Accurate
696 696 Yes Yes N/A N/A Accurate
697 697 Yes Yes N/A N/A Accurate
698 698 Yes Yes N/A N/A Accurate
699 699 Yes Yes N/A N/A Accurate
700 700 Yes Yes N/A N/A Accurate
701 701 Yes Yes N/A N/A Accurate
702 702 Yes Yes N/A N/A Accurate
703 703 Yes Yes N/A N/A Accurate
704 704 Yes Yes N/A N/A Accurate
705 705 Yes Yes N/A N/A Accurate
706 706 Yes Yes N/A N/A Accurate
707 707 Yes Yes N/A N/A Accurate
708 708 Yes Yes N/A N/A Accurate




709 709 Yes Yes N/A N/A Accurate
710 710 Yes Yes N/A N/A Accurate
711 711 Yes Yes N/A N/A Accurate
712 712 Yes Yes N/A N/A Accurate
713 713 Yes Yes N/A N/A Accurate
714 714 Yes Yes N/A N/A Accurate
715 715 Yes Yes N/A N/A Accurate
716 716 Yes Yes N/A N/A Accurate
717 717 Yes Yes N/A N/A Accurate
718 718 Yes Yes N/A N/A Accurate
719 719 Yes Yes N/A N/A Accurate
720 720 Yes Yes N/A N/A Accurate
721 721 Yes Yes N/A N/A Accurate
722 722 Yes Yes N/A N/A Accurate
723 723 Yes Yes N/A N/A Accurate
724 724 Yes Yes N/A N/A Accurate
725 725 Yes Yes N/A N/A Accurate
726 726 Yes Yes N/A N/A Accurate
727 727 Yes Yes N/A N/A Accurate
728 728 Yes Yes N/A N/A Accurate
729 729 Yes Yes N/A N/A Accurate
730 730 Yes Yes N/A N/A Accurate
731 731 Yes Yes N/A N/A Accurate
732 732 Yes Yes N/A N/A Accurate
733 733 Yes Yes N/A N/A Accurate
734 734 Yes Yes N/A N/A Accurate
735 735 Yes Yes N/A N/A Accurate
736 736 Yes Yes N/A N/A Accurate
737 737 Yes Yes N/A N/A Accurate
738 738 Yes Yes N/A N/A Accurate
739 739 Yes Yes N/A N/A Accurate




740 740 Yes Yes N/A N/A Accurate
741 741 Yes Yes N/A N/A Accurate
742 742 Yes Yes N/A N/A Accurate
743 743 Yes Yes N/A N/A Accurate
744 744 Yes Yes N/A N/A Accurate
745 745 Yes Yes N/A N/A Accurate
746 746 Yes Yes N/A N/A Accurate
747 747 Yes Yes N/A N/A Accurate
748 748 Yes Yes N/A N/A Accurate
749 749 Yes Yes N/A N/A Accurate
750 750 Yes Yes N/A N/A Accurate
751 751 Yes Yes N/A N/A Accurate
752 752 Yes Yes N/A N/A Accurate
753 753 Yes Yes N/A N/A Accurate
754 754 Yes Yes N/A N/A Accurate
755 755 Yes Yes N/A N/A Accurate
756 756 Yes Yes N/A N/A Accurate
757 757 Yes Yes N/A N/A Accurate
758 758 Yes Yes N/A N/A Accurate
759 759 Yes Yes N/A N/A Accurate
760 760 Yes Yes N/A N/A Accurate
761 761 Yes Yes N/A N/A Accurate
762 762 Yes Yes N/A N/A Accurate
763 763 Yes Yes N/A N/A Accurate
764 764 Yes Yes N/A N/A Accurate
765 765 Yes Yes N/A N/A Accurate
766 766 Yes Yes N/A N/A Accurate
767 767 Yes Yes N/A N/A Accurate
768 768 Yes Yes N/A N/A Accurate
769 769 Yes Yes N/A N/A Accurate
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BALTIMORE COUNTY POLICE

Headquarters

ROBERT O. MCCULLOUGH 700 E. Joppa Road
Towson, MD 21286

Chief of Police 410.887.2214

Fax 410.821.8887
bcopd@baltimorecountymd.gov
www.baltimorecountymd.gov/police

Integrity... Fairness...Service

DATE: January 31, 2024

TO: House Judiciary Committee, Senate Judicial Proceedings Committee,
Legislative Policy Committee

FROM: Major J. Brown
License Plate Reader Program Certifying Official
Baltimore County Police Department

SUBJECT: License Plate Reader (LPR) Program Annual Report
to the Maryland General Assembly

Maryland House Judiciary Committee:
The Honorable Luke H. Clippinger ~ Chair
The Honorable J. Sandy Bartlett— Vice-Chair
House Office Building, Room 101

6 Bladen St, Annapolis, MD 21401

Maryland Senate Judicial Proceedings Committee:
The Honorable William C. Smith — Chair

The Honorable Jeffery D. Waldstreicher — Vice-Chair
Miller Senate Office Building, 2 East Wing

11 Bladen St, Annapolis, MD 21401

Maryland Legislative Policy Committee:

The Honorable William Ferguson IV - Co-Chair

The Honorable Adrienne A. Jones — Co-Chair

c/o Department of Legislative Services

Legislative Services Building Room 200B, 90 State Circle, Annapolis, MD 21401

Honorable Chairmen and Chairwoman,

In accordance with § 2-1246 of the State Government Article, the Baltimore County Police
Department is reporting the following information regarding License Plate Reader (LPR) data for
2023:

CALEA

WA VBLP R +u
.

Nationolly Accredited Since 1984



. The total number of automatic license plate reader units being operated in the
State by law enforcement agencies and the number of units submitting data to the

Center:

Currently there are 59 License Plate Readers operated by the Baltimore County Police
Department. These License Plate Readers are networked to our own server and then

routed to MCAC.

. The number of automatic license plate reader readings made by a law
enforcement agency that maintains an automatic license plate reader database
and the number of readings submitted to the Center:

For the 2023 calendar year, License Plate Readers operated by the Baltimore County
Police Department made 30,284,896 reads with mobile License Plate Readers. All

reads are sent to the Center.

. The number of automatic license plate reader readings being retained on the
automatic license plate reader database:

As of January 31, 2024, the total reads retained was 33,622,758. This number changes
daily since all reads are stored for one year and then replaced by the current year data.

. The number of requests made to the center by each law enforcement agency that
maintains an automatic license plate reader database for automatic license plate
reader data, including specific numbers for:

During the 2023 calendar year, Baltimore County Police Department members made
24,263 inquiries into the Operations Center requesting License Plate Reader data.

i. The number of requests that resulted in a release of information:
None.

iii. The number of out-of-state requests:
None.

i The number of federal requests:

None.

iv. The number of out of state requests that resulted in a release of
information:

None.

V. The number of federal requests that resulted in a release of
information:

None.

5. Any data breaches or unauthorized uses of the automatic license plate reader

database:

In 2023, there were no known breaches or unauthorized uses of the License Plate
Reader database.



6. A list of audits that were completed by the center or a law enforcement agency:

Pursuant to 2-1246 of the State Governments Article, the Baltimore County Police
Department conducted an audit for the calendar year 2023 of the queries of the
" database.

A total of 24,263 queries were made of the system.

Pursuant to the License Plate Reader Model Policy submitted to the House
Judiciary Committee, Senate Judicial Proceedings Committee, and Legislative
Police Committee in August of 2015, a random selection of 50 queries each
quarter were selected for audit. The random selections were taken from all
twelve months.

The Department of State Police and any law enforcement agency using an automatic
license plate reader system shall adopt procedures relating to the operation and use of
the system. The procedures shallinclude:

Which personnel in the Center or a law enforcement agency are authorized
to query captured plate data gathered by an automatic license plate reader
system.

Currently there are 406 persons who are authorized to query the database.
These personnel consist of sworn and non-sworn technical staff as well as sworn
personnel from various investigative and patrol units within the Baltimore County
Police Department. All personnel with access to the License Plate Reader
database are screened by and approved by the Technology Section Commander
and the License Plate Reader Program Coordinator. In addition, all Department
personnel must pass a background check prior to employment and undergo
routine education and training on physical, computer, and on-line security
procedures.

An audit process to ensure that information obtained through the use of an
automatic license plate reader system is used only for legitimate law
enforcement purposes, including audits of requests made by individual law
enforcement agencies or an individual law enforcement officer.

The Baltimore County Police Department conducts a quarterly audit of the form
that is completed when a user of the LPR database conducts a query. The audit
is conducted quarterly by the Technology Section of the Baltimore County Police
Department.

Procedures and safeguards to ensure that Center staff with access to the
automatic license plate reader database are adequately screened and
trained.

The Baltimore County Police Department currently has a training curriculum that
is maintained on the Baltimore County Police Department intranet site. The
training curriculum and the training records are reviewed annually for relevancy
and effectiveness. As stated above, all personnel requesting access to the
License Plate Reader database must be screened by and approved by the
Technology Section Commander.



Respectfully Submitted,

Major J Brown
Baltimore County Police Department



BALTIMORE COUNTY POLICE

Headquarters

ROBERT O. MCCULLOUGH 700 E. Joppa Road
Towson, MD 21286

Chief of Police 410.887.2214

Fax 410.821.8887
bcopd@baltimorecountymd.gov
www baltimorecountymd.gov/police

Integrity... Fairness ... Service

DATE: January 31, 2024

TO: House Judiciary Committee, Senate Judicial Proceedings Committee,
Legislative Policy Committee

FROM: Major J. Brown
License Plate Reader Program Certifying Official
Baltimore County Police Department

SUBJECT: License Plate Reader (LPR) Program Annual Report
to the Maryland General Assembly

Maryland House Judiciary Committee:
The Honorable Luke H. Clippinger — Chair
The Honorable J. Sandy Bartlett— Vice-Chair
House Office Building, Room 101

6 Bladen St, Annapolis, MD 21401

Maryland Senate Judicial Proceedings Committee:
The Honorable Wiliam C. Smith — Chair

The Honorable Jeffery D. Waldstreicher — Vice-Chair
Miller Senate Office Building, 2 East Wing

11 Bladen St, Annapolis, MD 21401

Maryland Legislative Policy Committee:

The Honorable William Ferguson IV - Co-Chair

The Honorable Adrienne A. Jones — Co-Chair

c/o Department of Legislative Services

Legislative Services Building Room 200B, 90 State Circle, Annapolis, MD 21401

Honorable Chairmen and Chairwoman,
In accordance with § 2-1246 of the State Government Article, the Baltimore County Police

Department is reporting the following information regarding License Plate Reader (LPR) data for
2023:
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1. The total number of automatic license plate reader units being operated in the
State by law enforcement agencies and the number of units submitting data to the

Center:

Currently there are 59 License Plate Readers operated by the Baltimore County Police
Department. These License Plate Readers are networked to our own server and then
routed to MCAC.

2. The number of automatic license plate reader readings made by a law
enforcement agency that maintains an automatic license plate reader database
and the number of readings submitted to the Center:

For the 2023 calendar year, License Plate Readers operated by the Baltimore County
Police Department made 30,284,896 reads with mobile License Plate Readers. All

reads are sent to the Center.

3. The number of automatic license plate reader readings being retained on the
automatic license plate reader database:

As of January 31, 2024, the total reads retained was 33,622,758. This number changes
daily since all reads are stored for one year and then replaced by the current year data.

4. The number of requests made to the center by each law enforcement agency that
maintains an automatic license plate reader database for automatic license plate
reader data, including specific numbers for:

During the 2023 calendar year, Baltimore County Police Department members made
24,263 inquiries into the Operations Center requesting License Plate Reader data.

i The number of requests that resulted in a release of information:
None.

ii. The number of out-of-state requests:
None.

iiii. The number of federal requests:
None.

iv. The number of out of state requests that resulted in a release of
information:

None.

V. The number of federal requests that resulted in a release of
information:

None.

5. Any data breaches or unauthorized uses of the automatic license plate reader
database:

In 2023, there were no known breaches or unauthorized uses of the License Plate
Reader database.



6. A list of audits that were completed by the center or a law enforcement agency:

Pursuant to 2-1246 of the State Governments Article, the Baltimore County Police
Department conducted an audit for the calendar year 2023 of the queries of the

database.

A total of 24,263 queries were made of the system.

Pursuant to the License Plate Reader Model Policy submitted to the House
Judiciary Committee, Senate Judicial Proceedings Committee, and Legislative
Police Committee in August of 2015, a random selection of 50 queries each
quarter were selected for audit. The random selections were taken from all
twelve months.

The Department of State Police and any law enforcement agency using an automatic
license plate reader system shall adopt procedures relating to the operation and use of
the system. The procedures shall include:

Which personnel in the Center or a law enforcement agency are authorized
to query captured plate data gathered by an automatic license plate reader
system. .

Currently there are 406 persons who are authorized to query the database.
These personnel consist of sworn and non-sworn technical staff as well as sworn
personnel from various investigative and patrol units within the Baltimore County
Police Department. All personnel with access to the License Plate Reader
database are screened by and approved by the Technology Section Commander
and the License Plate Reader Program Coordinator. In addition, all Department
personnel must pass a background check prior to employment and undergo
routine education and training on physical, computer, and on-line security
procedures.

An audit process to ensure that information obtained through the use of an
automatic license plate reader system is used only for legitimate law
enforcement purposes, including audits of requests made by individual law
enforcement agencies or an individual law enforcement officer.

The Baltimore County Police Department conducts a quarterly audit of the form
that is completed when a user of the LPR database conducts a query. The audit
is conducted quarterly by the Technology Section of the Baltimore County Police
Department.

Procedures and safeguards to ensure that Center staff with access to the
automatic license plate reader database are adequately screened and
trained.

The Baltimore County Police Department currently has a training curriculum that
is maintained on the Baltimore County Police Department intranet site. The
training curriculum and the training records are reviewed annually for relevancy
and effectiveness. As stated above, all personnel requesting access to the
License Plate Reader database must be screened by and approved by the
Technology Section Commander.



Respectfully Submitted,

Major J Brown
Baltimore County Police Department



Goal Question Answer Comments
Have procedures been adopted related Procedures have been
1 to the operation and use of the LPR Yes established (Special Order
System? (Cite policy number) 2016-02)
Are staff with access to Automatic
License Plate Reader database Screened by the Technology
2 adequately screen and trained in the Yes Section Commander and
proper use of the system and all the Program Coordinator
privacy policies related to thereto?
Does the agency maintain training
3 Yes
records for each user?
4 Is the training curriculum maintained? Yes UL Agengy LUl
website
Are the training records reviewed for
5 . Yes
relevance and effectiveness?
Does the agency accept law
6 enforcement request for license plate Yes
captured data collected by and LPR
system?
7 If historical data is access_ed, c_loes the Yes Monthly documentation
agency have an audit trail?
Is the audit trail maintained for at least
8 Yes
3 years?
Have audit procedures been adopted to
ensure that information obtained Audited by the Mobile
9 through the use of an LPR system is Yes Support Team supervisor in
used only for legitimate law the Technology Section
_ enforcement purposes?
i . . Scope of
Agency- Baltimore County Police Department Audlt 01/01/2023 through 12/31/2023
/
Compl'e'féd Date
e \ 2y Vi Completed: | "%1/29%¢
Revue,wed 1V  Date _.
ST %AZ £ completea| /4%




BALTIMORE COUNTY POLICE DEPARTMENT
INTRA-DEPARTMENT CORRESPONDENCE

“Integnity. .Faimess...Service”

TO: Captain E. Latchaw #3801 DATE: 01/30/2024
Technology Section Commander

FROM: Officer J. Schwinn #5024

SUBJECT: Automated License Plate Reader (ALPR) Database Query Audit Findings
Fourth Quarter Findings

This correspondence is being written in referenc