
MC AC I MARYLAND COORDINATION AND ANALYSIS CENTER 

7125 Ambassador Road, Suite 130 • Baltimore, Maryland 21244 

February 15, 2023 

TO: House Judiciary Committee, Senate Judi�ial Proceedings Committee and Legislative 
Policy Committee 

FROM: David Engel, Director, Maryland Coordination and Analysis Center 

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety 
Article § 3-509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger- Chair 
The Honorable David Moon - Vice-Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair 
The Honorable Jeffery D. Waldstreicher - Vice-Chair 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson - Co-Chair 
The Honorable Adrienne A. Jones - Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 2008, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen and Chairwoman, 

In accordance with§ 2-1246 of the State Government Article, the Maryland Coordination and Analysis 
Center (MCAC) is reporting the following information regarding captured License Plate Reader (LPR) 
data for 2022: 

1. The total number of automatic license plate reader units being operated in the state by 
law enforcement agencies and submitting data to the center: 603 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of 
readings submitted to the center: 18 Law Enforcement Agencies are known to operate 
their own License Plate Reader storage server. MCAC collects and stores data for 15 of 
the 18 agencies. Agencies with their own server are submitting individual audit reports. 



3. The number of automatic license plate reader readings being retained in the automatic 
license plate reader database: 740,662,168 

Th bel e owe a re e h rt fl cts data receive IV ma 1 . d b MCAC fro ll"ed . . 2022 aQencies m 

.. Maryland Coordination Analysis Ce�ter State-Wide LPR System Data Contribution 
Agency 

Anne Arundel County Police Department 
Baltimore City Police Department 
Baltimore County Police Department 
Charles County Sheriff's Office 
Frederick County Sheriff's Office 
Harford County Police Department 
Howard County Police Department 
Joint Base Andrews 
Maryland Transportation Authority (MDTA) Police 
MCAC (Maryland State Police) 
Montgomery County Police Department 
Ocean City Police Department 
Prince George's County Police Department 
Towson University Police Department 
University of Maryland Police Department 
Total Reads 

4. The number of requests made to the MCAC: 4,668 

2022 Reads 

I 54,542,724 
214,449,961 
20,750,935 
3,240,008 

10,358 
15,487,651 
5,578,186 

I 5,283,123 
302,501,908 
68,063,363 

i 4,453,947 
i 20,369,198 
! 17,217,156 
l 1,630,997 

i 7,082,653 
740J662,168 

5. The number of requests that resulted in a release of information: 3,295 

6. The number of out-of-state requests: 444 

7. The number of federal reque�ts: 739 

8. The number of out-of-state requests that resulted in a release of information: 240 

9. The number of federal requests that resulted in a rel�ase of information: 574 

10. Any data breaches or unauthorized uses· of the automatic license plate reader database: 
No 

11. A list of audits that were completed by the center or a law enforcement agency: A 
random selection of at least 1% of all relevant requests {4,668* 0.01 = 47. Minimum 
require� per MCAC Model Audit Policy is 50). 55 Records were audited. 
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12. The Department of State Police and any law enforcement agency using an automatic 
license plate reader system shall adopt procedures relating to the operation and use of 
the system. The procedures shall include: 

i. Which personnel in the Center or a law enforcement agency are authorized to query 
captured plate data gathered by an automatic license plate reader system: Fifty (50) 
Maryland Coordination and Analysis Center employees are authorized to query ttie 
database. 

ii. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used only for legitimate law enforcement 
purposes, including audits of requests made by individual law enforcement agencies 
or an individual law enforcement officer: The Maryland Coordination and Analysis 
Center developed and Implemented a Model Audit Policy In August 2015. The policy 
was disseminated to all Maryland law enforcement agencies on October 1 1 2015. The 
audit process is explained above in question #11. See attached supporting 
documentation. 

Procedures arid safeguards to ensure that Center staff with access to the automatic 
license plate reader database are adequately screened and trained. The MCAC 
procedures and safeguards consist of the following training and standards: 

a. 28 CFR Part 23 • Collection and Exchange of Intelligence Records. 
b. Maryland Coordination and Analysis Center License Plate Reader Standard 

Operating Procedures. 
c. 8 Hour License Plate Reader Practicum training approved through the 

Maryland Police Training and Standards Commission. 
d. 4 Hour Analyst Training for all new hires and annual refresher for all 

employees. 
e. All Maryland Coordination and Analysis Center personnel have a background 

clearance completed by the Department of Homeland Security and/or FBI. 

David Engel 
Director 
Maryland Coordination and Analysis Center 
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Question 

Have procedures been adopted related 
to the operation and use of the LPR 

System? (Cite policy number) 

Are staff with access to Automatic 
License Plate Reader database 

adequately screened and trained in the 
proper use of the system and all the 
privacy policies related to thereto? 
Does the agency maintain training 

records for each user? 

Is the training curriculum maintained? 

Are the training records reviewed for 
relevance and effectiveness? 

Does the agency accept law 
enforcement requests for license plate 

captured data collected by an LPR 
system? 

If historical data is accessed, does the 
agency have an audit trail? 

Is the audit trail maintained for at least 
3 years? 

Have audit procedures been adopted to 
ensure that information obtained 

through the use of an LPR system is 
used only for legitimate law 

enforcement purposes? 
Maryland Coordination and Analysis 
Center 

[?/Sgt Keith Johnson # 5231 

Lt. Dion Tilghman 

II 

Answer 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

-Scope of� 
Aydit:_ 

Da� 
Gampleted� ,, ;c -

Date 
0--ompJeted, 

Commer]ts 

MCAC Model Policy for 
LPR adopted by AT AC 

Clearances/Employment 
Screening and Onboarding 

Process 

Electronic or paper 
records for MSP/MCAC 

Users 
MPTSC Certified Operator 

and Train the Trainer 

Yearly and following 
training 

RFS Process 

Enterprise Operations 
Center 

Enterprise Operations 
Center 

MCAC Model Audit Policy 

55 records from 2022 
Request for Services 

2/15/2023 

2/15/2023 
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Audit Record 
Number 

A!.!di! �.illl l 
Audit Rec-0(d 2 

Aud!! B,ec�rd � 

Aydit R�ll! 4 

Audit R�gcd s 

Aygit Recorli 6 

A11di1 Re£Qrd Z 
AYdil R.ct.o�l 8 
AuditE.wirsi 2 
Audit Rec2m 1 D 
Augit ��Qr:d 11 

Audit B.s:i.2rd 12 
A11dit R�1,2!l! lJ 
A11dit B.�m l!l 
Audit &!.:!l2r!l I� 
A111.IU J!.ccord l 6 
8.lldil B.�m:g 11 
Au.git Reci;u:!l 18 
Alldil 8.!.:£.9nl 12· 
Audit B.�t!l 2Q 
An!litR�rd 21 
Audit E.s:!.2� 22 
Audit Kei;m::d 21 
A11dit B�2rd 21 
A11!1it l!!;;!.Qm 2� 
A!.!dit B�rd 2G 
A11dit Bei;nrd 22 
Al!!U! Record 28 
Audit Recor� 19 
Ami it Re!.Qrd JO 

Submitting Agency: 
Scope of Audit 
Prepared By: 
Date Prepared: 

Question # 2 Is the Question# 1 date and time of Agency Case# request documented? 

Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 

Maryland Coordination and Analysis Center 
55 Records ./' 

D/Sgt Walter Johnson � 
2/15/2023 <:..:)_ 

Question # 3 Is the Question # 4 Does the 
purpose of the request include the 

request identity of the agency 
documented? requesting the query? 

Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 
Yes Yes 

Reviewing Agency: 
Reviewed By: 
Date Reviewed: 
Signature 

Question # 5 Has the Results: Findings shall 
request been validated be listed as: Accurate, 
through the requesters Inaccurate, Unable to 

agency? locate or Incomplete 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 
Yes Accurate 

Anne Arundel County Police Department 
Lt. Dion Tilghman 

al 1512.-J 
IA-� 

--
U0J i" 



Audit Record 
Number 

A11dit R!::l:O[Q JO 
Audit B.�l:Qr!:\ Jl 
&l!dit B,ecQ1d J2 
Audit Re�Q1d 3l 
Audit B.ecQrd J4 
6,ygit B.e�m J� 
Audit 13.!a:md J2 
Al!dit B�Qm n 
Al.!!.lit Bi::s;2m �B 
h,udi! Res;21d 32 
Audit 8.�!.Qm-�Hl 
8.l!di! B�!.Qil! 41 
Audit Re!.21:!l 42 
.Andi I R!.!.Qm �J 
Audi! B.ec2rd'44 

Audit E.e!.2m· 4� 
h_udjt B!.!.2rd �2 
,Audit E,e!,Q!Q �7 
A:.idlt'.13.i::cQrn 48-
Audit RecQm 42 
h11git 13,eQi;m! �Q 

Question # 1 
Agency Case# 

. . . 

. .  ·-

. .  

Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 

Audi! Ri::r.2rd � I' . . . , Yes 
Ai1dil R!::!.2n! �2 
Aydir R�cQn! SJ 
A!!dll B.!c!;;Qn! 54 
&!ditR!lCQIB �� 

. · - .. 

Yes 
Yes 
Yes 
Yes 

Question # 2 Is the 
date and time of 

request documented? 

Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes 
Yes. 
Yes 
Yes 
Yes 
Yes 

Submitting Agency: Ma ry'la0,d Coordination ·and Analysis Center 
Scope of Audit ., .... 55-Records 
Prepared By: D/Sgt Walter Johnson � �--
Date P repared: -� . ·2/1 5/2023 '\J 

Question # 3 Is the Question # 4 Does the Question # 5 Has the Results: Findin,gs shall 
purpose of the request include the request been validated be listed as: Accurate, 

request identity of the agency · through the requesters Inaccurate, Unable to 
documented? requesting the query? agency? locate or Incomplete 

Yes Yes Yes Accurate 
Yes Yes Yes Accurate 
Yes Yes Yes Accu rate 
Yes Yes Yes Accurate 
Yes Yes Yes Accu rate 
Yes Yes Yes Accurate 
Yes Yes Yes Accurate 
Yes Yes Yes Accu rate 
Yes Yes Yes Accurate 
Yes Yes Yes Accurate 

• Yes Yes Yes Accu rate 
Yes Yes Yes Accurate 
Yes Yes Yes Accu rate 
Yes Yes Yes Accu rate 
Yes Yes Yes Accu rate 
Yes Yes Yes Accu rate 
Yes Yes Yes Accurate 
Yes Yes Yes Accurate 
Yes Yes Yes Accurate 
Yes Yes Yes Accurate 
Yes Yes Yes Accurate 
Yes Yes Yes Accu rate 
Yes Yes Yes Accurate 
Yes Yes Yes Accu rate 
Yes Yes Yes Accurate 
Yes Yes Yes Accu rate 

Reviewing Agency: Anne Arundel County Police Department 
Reviewed By: Lt. Dion Tilghman 
Date Reviewed: � J ,s /2,'\ 
Signatu re u- TI! A )' ,,.oo 



Anne Arundel County Police Department 
8495 Veterans Highway Millersville, Maryland 21108 

{410) 222-8050 
www.aacounty.org/oolice 

DA1E: February 1, 2023 

Amal Awad 
0,fef of PaUce 

TO: 
· 

House Judiciary Committee. Senate Judiciary Proceedings 
Committee & Legislative Policy Committee 

FROM: Anne Arundel County Police Department 
Lieutenant Dion Tilghman 

SUBJECT: License Plate Reader (LPR) Program Report required per Public Safety 
Article § 3-509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippingel'.- Chair 
The Honorable David Moon - Vice-Chair 
House Office Building, Room 101 
6 Bladen Street, Annapoli�, MD 21401 

Maryland Senate Judicial P.roceediags Committee: 

The Honorable William C. Smith- Chair 
The Honorable Jeffery D. Waldstreicher -Vice-Chair 
Miller Senate Office Building, 2 F.ast Wing. 
1 1  Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 

The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 . 

Nationally Accredited Law Enforcement Agency 



Anne Arundel County Police Department 
849S Veterans Highway Millersville, Maryland 21108 

(410) 222--8050 
www.aacountv.org/police 

Honorable Chairmen and Chairwoman, 

AmalAwad 
Chief of Police 

In accordance with §  2-1246 of the State Government Article, The Anne Arundel County Police 
Department and Analysis Center (MCAC) is reporting the following information regarding 
License Plate Reader data for 2022: 

1. · The total number of automatic license plate reader units being operated in the state by 
law enforcement agencies and the number of units submitting data to the Maryland Coordination 
and Analysis Center: 

The Anne Arundel County Police Department bas a total of 9 fixed LPR sites (36 individual 
cameras) and 29 mobile units (58 individual cameras operated in pairs). All units operated by the 
Anne Arundel Cowity Police department submit data to the Maryland Coordination and Analysis 
Center. 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of readings 
submitted to the Maryland Coordination and Analysis Center. 

In 2022, the Anne Arundel County Police Department conducted 54,542,724 license plate reads 
from both fixed and mobile LPR readers. Barring any technological issues, every reading was 
submitted to the Maryland Coordination and Analysis Center. 

3. The number of automatic license plate reader readings being retained on the automatic 
license plate reader database. 

No license plate readings or data from the calendar year 2022 are being retained in the local 
Anne Arundel County license plate reader database. The Anne Arundel County Police 
Department submits all plate reader readings to the Maryland Coordination and Analysis Center 
and only maintains 24 homs (1  day) of historical readings from its fixed sites, on ita local 
automatic license plate reader server. All LPR readings older than 24 hours (l day) are 
automatically purged from the database. The Anne Anmdel County Police Department has 
"zero" retention of"historical" LPR reading obtained from mobile LPR m1its. 

Nationally Accredited Law Enforcement Agency 



Anne Arundel County Police Department 
849S Veterans Highway MIiiersviiie, Maryland 21108 

(410) 222-8050 
www.aacounty.o1JYDQ1ice 

Amal Awad 
Chief of Police 

4. The number of requests made to the law enforcement agency that maintains an automatic 
license plate reader database for automatic license plate reader data, including specific numbe.rs 
for: 

a. The nmnber of requests that resulted in a release of information. 

Zero. (There were no requests from another agency to access the Anne Arundel County 
database.) 

h. The number of out of state requests. 

Zero. {There were no requests from another agency to access the Anne Arundel County 
database.) 

c. The number of federal requests. 

d. 

Zero. (There were no requests from another agency to access the Aµne Arundel County 
database.) 

The number of out of state requests that resulted in a release of infonnation. 

Zero. {There were no requests from another agency to access the Anne Arundel County 
database.) 

e. The number of federal requests that resulted in a release of information. 

Zero. (There were no requests from another agency to access the Anne Arundel County 
database.) 

5. . Any data breaches or unauthorized uses of the antomatic license plate reader database. 

There were no data breaches or unauthoriz.ed use of the automatic license plate reader 
database. 

6. A list of audits that were completed by the law enforcement agency. 

The Anne Arundel County Police Department conducted 39 queries of historical data stored on 
the automatic license plate reader �atabase/server for calendar year 2022. Of the 39 queries, � 
were for a verifiable law enforcement purpose. 

Nationally Accredited Law Enforcement Agency 

r 



Anne Arundel County Police Department 
8495 Veterans Highway Millersvllle, Maryland 21108 

(410) 222-8050 
www.aacoynty.org/police 

Amo/Awad 
Chief of Police 

The Department of State Police and any law enforcement agency using an automatic license 
plate reader system sha11 adopt procedures relating to the operation and use of the system. The 
procedures shall include: 

1 .  Which personnel in the law enforcement agency are. authoriz.ed to query captured plate 
data gathered by an automatic license plate reader system. 

Anne Arundel County Police Index Code 1834 states: 

'"Historical data maintained on Anne Arundel · County Police computer servers may only be 
accessed by authorized agency personnel and aut/t()rized MCAC members. Only trained 
personnel may access system data on . the Anne Arundel County computer server. Training is 
provided through the Technology SecJion. Access to the system is issued through user name, 
password and access level control as granted by the LP R ..Administrator via the 
Technology Section. Accessibility levels determine if perscnnel can. add tags, conduct 
queries and/or run audit reports. Activity of all users is tracked and logged for audit 
purposes" . . . .  

Currently there are 9 users authorized to query the database. 

2. An audit process to ensure that information obtained through the use of an automatic 
license plate reader system is used only for legitimate law enforcement pmposes, including 
audits of requests made by individual law enforcement agencies or an individual law 
enforcement officer. 

The Anne Arundel CoW1ty Police Department's Staff Inspections Unit' is charged with 
conducting and/or reviewing audits to ensure compliance with rules and regulations pertaining to 
the legitimate use of LPR data. The Anne Arundel County Police Department received the 
model policy from the Maryland Coordination and Analysis Center and bas adopted its 
recommended audit method. 

3. Procedures and safeguards to ensure the.t department staff with access to the automatic 
license plate reader database are adequately screened and train�. 

Users of the Anne Arundel County Police LPR i3ystem are limited and are required to log onto 
the LPR software via issued county credentials. Activity within the system is logged. Access 
and scope of access is regulated by the department's LPR Administrator and is based on job 
position, job duties or assignment Only properly trained individuals are permitted to conduct 
queries on the Anne Arundel County Police license plate reader database. All users (with 
database query abilities) must successfully complete a 4 hour training class. All users have 
under.gone background screening by virtue of their employment with the police department. 

Nationally Accredited Law Enforcement Agency 
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Q_uutton Answer' 

Have procedures been adopted related I to the operation and use of the LPR Yes 
System? (Cite policy number) -· 

Are staff with access to Automatic 
License Plate Reader database 

adequately screen and trained in the I Yes 
proper use of the system and all the l privacy policies related to thereto? 

Does the agency maintain training 
Yes records for each user? _ 

Is the training curriculum maintained? Yes 
Are the training records reviewed for Yes relevance and e�ctiven�? .. 

Does the agency accept law I 
enforcement request for license plate I 

No · captured data collected by and LPR I 

system? 

If historical data is accessed, does the Yes agency have an audit �ii? 

Is the audit trail maintained for at least Yes 3 years? 
Have audit procedures been adopted to 

ensure that information obtained 
through the use of an LPR syst.em is I Yes 

used only for legitimate law 
enforcement oorcoses? 

Anne Arundel County Police ScoR9 of 
Departrr1ent Madft; 

. oaca Lt. Dion Tilgh'l]af.:� - - . .. ::..::_·
v,,
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Sgt. Erin y.�f cam,,!: 

Comments - . 
: Anne Arundel County Police 

I Department- Index Code 1834 
License Plate Read.er (LPRt 

Program 
Only LPR Administrators and 

sworn police offic:era who 
operate a moblla LPR system 

are granted access to the 
local database. All these 
officers are trained In the 
proper 119e and policies 

governing the use of data. 

The Anne Arundel County 
Police Department does not 
accept outside requests. All 
outside agency requests are 

referred to MCAC. 
No historical data Is 
maintained, however 

previously. when It was, 
access required a rea■on to 

be logged within th• software 

used to access the historical 
data. All activity Is logged by 

the LPR software. 

The Staff Inspections Urut of 
tita Anne Arundel County 

Police Department Is .tasked 
with ensuring propar use of 

tile LPR system. 
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Brandon II. Scolt 

Mayor 

February 10, 2022 

BALTIMORE POLICE DEPARTMENT 

lllchNI S. Harrtaon 
� Commtsaioner 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and Legislative 
Policy Committee 

FROM: Major Samuel Hood. LPR Director. Baltimore Po1ice Department 

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
The Honorable David Moon - Vice-Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21◄01 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair 
The Honorable Jeffery 0. Waldstreicher - Vice-Chair 
Miller Senate Office Building, 2 East Wing 
1 1  Bladen Street, Annapolis, MD 21401 • 1991 

Maryland Legislative Polley Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones:- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapofis. MD 21401 

Honorable Chairmen and Chairwoman, 

In accordance with § 2-1246 of the State Government Article, the Maryland Coordination and Analysis Center 
(MCAC) is reporting the foflowing informa�ion regarding captured license Plate Reader (LPR) data for 2019: 

1 .  The total number of automatic license plate reader units being operated In the state by law 
enforcement agencies and submitting data to the center: 

During -the reporting period, n inety-one License Plate Reader Systems reported data to BPD. 
Fifty- five of the LPR systems are mobile units, thirty-two are fixed units and four are portable 
trailers 

. c/o 242 West 29th Street • Baltimore, Maryland 2121 1-2908 • 410-398-2640 



2. The number of automatic license plate reader readings made by a law enforcement agency that 
maintains an automatic license plate reader database and the number of readings submitted to 
the center: 

The Baltimore Police Department captured 171 ,783,691 reads on the Police Department's server. 
The server was operational throughout 2022. The reason for the discrepancy with MCAC is due 
to data transmission loss during an upgrade. 

3. The number of automatic license plate reader readings being retained on the automatic license 
plate reader databa,e: 

As of December 31, 2021 , one hundred fifty- three million, five hundred eighteen thousand, three 
hundred twenty-eight reads were on BPD's server. 

4. The number of requests made to the MCAC: 

The number of searches that were conducted In 2022 was 68,513. 

5. The number of requests that resulted in a release of'information: 

One thousand three hundred fifty - nine reports were exported that contained LPR data. 

6. The n_umber of out of state requests: O 

7. The number of federal requests: o 
8. The number of out of state requests that resulted in a release of Information: O 

9. The ·number of federal requests that resulted In a release of information: o 
10. Any data breaches or unauthorized uses of the automatic license plate reader database: 

No 

11 .  A list of audits that were completed by the center or a law enforcement agency: 

Six hundred eighty- five searches were audited, one percent of 68, 513 records that were 
searched. 



., 12. The Department of State Police and any law enforcement agency using an automatic license 
plate reader system shall adopt procedures relating to the operation and use of the system. The 
procedures shall Include: 

i. Which personnel in the Center or a law enforcement agency are authortzed to query 
captured plate data gathered by an automatic license plate reader system: 

Currently, there are One thousand one hundred twenty- four Ballimore Police Department and 
related agencies employees that are authorized to query the database. 

II. An audit process to ensure that information obtained through the use of an automatic 
license plate reader system is used only for legitimate law en�rcement purposes, including 
audits of requats made by individual law enforcement agencies or an Individual law 
enforcement officer. 

The Maryland Coordination and Analysis Center developed and implemented a Model Audit 
Pol icy in August 2015. The policy was disseminated to all Maryland law enforcement 
agencies on October 1 , 201 5. The audit process is attae-hed. 

ajor Samuel Hood 
LPR Program Director 
Baltimore Police Department 
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Have procedures been adopted related 
to the operation and use of the LPR 

System? (Cite poHcy number) 

Are staff with access to Automatic 
License Plate Reader database 

adequately screen and trained in the 
proper use of the system and all the 
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Does the agency maintain training 

records for each user? 

•� the training curriculum maintained? 

Are the training records reviewed for 
relevance and effectiveness? 
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system? 
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through the use of an LPR system is 
used only for legitimate law 

enforcement. a,u�ses? 
Baltimore Pollce Department 

Elizabeth Hart 

Ma� Samuel Hood Ill 

·I 

. 

Answer 

Yes 

Yes 

Yes 

Yes 

Yes 

. �··-
No 

Yes 

Yes 

Yes 

Scop� of 
�uillt: 
Date 

ComD"ieted: 
. -.,,--� . 'Dati 

Completad: 
: .. -:�-- ... 

ConJmenlS J 
The current pollcy is 
Policy 11015 that was 

I updated in February of 
2019. 

·-
Agency records are 
maintained through sign in 
sheets for trainina 
BPD officers attended 
MCAC'• Train the Trainer 
and now maintain training 
curriculum for both Car 
Systems and Investigator 
traininas. 
Users are reviewed for 
assignment and/ or 
separati�n. Curriculum is 
also reviewed and 
�P.dated 

.,.. 
l 

The audit trall ls kept for 
3 years. Our server came 
on line In 4uaust of 2018. 

', 

·---
685 . 

-
2/8/23 

219/23 



Question # 4  
Question # 5  Results: 

Does the 
Question # 2  Question # 3 

request 
Has the Findings shall 

Audit Question # 1 Is the date Is the 
include the 

request been be listed as: 
Record Agency Case and time of purpose of 

identity of 
validated Accurate, 

# request the request through the Inaccurate; 
documented? documented? 

the agency 
requesters Unable to locate 

requesting 
agency? or Incomplete 

the query? 

I 001 Yes Yes N/A N/A Accurate 

2 002 Yes Yes N/A N/A Accurate 

3 003 Yes Yes I • N/A N/A Accurate 

4 004 Yes Yes N/A N/A Accurate 

5 005 Yes Yes N/A N/A Accurate 

6 006 Yes Yes N/A N/A Accurate 

7 007 Yes Yes N/A N/A Accurate 

8 008 Yes Yes N/A N/A Accurate 

9 009 Yes Yes N/A N/A Accurate 

10 010 Yes · Yes N/A N/A Accurate 

1 1  011 Yes Yes N/A N/A Accurate 

12 012 Yes Yes N/A N/A Accurate 

13  013 Yes Yes N/A N/A Accurate 

14 014 Yes Yes N/A N/A Accurate 

1 5  015 Yes Yes N/A N/A Accurate 

1 6  016 Yes Yes N/A N/A Accurate 

17  017 Yes Yes N/A N/A Accurate 

1 8  018 Yes Yes N/A N/A Accurate 

19  019 Yes Yes N/A N/A Accurate 

20 020 Yes Yes N/A N/A Accurate 

2 1  021 Yes Yes N/A N/A Accurate 

22 022 Yes Yes N/A N/A Accurate 

23 023 Yes Yes N/A N/A Accurate 



24 024 Yes Yes N/A N/A Accurate 

25 025 Yes Yes N/A N/A Accurate 

26 026 Yes Yes N/A N/A Accurate 

27 027 Yes Yes N/A N/A Accurate 

28 028 Yes Yes N/A N/A Accurate 

29 029 Yes Yes N/A N/A Accurate 

30 030 Yes Yes N/A N/A Accurate 

3 1 031 Yes Yes N/A N/A Accurate 

32 032 Yes Yes N/A N/A Accurate 

33 033 Yes Yes N/A N/A Accurate 

34 034 Yes Yes N/A N/A Accurate 

35 035 Yes Yes N/A N/A Accurate 

· 36 036 Yes Yes N/A N/A Accurate 

37 037 Yes · Yes N/A N/A Accurate 

38 038 Yes Yes N/A N/A Accurate 

39 039 Yes Yes N/A N/A Accurate 

40 040 Yes Yes N/A N/A Accurate 

41 041 Yes Yes N/A N/A Accurate 

42 042 Yes Yes N/A N/A Accurate 

43 043 Yes · ves N/A N/A Accurate 

44 044 Yes Yes N/A N/A Accurate 

45 045 Yes Yes N/A N/A Accurate 

46 046 Yes Yes N/A N/A Accurate 

47 047 Yes Yes N/A N/A Accurate 

48 048 Yes Yes N/A N/A Accurate · 

49 049 Yes Yes N/A N/A Accurate 

50 050 Yes Yes N/A N/A Accurate 

5 1  051 Yes Yes N/A N/A Accurate 



.• 

52 052 Yes Yes N/A N/A Accurate 

53 053 Yes Yes N/A N/A Accurate 

54 054 Yes Yes N/A N/A Accurate 

55 055 ·Yes Yes N/A . N/A Accurate 

56 056 Yes Yes N/A N/A Accur:ate 

57 057 Yes Yes N/A N/A Accurate 

58 058 Yes Yes N/A N/A Accurate 

59 059 Yes Yes N/A N/A Accurate 

60 060 Yes Yes N/A N/A Accurate 

61 061 Yes Yes N/A N/A Accurate 

62 .062 Yes Yes N/A N/A Accurate 

63 063 Yes Yes N/A · N/A Accurate 

64 064 Yes Yes N/A N/A Accurate 

65 065 Yes Yes N/A N/A Accurate 

66 066 Yes Yes N/A N/A Accurate 

67 067 Yes Yes N/A N/A Accurate 

68 . 068 Yes Yes N/A N/A Accur�te 

69 069 Yes Yes N/A N/A Accurate 

70 070 Yes Yes N/A N/A Accurate 

7 1  071 Yes Yes N/A N/A Accurate 

72 072 Yes Yes N/A N/A Accurate 

73 073 Yes Yes N/A N/A Accurate 

74 074 Yes Yes N/A N/A Accurate 

75 075 Yes Yes N/A N/A Accurate 

76 076 Yes Yes N/A N/A Accurate 

77 077 Yes Yes N/A N/A Accurate 

78 078 Yes Yes N/A N/A Accurate 



79 079 Yes Yes N/A N/A Accurate 

80 080 Yes Yes N/A N/A Accurate 

8 1  081 Yes Yes N/A N/A Accurate 

82 082 Yes Yes N/A N/A Accurate 

83 083 Yes Yes N/A N/A Accurate 

84 084 Yes Yes N/A N/A Accurate 

85 085 Yes Yes N/A N/A Accurate 

86 086 Yes Yes N/A N/A Accurate 

87 087 Yes Yes N/A N/A Accurate 

88 088 Yes Yes N/A N/A Accurate 

89 089 Yes Yes N/A N/A Accurate 

90 090 Yes Yes N/A N/A . Accurate 

91  091 Yes Yes N/A N/A Accurate 

92 092 Yes Yes N/A N/A Accurate 

93 093 Yes Yes N/A N/A Accurate 

94 094 Yes Yes N/A N/A Accurate 

95 095 Yes Yes N/A N/A Accurate 

96 096 Yes Yes N/A N/A Accurate 

97 097 Yes Yes N/A N/A Accurate 

98 098 Yes Yes N/A N/A Accurate 

99 099 Yes Yes N/A N/A Accurate 

100 100 Yes · ves N/A N/A Accurate 

l01 101 Yes Yes N/A N/A Accurate 

102 102 Yes Yes N/A N/A Accurate 

103 103 Yes Yes N/A N/A Accurate 

104 104 Yes Yes N/A N/A Accurate 

105 105 Yes Yes N/A N/A Accurate 



l06 106 Yes Yes N/A N/A Accurate 

1 07 107 Yes Yes N/A N/A Accurate 

108 108 Yes Yes N/A N/A Accurate 

1 09 109 Yes Yes N/A N/A Accurate 

· 1 10 110 Yes Yes N/A N/A Accurate 

1 1 1 111 Yes Yes N/A N/A Accurate 

1 1 2 112 Yes Yes N/A N/A Accurate 

I 1 3  113 Yes Yes N/A N/A Accurate 

1 14 114 Yes Yes .N/A N/A Accurate 

1 1 5 115 Yes Yes N/A N/A Accurate 

1 1 6 116 Yes Yes N/A N/A Accurate 

1 17 117  Yes Yes N/A N/A Accurate 

1 1 8 118 Yes Yes N/A N/A Accurate 

l l9 119 Yes Yes N/A N/A Accurate 

120 120 Yes Yes N/A N/A Accurate · 

121  121 Yes Yes N/A · N/A Accurate 

1 22 122 Yes Yes - N/A N/A Accurate 

1 23 123 Yes Yes N/A N/A Accurate 

1 24 124 Yes Yes N/A N/A Accurate 

1 25 125 Yes Yes N/A N/A Accurate 

1 26 126 Yes Yes N/A N/A Accurate 

127 127 Yes Yes N/A N/A Accurate 

128 . 128 Yes Yes N/A N/A Accurate 

129 129 Yes Yes N/A N/A Accurate 

1 30 130 Yes ' Yes N/A N/A Accurate 

1 3 1  131 Yes Yes N/A N/A Accurate 

1 32 132 Yes Yes N/A N/A Accurate 



1 33  133 Yes Yes N/A N/A Accuratf! 

1 34 134 Yes Yes N/A N/A Accurate 

135 135 Yes Yes N/A N/A Accurate 

1 36 136 Yes Yes N/A N/A Accurate 

1 37 137 Yes Yes N/A N/A Accurate 

138 138 Yes Yes N/A N/A Accurate 

139 139 Yes Yes N/A N/A Accurate 

140 140 Yes Yes N/A N/A Accurate 

14 1  141 Yes Yes N/A N/A Accurate 

142 142 Yes Yes N/A N/A Accurate 

1 43 143 Yes Yes N/A N/A Accurate 

144 144 Yes Yes N/A N/A Accurate 

145 145 Yes Yes N/A N/A Accurate 

146 146 Yes Yes N/A N/A Accurate 

147 147 Yes Yes N/A N/A Accurate 

148 148 Yes Yes N/A N/A Accurate 

149 149 Yes Yes N/A N/A Accurate 

1 50 150 Yes Yes N/A N/A Accurate 

1 5 1  151 Yes Yes N/A N/A · Accurate 

1 52 152 Yes Yes N/A N/A Accurate 

1 53 153 Yes Yes N/A N/A Accurate 

1 54 154 ' Yes Yes N/A N/A Accurate 

1 55 155 Yes Yes N/A N/A Accurate 

1 56 156 Yes Yes · N/A N/A Accurate 

157 157 Yes Yes N/A N/A Accurate 

1 58 158 Yes Yes N/A N/A Ac«;urate 

1 59 159 Yes Yes N/A N/A Accurate 



160 160 Yes Yes N/A N/A Accurate 

16 1 161 Yes Yes N/A N/A Accurate 

162 162 Yes Yes N/A N/A Accurate 

163 163 Yes Yes N/A N/A Accurate 

164 164 Yes Yes N/A N/A Accurate 

1 65 165 Yes Yes N/A N/A Accurate 

1 66 166 Yes Yes N/A N/A Accurate 

1 67 167 Yes Yes N/A N/A Accurate 

1 68 168 Yes Yes N/A N/A Accurate 

169 169 Yes Yes N/A N/A Accurate 

1 70 170 Yes Yes N/A N/A Accurate 

1 7 1  171 Yes . Yes _ N/A N/A Accurate 

172 172 Yes Yes N/A N/A Accurate 

1 73 173 Yes Yes N/A N/A Accurate 

174 174 Yes Yes N/A N/A Accurate 

1 75 175 Yes Yes N/A N/A Accurate 

1 76 176 Yes Yes N/A N/A Accurate 

1 77 177 Yes Yes N/A N/A Accurate 

178 178 Yes Yes N/A N/A Accurate 

1 79 179 Yes Yes N/A N/A Accurate 

1 80 180 Yes Yes N/A N/A Accurate 

18 1  181 Yes Yes N/A N/A Accurate 

1 82 182 Yes Yes N/A N/A Accurate 

1 83 183 Yes Yes N/A N/A Accurate 

1 84 1�4 Yes Yes N/A N/A Accurate 

1 85 185 Yes Yes N/A N/A Accurate 

1 86 186 Yes Yes N/A N/A Accurate 



1 87 187 Yes Yes NIA NIA Accurate 

1 88 188 Yes Yes N/A N/A Accurate 

1 89 189 Yes Yes N/A N/A Accurate 

1 90 190 Yes Yes N/A NIA Accurate 

1 9 1  191 Yes Yes N/A N/A Accurate 

192 192 Yes Yes NIA N/A Accurate 

193 193 Yes Yes NIA NIA Accurate 

194 194 Yes Yes N/A N/A Accurate 

195 195 Yes Yes N/A NIA Accurate 

196 196 Yes Yes NIA NIA Accurate 

197 197 Yes Yes N/A NIA Accurate 

1 98 198 Yes Yes N/A NIA Accurate 

199 199 Yes Yes NIA NIA Accurate 

200 200 Yes Yes N/A NIA Accurate 

201 201 Yes Yes N/A NIA Accurate 

202 202 Yes Yes NIA N/A Accurate 

203 203 Yes Yes NIA N/A Accurate 

204 204 Yes Yes NIA NIA Accurate 

205 205 Yes Yes N/A NIA Accurate 

206 206 Yes Yes NIA N/A Accurate 

207 207 Yes Yes N/A NIA Accurate 

208 208 Yes Yes N/A NIA Accurate 

209 209 Yes Yes N/A N/A Accurate 

2 10  210 Yes Yes N/A N/A Accurate 

2 1 1 211 Yes Yes N/A NIA Accurate 

2 1 2  212 Yes Yes N/A N/A Accurate 

2 1 3  213 Yes Yes N/A N/A Accurate 



214 214 Yes Yes N/A N/A Accurate 

2 1 5  215 Yes Yes N/A N/A Accurate 

2 16 216 Yes Yes N/A N/A Accurate 

2 1 7  217 Yes Yes N/A N/A Accurate 

2 1 8  218 Yes Yes N/A N/A Aq:urate 

2 19  219 Yes Yes N/A N/A Accurate 

220 220 Yes Ves N/A N/A Accurate 

221 221 Yes Yes N/A N/A Accurate 

222 222 Yes Yes N/A N/A Accurate 

223 223 Yes Yes N/A N/A Accurate 

224 224 Yes Yes N/A N/A Accurate 

225 225 Yes Yes N/A N/A Accurate 

226 226 Yes Yes N/A N/A Accurate 

227 227 Yes Yes N/A N/A Accurate 

228 228 Yes Yes N/A N/A Accurate 

229 229 Yes Yes N/A N/A Accurate 

230 230 Yes Yes N/A N/A Accurate 

23 1 231 Yes Yes N/A N/A Ac;curate 

232 232 Yes Yes N/A N/A Accurate 

233 233 Yes Yes N/A N/A Accurate 

234 234 Yes Yes N/A N/A Accurate 

235 235 Yes Yes N/A N/A Accurate 

236 236 Yes Yes N/A N/A Accurate 

237 237 Yes Yes N/A N/A Accurate 

238 238 Yes Yes - N/A N/A Accurate 

239 239 Yes Yes N/A N/A Accurate 

240 240 Yes Yes N/A N/A Accurate 



241 241 Yes Yes N/A N/A Accurate 

242 242 Yes Yes N/A N/A Accurate 

243 243 Yes Yes N/A N/A Accurate 

244 244 Yes Yes N/A N/A Accurate 

245 245 Yes Yes N/A N/A Accurate 

246 246 Yes Yes N/A N/A Accurate 

247 247 Yes Yes N/A N/A Accurate 

248 248 Yes Yes N/A N/A Accurate 

249 · 249 Yes Yes N/A N/A Accurate 

250 250 Yes Yes . N/A N/A Accurate 

25 1 251 Yes Yes N/A N/A Accurate 

252 252 Yes . Yes N/A N/A Accurate 

253 253 Yes Yes N/A N/A Accu�ate 

254 254 Yes Yes N/A N/A Accurate 

255 255 Yes Yes N/A N/A Accurate 

256 256 Yes Yes N/A N/A Accurate 

257 257 Yes Yes N/A N/A Accurate 

258 258 Yes Yes N/A N/A Accurate 

259 259 Yes Yes N/A N/A Accurate 

260 260 Yes Yes N/A N/A Accurate 

261 261 Yes Yes N/A N/A Accurate 

262 262 Yes Yes N/A N/A Accurate 

263 263 Yes Y�s N/A N/A Accurate 

264 264 Yes Yes N/A N/A Accurate 

265 265 Yes Yes N/A N/A Accurate 

266 266 Yes Yes N/A N/A Accurate 

267 267 Yes Yes N/A N/A Accurate 



268 . 268 Yes Yes N/A N/A Accurate 

269 269 Yes Yes N/A N/A Accurate 

270 270 Yes Yes N/A N/A Accurate 

27 1 271 Yes Yes N/A N/A Accurate 

272 272 Yes Yes N/A N/A Accurate 

273 273 Yes Yes N/A N/A Accurate 

274 274 Yes Yes N/A N/A Accurate 

275 275 Yes Yes N/A N/A Accurate 

276 276 Yes Yes N/A N/A Accurate 

277 277 Yes Yes N/A N/A Accurate 

278 278 Yes Yes N/A N/A Accurate 

279 279 Yes Yes N/A N/A Accurate 

280 280 Yes Yes N/A N/A Accurate 

28 1 281 Yes Yes N/A N/A Accurate 

282 282 Yes Yes N/A , N/A Accurate 

283 283 Yes Yes · N/A N/A Accurate 

284 284 Yes Yes N/A N/A Accurate 

285 285 Yes Yes N/A N/A Accurate 

286 286 Yes Yes N/A N/A Accurate 

287 287 Yes Yes N/A N/A Accurate 

288 288 Yes Yes N/A N/A Accurate 

289 289 Yes Yes N/A N/A Accurate 

290 290 Yes Yes N/A N/A Accurate 

291 291 Yes Yes . N/A N/A Accurate 

292 292 Yes Yes N/A N/A Accurate 

293 293 Yes Yes N/A N/A Accurate 

294 294 Yes Yes N/A N/A Accurate 



295 295 Yes Yes N/A N/A Accurate 

296 296 Yes Yes N/A N/A Accurate 

297 . 297 Yes · Yes N/A N/A Accurate 

298 298 Yes Yes N/A N/A Accurate 

299 299 Yes Yes N/A N/A Accurate 

300 300 Yes Yes N/A N/A Accurate 

301 301 Yes Yes N/A N/A Accurate 

302 302 Yes Yes N/A N/A Accurate 

303 303 Yes Yes . N/A N/A Accurate 

304 304 Yes Yes N/A N/A Accurate 

305 305 Yes Yes N/A N/A Accurate 

306 306 Yes Yes N/A N/A Accurate 

307 307 Yes Yes N/A N/A Accurate 

308 308 Yes Yes N/A N/A Accurate 

309 309 Yes Yes 'N/A N/A Accurate 

3 10 310 Yes Yes N/A N/A Accurate 

3 1 1  311 Yes Yes N/A N/A Accurate 

3 12 31Z Yes Yes N/A N/A Accurate 

3 1 3  313 Yes Yes N/A N/A Accurate 

3 14 314 Yes Yes N/A N/A Accurate 

3 1 5  315 Yes Yes N/A N/A Accurate 

3 1 6  316 Yes Yes N/A N/A Accurate 

3 1 7  317 Yes Yes N/A N/A Accurate 

3 1 8  ·318 Yes Yes N/A N/A Accurate 

3 1 9  319 Yes Yes N/A N/A Accurate 

320 320 Yes Yes N/A N/A Accurate 

32 1 321 Yes Yes N/A N/A Accurate 



322 322 Yes Yes N/A N/A Accurate 

323 323 Yes Yes N/A N/A Accurate 

324 324 Yes Yes N/A N/A Accurate 

325 325 Yes Yes N/A N/A Accurate 

326 326 Yes Yes N/A N/A Accurate 

327 327 Yes Yes N/A N/A Accurate 

328 328 Yes Yes N/A N/A Accurate 

329 329 Yes Yes N/A N/A Accurate 

330 330 Yes Yes N/A N/A Accurate 

33 1 331 Yes Yes N/A N/A Accurate 

332 332 Yes Yes N/A N/A Accurate 

333 333 Yes Yes N/A N/A Accurate 

334 334 Yes Yes N/A N/A Accurate 

335 335 Yes Yes N/A N/A Accurate 

336 336 Yes . Yes N/A N/A Accurate 

337 337 Yes Yes N/A N/A Accurate 

338 338 Yes Yes N/A N/A Accurate 

339 339 Yes Yes NIA N/A Accurate 

340 340 Yes Yes N/A N/A Accurate 

34 1 341 Yes Yes N/A N/A Accurate 

342 342 Yes Yes N/A N/A Accurate 

343 343 Yes Yes N/A N/A Accurate 

344 344 Yes Yes N/A N/A Accurate 

345 345 Yes Yes N/A N/A Accurate 

346 346 Yes Yes N/A N/A Accurate 

347 347 Yes Yes N/A N/A Accurate 

348 348 Yes Yes N/A N/A Accurate 



349 349 Yes Yes NIA N/A Accurate 

350 350 Yes Yes N/A N/A Accurate 

35 1 351 Yes Yes N/A N/A Accurate 

352 352 Yes Yes N/A N/A Accurate 

353 353 Yes Yes N/A N/A Accurate 

354 354 Yes Yes N/A N/A Accurate 

355 355 Yes Yes N/A N/A Accurate 

356 356 Yes Yes N/A N/A Accurate 

357 357 Yes Yes N/A N/A Accurate 

358 358 Yes Yes N/A N/A Accurate 

·359 359 Yes Yes N/A N/A Accurate 

360 360 Yes Yes N/A N/A Accurate 

36 1 361 Yes Yes N/A N/A Accurate 

362 362 Yes Yes N/A N/A Accurate 

363 363 Yes Yes N/A N/A Accurate 

364 364 Yes Yes N/A N/A Accurate 

365 365 Yes Yes N/A N/A Accurate 

366 366 Yes Yes N/A N/A Accurate 

367 367 Yes Yes N/A N/A Accurate 

368 368 Yes Yes N/A N/A Accurate 

369 369 Yes Yes N/A N/A Accurate 

370 370 Yes Yes N/A N/A Accurate 

371 371 Yes Yes N/A N/A Accurate 

372 372 Yes Yes N/A N/A Accurate 

373 373 Yes Yes N/A N/A Accurate 

374 374 Yes Yes N/A N/A Accurate 

375 375 Yes Yes NIA N/A Accurate 



376 376 Yes Yes N/A N/A Accurate 

377 377 Yes Yes N/A N/A Accurate 

378 378 Yes Yes N/A N/A Accurate 

. 379 379 Yes Yes N/A N/A Accurate 

380 380 Yes Yes N/A N/A Accurate 

381 381 Yes Yes N/A N/A Accurate 

382 382 Yes Yes N/A N/A Accurate 

383 383 Yes Yes N/A N/A Accurate 

384 384 Yes Yes N/A N/A Accurate 

385 385 Yes Yes N/A N/A Accurate 

386 386 Yes Yes N/A N/A Accurate 

387 387 Yes Yes N/A N/A Accurate 

388 388 Yes Yes N/A N/A Accurate 

389 389 Yes Yes N/A N/A Accurate 

390 390 Yes Yes N/A N/A Accurate 

391 391 Yes Yes N/A N/A Accurate 

392 392 Yes Yes N/A N/A Accurate 

393 393 Yes . Yes N/A N/A Accurate 

394 394 Yes Yes N/A N/A Accurate 

395 395 Yes Yes N/A N/A Accurate 

396 396 Yes Yes N/A N/A Accurate 

397 397 Yes Yes N/A N/A Accurate 

398 398 Yes Yes N/A N/A Accurate 

399 399 Yes Yes N/A N/A Accurate 

400 400 Yes Yes N/A N/A Accurate 

40 1 401 Yes Yes N/A N/A Accurate 

402 402 Yes Yes N/A N/A Accurate 



403 403 Yes Yes N/A N/A Accurate 

404 404 Yes Yes N/A N/A Accurate 

405 405 Yes Yes N/A N/A Accurate 

406 406 Yes Yes N/A N/A Accurate 

407 407 Yes Yes N/A N/A Accurate 

408 408 Yes Yes N/A N/A Accurate 

409 409 Yes Yes N/A N/A Accurate 

410 410 Yes Yes N/A N/A Accurate 

41 1 411 Yes Yes N/A N/A Accurate 

4 12 412 Yes Yes N/A N/A Accurate 

413 413 Yes Yes N/A N/A Accurate 

4 14 414 Yes Yes N/A N/A Accurate 

415  415 Yes Yes N/A N/A Accurate 

4 16  416 Yes Yes N/A N/A Accurate 

417' 417 Yes Yes N/A N/A Accurate 

4 18  418 Yes Yes N/A N/A Accurate 

419 419 Yes Yes N/A N/A Accurate 

420 420 Yes Yes N/A N/A Accurate 

421 421 Yes Yes N/A N/A Accurate 

422 422 Yes .Yes N/A N/A Accurate 

4i3 423 Yes Yes N/A N/A ( Accurate I 

424 424 Yes Yes N/A N/A Accurate 

425 425 Yes Yes N/A N/A Accurate 

426 426 Yes Yes N/A N/A Accurate 

427 427 Yes Yes N/A N/A Accurate 

428 428 Yes Yes N/A N/A Accurate 

429 429 Yes Yes N/A N/A Accurate 



430 430 Yes Yes N/A N/A Accurate 

43 1 431 Yes Yes N/A N/A Accurate 

432 432 Yes Yes N/A N/A Accurate 

433 433 Yes Yes N/A N/A Accurate 

434 434 Yes Yes N/A · N/A Accurate 

435 435 Yes Yes N/A N/A Accurate 

436 436 Yes Yes N/A N/A Accurate 

437 437 Yes Yes N/A N/A Accurate 

438 438 Yes Yes N/A N/A Accurate 

439 439 Yes Yes N/A N/A Accurate 

440 440 Yes Yes N/A N/A Accurate 

44 1 441 Yes Yes N/A N/A Accurate 

442 442 Yes Yes N/A N/A Accurate 

443 443 Yes Yes N/A N/A Accurate 

444 444 Yes Yes N/A N/A Accurate 

445 445 Yes Yes N/A N/A Accurate 

446 446 Yes Yes N/A N/A Accurate 

447 447 Yes Yes N/A N/A Accurate 

448 448 Yes Yes N/A N/A Accurate 

449 449 Yes Yes N/A N/A Accurate 

450 450 Yes Yes N/A N/A Accurate 

45 1 451 Yes Yes N/A N/A Accurate 

452 452 Yes Yes N/A N/A Accurate 

453 453 Yes Yes N/A N/A Accurate 

454 454 Yes Yes N/A N/A Accurate 

455 455 Yes Yes N/A N/A Accurate 

456 456 Yes Yes N/A N/A Accurate 



. 
457 457 Yes Yes N/A N/A Accurate 

458 458 Yes Yes N/A N/A Accurate 

459 459 Yes Yes N/A N/A Accurate 

460 460 Yes Yes N/A N/A Accurate 

46 1 461 Yes Yes N/A N/A Accurate 

462 462 Yes Yes N/A N/A Accurate 

463 463 Yes Yes N/A N/A Accurate 

464 464 Yes Yes N/A N/A Accurate 

465 465 Yes Yes N/A N/A Accurate 

466 466 Yes Yes N/A N/A Accurate 

467 467 Yes Yes N/A N/A Accurate 

468 468 Yes Yes NIA N/A Accurate 

469 469 Yes Yes N/A N/A Accurate 

470 470 Yes Yes N/A N/A Accurate 

471 471 Yes Yes N/A N/A Accurate 

472 472 Yes Yes NIA N/A Accurate 

473 473 Yes Yes N/A N/A Accurate 

474 474 Yes Yes N/A N/A Accurate 

475 475 Yes Yes N/A N/A Accurate 

476 476 Yes Yes N/A NIA Accurate 

477 477 Yes Yes N/A N/A Accurate 

478 478 Yes Yes N/A N/A Accurate 

479 479 Yes Yes N/A N/A Accurate 

480 480 Yes Yes N/A N/A Accurate 

48 1 481 Yes Yes N/A N/A Accurate 

482 482 Yes Yes N/A N/A Accurate 

'483 483 Yes Yes N/A N/A Accurate 



484 484 Yes Yes N/A N/A Accurate 

485 485 Yes Yes N/A N/A Accurate 

486 486 Yes Yes N/A N/A Accurate 

487 487 Yes Yes N/A N/A Accurate 

488 488 Yes Yes N/A N/A Accurate 

489 489 Yes Yes N/A N/A Accurate 

490 490 Yes Yes N/A N/A Accurate 

491 491 Yes Yes N/A N/A Accurate 

492 492 Yes Yes N/A N/A Accurate 

493 493 Yes Yes N/A N/A Accurate 

494 494 Yes Yes N/A N/A Accurate 

495 495 Yes Yes N/A N/A Accurate 

496 496 Yes Yes N/A N/A Accurate 

497 497 Yes Yes N/A N/A Accurate 

498 498 Yes Yes · N/A N/A Accurate 

499 499 Yes Yes N/A N/A Accurate 

500 500 Yes Yes N/A N/A Accurate 

501 501 Yes Yes N/A N/A Accurate 

502 502 Yes Yes N/A N/A Accurate 

503 503 Yes Yes N/A N/A Accurate 

504 504 Yes Yes N/A N/A Accurate 

505 505 Yes Yes N/A N/A Accurate 

506 506 Yes Yes N/A N/A Accurate 

507 507 Yes Yes N/A N/A Accurate 

508 508 Yes Yes N/A N/A Accurate 

509 509 Yes Yes N/A N/A Accurate 

5 10 510 Yes Yes N/A N/A Accurate 



5 1 1 511 Yes Yes N/A N/A Accurate 

5 12 512 Yes Yes N/A N/A Accurate 

5 13 513 Yes Yes N/A N/A Accurate 

5 14 514 · Yes Yes N/A N/A Accurate 

5 15 515 Yes Yes N/A N/A Accurate 

5 1 6  516 Yes Yes N/A N/A Accurate 

5 1 7  517 Yes Yes N/A N/A Accurate 

5 18  518 Yes Yes N/A N/A Accurate 

5 1 9  519 Yes Yes N/A N/A Accurate 

520 520 Yes Yes N/A N/A Accurate 

521 521 Yes Yes N/A N/A Accurate 

522 522 Yes Yes N/A N/A Accurate 

523 523 Yes Yes N/A N/A Accurate 

524 524 Yes Yes N/A N/A Accurate 

525 525 Yes ' Yes N/A N/A Accurate 

526 526 Yes Yes N/A N/A Accurate 

527 527 Yes Yes N/A N/A · Accurate 

528 528 Yes Yes N/A N/A Accurate 

529 529 Yes Yes N/A N/A Accurate 

530 530 Yes Yes N/A N/A Accurate 

53 1 531 Yes Yes N/A N/A Accurate 

532 532 Yes Yes N/A N/A Accurate 

533 533 Yes Yes N/A N/A Accurate 

534 534 Yes Yes N/A N/A Accurate 

535 535 Yes Yes N/A N/A Accurate 

536 536 Yes Yes N/A N/A Accurate 

537 537 Yes Yes N/A N/A Accurate 



538 538 Yes Yes . N/A N/A Accurate 

539 539 Yes Yes N/A N/A Accurate 

540 540 Yes Yes NiA N/A Accurate 

541 541 Yes Yes N/A N/A Accurate 

542 542 Yes · Yes N/A N/A Accurate 

543 543 Yes Yes N/A N/A Accurate 

544 544 Yes Yes N/A N/A Accurate 

545 545 Yes . Yes N/A N/A Accurate 

546 546 Yes Yes N/A N/A Accurate 

547 547 Yes Yes N/A N/A . Accurate 

548 548 Yes Yes I N/A N/A Accurate 

549 549 Yes Yes N/A N/A Accurate 

550 550 Yes Yes N/A N/A Accurate 

551  551 Yes Yes N/A N/A Accurate 

552 552 Yes Yes N/A N/A Accurate 

553 553 Yes Yes N/A N/A Accurate 

554 554 Yes Yes N/A N/A Accurate 

555 555 Yes Yes N/A N/A Accurate 

556 556 Yes Yes N/A N/A Accurate 

557 557 Yes Yes N/A N/A Accurate 

558 558 Yes Yes N/A N/A Accurate 

559 559 Yes Yes N/A N/A Accurate 

560 560 Yes Yes N/A N/A Accurate 

561 561 Yes Yes N/A N/A Accurate 

562 562 Yes Yes N/A N/A Accurate 

563 563 Yes Yes 'N/A N/A Accurate 

564 564 Yes Yes N/A N/A Accurate 



565 565 Yes Yes N/A N/A Accurate 

566 566 Yes Yes N/A N/A Accurate 

567 567 Yes Yes N/A N/A Accurate 

568 568 Yes Yes N/A N/A Accurate 

569 569 Yes Yes N/A N/A Accurate 

570 570 Yes Yes N/A N/A Accurate 

57L 571 Yes Yes N/A N/A Accurate 

572 572 Yes Yes N/A N/A Accurate 

573 573 Yes Yes N/A N/A Accurate 

574 574 Yes Yes N/A N/A Accurate 

575 575 Yes Yes N/A N/A Accurate 

576 576 Yes Yes N/A N/A Accurate 

577 577 Yes Yes N/A N/A Accurate 

578 578 Yes Yes N/A N/A Accurate 

579 579 Yes Yes N/A N/A Accurate 

580 580 Yes Yes N/A N/A Accurate 

581 581 Yes Yes N/A N/A Accurate 

582 582 Yes Yes N/A N/A Accurate 

583 583 Yes Yes N/A N/A Accurate 

584 584 Yes Yes N/A N/A Accurate 

585 . 585 Yes Yes N/A N/A Accurate 

586 586 Yes ·Yes N/A N/A Accurate 

587 587 Yes Yes N/A N/A Accurate 

588 588 Yes Yes N/A N/A Accurate 

589 589 Yes Yes N/A N/A Accurate 

590 ·590 Yes Yes N/A N/A Accurate 

591 591 Yes Yes N/A N/A Accurate 



592 592 Yes Yes N/A N/A Accurate 

593 593 Yes Yes N/A N/A Accurate 

594 594 Yes Yes N/A .N/A Accurate 

595 595 Yes Yes N/A N/A Accurate 

596 596 Yes Yes N/A N/A Accurate 

597 597 Yes Yes N/A N/A Accurate 

598 598 Yes Yes N/A N/A Accurate 

599. 599 Yes Yes N/A N/A Accurate 

600 600 Yes Yes N/A N/A Accurate 

601 601 Yes Yes N/A N/A Accurate 

602 602 Yes Yes N/A N/A Accurate 

603 603 Yes Yes N/A N/A Accurate 

604 604 Yes Yes N/A N/A Accurate 

605 605 Yes Yes N/A N/A Accurate 

606 606 Yes Yes N/A N/A " Accurate 

607 607 Yes Yes N/A N/A Accurate 

608 608 Yes . Yes N/A N/A Accurate 

609 609 Yes Yes N/A N/A Accurate 

610 610 Yes Yes N/A N/A Accurate 

61 1 611 Yes Yes N/A N/A Accurate 

612 612 Yes Yes N/A N/A Accurate 

613  613 Yes Yes N/A N/A Accurate 

614 614 . Yes Yes N/A N/A Accurate 

615  615 Yes Yes N/A N/A Accurate 

616  616 Yes Yes N/A N/A Accurate 

617 617 Yes Yes N/A N/A Accurate 

6 18  618 Yes Yes N/A N/A Accurate 



6 19  619 Yes Yes N/A N/A Accurate 

620 620 Yes Yes N/A N/A Accurate 

62 1 621 Yes Yes N/A N/A Accurate 

622 622 Yes Yes N/A N/A Accurate 

623 623 Yes Yes N/A N/A Accurate 

624 624 Yes Yes N/A N/A Accurate 

625 625 Yes Yes N/A N/A Accurate 

626 626 Yes Yes N/A N/A Accurate 

627 627 Yes Yes N/A N/A Accurate 

628 628 Yes Yes N/A N/A Accurate 

629 629 Yes Yes N/A N/A Accurate 

630 630 Yes Yes N/A N/A Accurate 

63 1 631 Yes Y�s N/A N/A Accurate 

632 632 Yes Yes N/A N/A Accurate 

633 633 Yes Yes NIA N/A Accurate 

634 634 Yes Yes N/A N/A Accurate 

635 635 Yes Yes N/A N/A Accurate 

636 636 Yes Yes N/A N/A Accurate 

637 637 Yes Yes N/A N/A Accurate . 

638 638 Yes Yes N/A N/A Accurate 

639 639 Yes Yes N/A N/A Accurate 

640 640 Yes Yes N/A N/A Accurate 

64 1 641 Yes Yes N/A N/A Accurate 

642 642 Yes Yes N/A N/A Accurate 

643 643 Yes Yes N/A N/A Accurate 

644 644 Yes Yes N/A N/A Accurate 

645 645 Yes Yes N/A N/A Accurate 



646 646 Yes Yes N/A N/A Accurate 

647 647 Yes Yes N/A N/A Accurate 

648 648 Yes Yes N/A N/A Accurate 

649 649 Yes Yes N/A N/A Accurate 

650 650 Yes Yes N/A N/A Accurate 

65 1 651 Yes Yes N/A N/A Accurate 

652 652 Yes Yes N/A N/A Accurate 

653 653 Yes Yes N/A N/A Accurate 

654 654 Yes Yes N/A N/A Accurate 

655 655 Yes Yes N/A N/A Accurate 

656 656 Yes Yes N/A N/A Accurate 

657 657 Yes Yes N/A N/A Accurate 

658 658 Yes Yes N/A N/A Accurate 

659 659 Yes Yes N/A N/A Accurate 

660 660 Yes Yes N/A N/A Accurate 

66 1 661 Yes Yes N/A N/A Accurate 

662 662 Yes Yes N/A N/A Accurate 

663 663 Yes Yes N/A N/A Accurate 

664 664 Yes Yes N/A N/A Accurate 

665 665 Yes Yes N/A N/A Accurate 

666 666 Yes Yes N/A N/A Accurate 

667 p67 Yes Yes N/A N/A Accurate 

668 668 Yes Yes N/A N/A Accurate 

669 669 Yes Yes N/A N/A Accurate 

670 670 Yes Yes N/A N/A Accurate 

67 1 671 Yes Yes N/A N/A Accurate 

672 672 Yes Yes N/A · ·  N/A Accurate 



673 673 Yes Yes 

674 674 Yes Yes 

675 675 Yes Yes 

676 676 Yes Yes 

677 677 Yes Yes 

678 678 Yes Yes 

679 679 Yes Yes 

680 680 Yes Yes 

681 681 Yes Yes 

682 682 Yes Yes 

683 683 Yes Yes 

684 684 Yes Yes 

685 685 Yes Yes 

Submitting Agency: Baltimore Police Department 

Scope of Audit: 685 

Prepared By: Elizabeth Hart 

Date Prepared : 2/8/23 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

N/A N/A Accurate 

Reviewing Agency: Baltimore Police Department 

Revi�ed By: � Hood, I l l 

Date Re�2/-,,& ( 

Signature Q ' \ �  •1,.1: r") ")f � ...__ 
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February 1 0, 2023 
/ 

TO: House Judiciary Committee, S
z

nate J d� Proceedings Committee and Legislative 
Policy Committee · So t,... 

FROM: Sheriff Troy D. Berry, Charle ounty\isheriffs Office 

SUBJECT: License Plate Reader R) Program required information per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: 
The Honorable Luke H. -Clippinger - Chair 
The Honorable David Moon - Vice-Chair 
House Office Building, Room 10 1  
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair 
The Honorable Jeffery D. Waldstreicher - Vice-Chair 
M iller Senate Office Building, 2 East Wing 
1 1  Bladen Street, Annapolis, MD 21401 - 1 991 

Maryland Legislative- Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen and Chairwoman, 

In accordance with § 2-1 246 of the State Government Article, the Maryland Coordination and Analysis 
Center (MCAC) is reporting the following information regarding captured License Plate Reader (LPR) 
data for 201 9: 

1 .  The total number of automatic license plate reader units being operated in the state by 
law enforcement agencies and submitting data to the center: Currently there are 26 LPR 
units operated in Charles County. 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of 
readings submitted to the center: 3,091,775 

1 



3. The number of automatic license plate reader readings being retained on the automatic 
license plate reader database: 3,352,816 

4. The number of requests made to the Agency: 396 

5. The number of requests that resulted in a release of information: 255 

6. The number of out of state requests: 0 

7. The number of federal requests: 0 

8. The number of out of state requests that resulted in a release of information: O 

9. The number of federal requests that resulted in a release of information: 0 

10. Any data breaches or unauthorized uses of the automatic license plate reader database: 
No 

11. A list of audits that were completed by the center or a law enforcement agency: 50 

12. The Department of State Police and any law enforcement agency using an automatic 
license plate reader system shall adopt procedures relating to the operation and use of 
the system. The procedures shall include: 

i. Which personnel in the Center or a law enforcement agency are authorized to query 
captured plate data gathered by an automatic license plate reader system: 34 Charles 
County Sheriff's Office employees are authorized to query the database. 

ii. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used only for legitimate law enforcement 
purposes, including audits of requests made by individual law enforcement agencies 
or an individual law enforcement officer: 

a. Review of the Charles County Shel'iff's Office Policy #3-240 -
b. Power Point Presentation explanation of using the in car software and EOC system 
c. Review ofELSAG EOC user guide 
d. Pass NCIC criminal background check 

2 



Goal Question Answer Comments Yes or No 

Have procedures been adopted related Policy # 3-240 
1 to the operation and use of the LPR Yes Charles County Sheriff's 

System? (Cite policy number) Office AOM 

Are staff with access to Automatic 
License Plate Reader database Yes 

2 adequately screen and trained in  the 
proper use of the system and all the 

olicies related to thereto? 

3 Does the agency maintain training 
Yes records for each user? 

4 Is the training curriculum maintained? Yes 

5 Are the training records reviewed for Yes relevance and effectiveness? 

Does the agency accept law 
6 enforcement request for license plate 

captured data collected by and LPR Yes 
system? 

7 If historical data is accessed, does the Yes agency have an audit trail? 

8 Is the audit trail maintained for at least 
3 years? Yes 

Have a�dit procedures been adopted to 
ensure that information obtained 

9 through the use of an LPR system is Yes 
used only for legitimate law 

enforcement ur oses? 
January 2022 thru 

Charles County Sheriff's Office December 2022. 
50 ueries 

id J. Hanna, Information 
Division 
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Results: Findings 
shall be listed as: 

Question # 4 Docs the Question # 5 Has the Accurate, 
Question # 2 Is the date Question # 3 Is the request include the request been validated Inaccurate, Unable 

Audit Record Question # 1 Agency Case and time of request purpose of the request identity of the agency through the requesters to locate or 
Number # documented? documented? requesting the query? agency? Incomplete 

1 2200142 Yes Yes Yes Yes Unable to Locate 

2 2007443 Yes Yes Yes Yes Accurate 

3 2200095 Yes Yes Yes Yes Accurate 

4 2200597 Yes Yes Yes Yes Accurate 

5 S220100289 Yes Yes Yes Yes Unable to Locate 

6 2200820 Yes Yes Yes Yes Unable to Locate 

7 2103380 Yes Yes Yes Yes Accurate 

8 2200395 Yes Yes Yes Yes Accurate 

9 2200820 Yes Yes Yes Yes Accurate 

10 2201613 Yes Yes Yes Yes Accurate 

1 1  2200213 Yes Yes Yes Yes Accurate 

12 2200004 Yes Yes Yes Yes Accurate 

13 2200652 Yes Yes Yes Yes Accurate 

14 2200004 Yes Yes Yes Yes· Accurate 

15 2108138 Yes Yes Yes Yes Unable to Locate 

16 2200831 Yes Yes Yes Yes Accurate 

17  2201919 Yes Yes Yes Yes Accurate 

18 2201828 Yes Yes Yes Yes Accurate 

19 2201871 Yes Yes Yes Yes Unable to Locate 

20 2200711 Yes Yes Yes Yes Unable to Locate 

21 2200095 Yes Yes Yes Yes Accurate 

22 2200597 Yes Yes Yes Yes Accurate 

23 2007443 Yes Yes Yes Yes Accurate 

24 2105929 Yes Yes Yes .Yes Accurate 

25 2200095 Yes Yes Yes Yes Accurate 

26 2202151 Yes Yes Yes Yes Accurate 



27 2201871 Yes Yes Yes Yes Accurate 

28 2107445 Yes Yes Yes Yes Accurate 

29 2202151 Yes Yes Yes Yes Accurate 

30 2202268 Yes Yes Yes Yes Accurate 

3 1  2202756 Yes Yes Yes Yes Accurate 

32 2202665 Yes Yes Yes Yes Accurate 

33 2203140 Yes Yes Yes Yes Unable to Locate 

34 2203157 Yes Yes Yes Yes Accurate 

35 2203250 Yes Yes Yes Yes Unable to Locate 

36 S222810523 Yes Yes Yes Yes Accurate 

37 2203755 Yes Yes Yes Yes Accurate 

38 2203707 Yes Yes Yes Yes Accurate 

39 2203638 Yes Yes Yes Yes Accurate 

40 2204399 Yes Yes Yes Yes Accurate 

41 2104081 Yes Yes Yes Yes Accurate 

42 2107697 Yes Yes Yes Yes Unable to Locate . 

43 2204593 Yes Yes Yes Yes Accurate 

44 2007443 Yes Yes Yes Yes Accurate 

45 2204579 Yes Yes Yes Yes Accurate 

46 2204211 Yes Yes Yes Yes Accurate 

47 2206032 Yes Yes Yes Yes Accurate 

48 2206987 Yes Yes Yes Yes Accurate 

49 S222940478 Yes Yes Yes Yes Accurate 

50 2203334 Yes Yes Yes Yes Accurate 

Submitting Agency: Charles County Sheriffs Office Reviewing Agency: Charles County Sheriff's Office 

Scope of Audit Janunary 2022 thru _December 2022 Reviewed By: PFC Steve Hawkins 408 

Prepared By: Director David J. Hanna, IT'D Date Reviewed: 2/14/2023 

Date Prepared: 2/14/2023 Signature Steve Hawkins 408 



February 1 ,  2023 

TO: Hpqse Jl.JQiciary Committee, ,Senc1te Juc:lici.:1I Proceedings Committee and Legi$Iative 
Policy Committee 

· · 

FROM: David Enftsl, Director, Maryl�ild Cbotdihatioh and Analysis. Center 

SUBJECT; License PI�t� Reao�er (L,PR) Program ret1uired informatiori,per PUblic Safety 
Artic;!E;} § 3- 5.0� 

Maryland f.-19µse Juclici�ry C-o_mmJtt�e: 
The Honora.ble 1-.Uke H Cli_'ppin{t� - Chair 
The Honorable Davtd Moeh -c, Vice-Cha'ii" 
Hpus� Offi_ce :sLtHging, Room 1 Q1 
6 Bladen stre.et, Anna·polis,. MD 21401 

Ma,yla'nd Senate Judici,d p·rpcee�Hi)gs Cotnmitt.ee� 
Tlie Honorable Will iam C. Smith - Cha.if 
Th� Honpr·a�ie Jeffery P, Walcj.strefcher - Vice-Ch�ir 
Miller Senate Offlc.e Building, 2 East Wihl!J 
1 1  B�!;l_en ·stre�t-, Annapolts, MD 21401 : 1 Q91 

Mary.Janel Leg,i�l�tive Policy Committee: 
Tt,:e Hpnpfpble !3l!I Fe,rgt,.ts_on- Qo-Gharr 
The Honorable Adrienne A. Jones� Co..:Cnair 
c/o Demartm�nt qf !Agislative gervices 
Legisiativ$ $er.vices Building, Room 200B, 90 Stat$ Circle, Annapolis, MD 21401 

HonorftplE;r Ohairrn�n fJ;nd Chairwoman, 

lfl ,aocorcta.nce with § 2-124$ ofth� State Gov�tnme.nt Artiqie, the Mc!ry!c;1nd Coordj1_1atlon and Ana·1ysis 
'Center (MQ�C) is reporting the following iiifoiri'nation re,g_arding captured Ucehse Plate- Reader (LPR) 
tfal�• fot 2p,1 9� 

1 .  Tb� fQtsi rw.1r1�er of a�to111atic lic��s� P.J�Je r��der. l.JO.it§ .be�ng ·oper�_tect hJ the state �Y 
law enforcement PJtencies arid s!,.11::hnittir'l!;J claJ,a to ·ftle c�rit�t 3 

2; ni� n.µmber of aOt()m�ti� !iceose plate reader reac;Jings ma�e b¥ � r�w ertfor�eme.ot_ 
agericy that mairitaitis ari au'tomatic, liceJise plale teader ctatabas_e and the nu.mber. of 
re,agJ.ng� s uJ;miitteg to the center: 1 0,.3�8 

3, The J110:nber of ;il,itoma:ti� li<;;en�e pl�te reader re��fing� being .ret�Jti�d on, tbe iU.tom�tfo 
·n:cerrse plate reader database:. 1 o,.358 

4. The nurnb¢r of reque$ts made. to the MCA¢: o 

�- The nmnb�t �f r�q_uests that res1dted in: •� r�le�l:;e 9f l.QfQC.Jt'l.�tlc;m; NIA 

6. Th� mon her of out of st�tE! :.r�qu��ts: Q 
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7. The humber of feq�tal requ�$ts: o 

Et The num�er of otit of st�t� n�qllests th�t resu_Jte.d in a release of information: O 

9.. The num'.b�r of feqf:tral requests that resulted in a release of informatit>n: O· 

1 o. Any data breaches •or unauthorized uses bf the automatic Utense plate read.er databas¢: 
No 

1 1  .. A Ji�t of audits that wer� �9mpleted by the center or a la.W ·enforceinent agency: Audit 
was not ai>p.Uca.bl�. No in-quities i1.:1to the system were mad�. 

12. Th� Deparlme1J:� of $tate Polic� agcl �r!Y law enfpr��men.t �gency using arr automatic 
license plate reader system s hall adopt pro.cedures r.elciti:Og to the operation a_nd yse. of 
t�� �ypt�n.,.! ihe procec:f1;1res sh�II iriclude: .. 

i. Wh_ ich personnel iri the Center or a law enforcement age:ncy are atitho.fized tq qtJ¢ty 
�aptured plat� gata gs1thered by aa �utQQ1aflc license p_l_�te reader sys�em:. � 

H. ·Ao a�dlt pro,ce.ss  .to �msure 'tlJ�t information obtained through 'the use of- an 
automatic lice_n_s� pi�te teager �ystep; is 1,1sett orily fgr le_gitirn�t� !�Vl ·�n.fQrff}mel'!t 
purposes, including audits bf re.quests tnacJe by individual law enforcement a.gencies 
·c;>r �n individual Jaw e11forcement otfi��r; Trajn.ing, Poli_cies; and Procedures are 
pending. 

Tr�vqr HQjJar ?.:i' ..l./,;;9-- r?�_1JJ 
�ergeant PaJrol Op�ta:'tiirJs 
Fre�erjck County Sheriff'.s Office 



Goal 

1 

2 

3 

4 

5 

6 

7 

8 

9 

Question 

Have procedutes be�n ado'ptec:t related 
to the. o_pef.ation and Ose of the LPR 

System? (Cite policy number) 

Are staff with access to Automatic 
License. Plate. Reader database 

adequately stteen ahd traified in the 
prop�r use of the sys��m and all the 

riVac · olictes relate!'.! to theret<;>? 
Does tlte �ge�cy maintain training 

tecbtps for .ec1ch user? 

Js the training curricufum maintained? 

Are the training records reviewed for 
. relevance and eff�(:�iveoe�s� 

Does the agency acc·ep.t law 
enforc�ment req·u.e�t for· l i�ense plp\e 
captured· data t.ollecteti by and LPR 

�yst�m? 

If h istor.ical data is accessed, does the 
. agency. have an· a,ggit tr�il? 

Is the audiUrail maintained .fot at lea·�t 
'3 . ears? 

Have audit pro.c�idures be.eh ··adopte.d to 
�nsµ.r� tf1•ijttnf9rrn.c;1f!o,n obtained 

through tt1� q�e·of an LPR. sy��elil .i§ 
o·secf only for legitimate law 

Eintorcement ur oses1 

Frederick County Sheriff's Office 

Sgt. Trevor Hajj�r - 1 .. 
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Answer 
Y:es or No 

NQ 

Yes 

No 

No 

No 

NA 

Yes 

Yes 

0 

Gomments 

Peh�ing 

Pending 

Pending 

Pending 

Pending 

Policies and procedures 
a.re pending approval. 

J?oH.cies and Ptoc�chuE!s· 
are . . .. . . . roval. 

P-olicies and procedures 
are peodin� approval, 

02/02/23 



Question # 4 Does the Results: Findings shall 
request include the identity Question # 5 Has the request be listed as: Accurate, 

Audit Record Question # 2 Is the date and Question # 3 Is the purpose of the agency requesting the been validated through the Inaccurate, Unable to 
Number Question # 1 Al!c:ocy Case # time of request documented? of the request documented? query? requesters al!encv? locate or Incomplete 

NA NA NA NA NA NA NA 



February 11, 2023 

. r 

TQ: H9u�e Jul;'lic{ary Comrnitt�e. Senate JudicJal Proc:eeciings Committee and Legislative 
Policy Comrriitt�� 

FROM: Steven Lucas, Sergeant, Hagerstown Police Department 

$.UB�ECT: License Plat� Reader (LPR) Program required information per Puplip Safety 
Article § 3� 509 

M.aryland House J1.,1dh:i�_ry Committee: 
Tlie Honorable Luke H. Clippinger - Chair 
The Honorable David Moon � Vice,.Chair 
Hg1,1s� Office BpJlding, Rgom 1 0·1 
6 Bl�dem $tr�et, Ann�pblis, MD 21401 

Maryland Senate Judicial Proceedings Committee� 
The Honoraole William C·. Smitt, - Chair 
T�� f-lonor�bl� Jeffery D .. Wal�Streich.er - Vic�-Ghair 
Millet Ser\ate Office BuildJng, 2 E.asr Wing 
1 1  Bladen Street1 Annapolis, MO 21401 .,_ �991 

M�i:Ylan� l,,eglsla�ive _Pplf py Coi:nmitt��: 
The Honorab'le Bill Fergus.on- Co-Chai_r 
The·Honorable Adrienn� A. Jones- Co-Chair 
c/o Department of Legislative Services 
Leglsl�tjv� Servio�s s·_uilding, Roon.r 2008, 90 State Circ.le, Annapolis, MD 21401 

Honorable Chairmen and Chairwoman, 

In ac.c;orc;!i;inCEJ with § 2-1,246 of the State Gov�rrmi_ent ArtiGle, the Hqgerstown Po.iic;:e Depqrt.ment is 
reporting the following Information re.garding capfured License Plate: Reader {LP�) data for 2021 : 

1. 1:he. fo.t�I 11U!µ.b.�r of autom�tic;: ll�ense pl�t�. reade_r ui:-i!�s being operate� "In the city of 
H.agerstown py li.iw enfo_rcemer)t ager,cies a.nd submitt!og data tQ the c�pte_r: 2 license 
plate readers (one mobile, one flxeq) 

�; The number of automa_tic license plcilt_e reader rea�ings ma�e by a law enforcement' 
aget)cy th�t maintain� �n a.utom�tic license plate r�der ct'a��ctse iind the· number pf 
readings subm.ltted to tJle center-: 1 ,648,841 

3. :ri,e number r>f aµtomatlc lic�ns� p_l�t� rea,d�r r�adiogs b�lng reJained <m �.he automatic 
license plat-e reader database: t,670,948 

4. T'1e number of requ�sts made to the Hagerstown Police Department:· 40 lhtetnal querles 

5, The ilQmbe'r of requests that resillted in a reJe;iS� of informatj()n: o 

6. The number of out of state requests: 0 

l 



7. The n.umber of federal requests: 0 

8. The number of out of state requests that rest1lted jn a release of information: 0 

9. The number of federal requests that resulted in a relea�e of information: O 

1 O. Any data breac;:hes Qr u.nauthorized uses of the automatic license plat& reader database: 
No 

1 1. A list of alidits th�t were completed by the center Qr a _law enforcement agency� 49 
12. The Deparfnie,rit pf Stat� Polic·e and a11y �aw enforc�m�nt agency using an automatic 

iicense plate reader system sh'all a�opt proce:c;turei;; relating to the operation and use of 
the sys��QJ. r'�-� pro(?edures shall Include: 

· · · 

i. Wlifoh persoilne·1 in the Center .ot a law enforcement agency are authorized to query 
capJ1.:1re� plate data gatliered by an a�tornaUc lf�ense plat.e rea.�er �ystem: Three (3) 
sworn law �nfqrcem�llt p�rsorinel and one Criminal Intelligence Analyst are 
authori�ed t9 query the local server database 

i i. An audit process to ensure that in.formation Q�tained thrqugh the use of an 
autom�fic licen�e plate reader system is used only fol' J�gitimate law eoforc;ement 
purpqsef?, inclu_dJng !1��.its of r�quests made by lndJvidua_i law enforcement agencies 
or an  individ'uaJ law enforce��nt c;>fficer; The Hagerstown Police Department policy 
models and follows closely Ule policy disseminated by the Maryland Coordination and 
Analysis Center. 

1 . H�gerstown Pol!ce Department rules and regulations chapter 40 
standard ope_r_ating procedure� 

$tev�n �ucas 
Sergeant 
H�gerstown Police Pepartment 



Goal 

1 

,2 

3 

4 

5 

6 

7 

8 

g 

Question 

Have procedures been adopted related 
to th� qperation and use of the LPR 

System? (Cite PQ!icy numb'er) 

Are staff with access to Autotnati� 
License Plate Reader database 

ijd�q1,1ate.ly s�reel) a(!d �rained in the 
PfQpe.r l,JSe _of the �y�tem �nd �u the 
· · rivac policies relate.d to thereto·? 
Does the agency maintain training 

record1:; ·for each user? 

Is the training curriculum maintaineg? 

Are the trniniog re�ords rev.iew�d for 
relevance and effectiveness? 

- Does the agency accept law 
enf<>rcemerit reqlJest fc;,r license plate 
captµred data collecte� bY ctncl LPR 

system? 

If historiC"�I data ls ac�esst�d, does the 
a9ency have an c:JUdiJ tr�i.1? 

Is the audit tra.il m·amt.ained· for at least 
3 ears? · 

Have ai;Jtjit procecl.ures been �dppted to 
ensure th.at infqriJlatjon 9bta,i_n·ed 

through the ·use. of an LP.R system is 
U!�ed only for legitimate law 

enfQrcement ur oses1 _ 

Hager�town Pc;,l_ice Departr:n,mt 

3 

Answer 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Comments 

Hager�tQwn Police !tutes 
and Regulat.ions ch 40 

(3 tqtal years of historical 
data ba$ed on server 

February 17, 2023 

February 17, 2023 



Rtmlts: Flodlag1 
�ll li• llll•d�: 

Quutlon II◄ Dou IM Q■o1lloa #S Has Ibo Accaeale, 
QucstkJn•Jl Is lhitdiilo Q.uestloii #.J li the . r,qu .. t laclude iht .r,1pr;,.,.li,oii vaua11;;il. • liiit"ctirace, Uri1ble 

Au.dll.R«ord Qi\•)lioa. # l .Ag•n.t)' (;Ii!• ' _mul tim•.-iif n!ql!eJ.1 p�••• ·ort)e roqu .. 1 ldorittlJ' �rtbe �i:.m•r "tbr�u:i:h lherequ�l'ltts t9 l_o;cate �r 
,Nu.mber # doca.mtnttd1 documooltd? nquulin.1 ibe query? .a1ency.? . _ fncompltl• 

ws ytS Vos yes yes acafrat._ 

l vos v•s yes .; .. yes a«ur3te 

J yes - _ _  y .. _ __ yes yes _ _  :yes accust�_ 

--.. ·- -- --� ···-- . ·-----4 - ---- . ----· vs - Y'-' v,'s yi,j v•• ·.accU'riUe. 

, s .yes yes v•s yes ,Y,,S atCUJ'i1tl! 

6 yes Y•• v•s , ... _yes accur..1te 

.7 ve5 v•s v•s ., ... ·yes 7t1CCifr.ile'. 

8 .... ves vu Vf!!s .yes accurate 

9 -Yl!!S Y'-' yes yes yes accurate 

lO ,_, ... yes vu y�s yes a·ccurate 

J I  :y;;, yes ves yes yes a«urate. 

12 .yes yes ,yes yes yes :accur.ite 

.. 13 ,yes "yu "yts yes · v•• ':iica.i"rale 

H ye., ves y6 yes Y05 ·accurate 
IS ,yes v•s yes yes ••s ,accurate 

16 .yes yes yes yes v« ·,:cturate: 

17 -veS Yes ves yeS v•• accu�te 
18 ,yes VOS ve, ·"-' .. ves iiCCUJ'ilte' 

19 yes ., .. v« ,..,. ye$: ·acc:u:rate 

,2a yes ves yes y·es yes ·accuriite 

21 yes yes ves yes yes acc·u'ttlte-

22 ye.s yes yes y,s ve,;- ·_;;1cqJ:ra_tc 

23 yi!s yl!s yes .ves Y'-" · aCClirite 

ll.4 ves v•• yes yes yes ·SCCUi�te 

25 'Y."5 VOS Y.OS yes yes :-accurate 

'26 :yr{s ,,; .. vi• yes ,yes 'iicl:i.i"riiti!i 



27 ves ves yts yes vis accurate. 
28 ves VOS yg.' v,,s yes acairate.: 

29 yes yes y,s yes yes accurate 

30 - yes. yes - ye, yes yes- acturate 
31  y .. ye, yes yes ves .1,ccui'ate; 

32 yes yes yes yes yes accurate. 

33 .v,,.- yes yes· .. yes yes accurate 

34 y;,s Yes- v,,s yes· ve•· ai:.ciJr.te 
JS vu yes yes ye, ves accutale 

36 v,,s - """ yes ves· yes -aa::Ui'ate 

37 ·yes. Y•s yes �es Ves accu·r.at�-
JB Yes, yes ves ves Y•� accurate 

39 yes ves .yes ves ves accuiate· 
40 vts ves vs y'es vos. atcu,ate: 

submlttrrie Ai•ncv: 1Ja2erstown Potrce 

Scope or Audit ◄D 1,11,.;fiei (total of 411 'rri 2illll 

Prepared By: S21 Stenn i.uoas, Del Nick Vorne_r 2/17/2023 

bate Prepared: stariature 



Jeffrey R. Gabler 

February 1 1 ,  2023 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee, & l,.egislative 
Policy Committee 

FROM: Jeffrey R. Gahler, Sheriff, Harford County Sheriffs Office 

SUBJECT: License Pl�te Reader (LPR} Program required information per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
The Honorable David Moon - Vice-Chair 
House Office Building, Room 1 01 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee:  
The Honorable William C.  Smith , Jr. - Chair 
The Honorable Jeffrey D. Waldstreicher - Vice-Chair 
Miller Senate Office Building, 2 East Wing 
1 1  Bladen Street, Annapolis, MD 21401 - 1 991  

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building ,  Room 2008, 90 State Circle, Annapolis, MD 21401 

Honorable Chairman and Chairv11oman ,  

I n  accordance with § 2-1 246 of the State Government Article, the Harford County Sheriff's Office 
(HCSO) is reporting the following information regarding captured License Plate Reader (LPR) data 
for 2022: 

www.harfordsheriff.org 

410-838-6600 
. - . 

45 S. Main Street, P.O. Box 150, Bel Air, MD 21014 



1 .  The total number of automatic license plate reader units being operated by the HCSO 
and the number of units submitting data: 
In 2022, the HCSO maintained seventeen ( 1 8) automatic license plate reader units (Mobile and 
Fixed sites). 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of 
readings submitted to the center: . 
In 2022, the HCSO had 2,754,645 readings. HCSO began electronically sending it's reads to 
MCAC in August of 201 9  and has had a total of 1 5,925,61 2 readings since then. HCSO will 
continue to mai�tain this partnership with Maryland Coordination and Analysis Center (MCAC). 

3. T he number of automatic license plate reader readings being retained on the automatic 
license plate reader server: 
In 2022, the HCSO had 2,754,645 readings. HCSO maintains tag read data for a period of 1 80 
days. After 1 80 days, it is purged from the server. 

4. The number of requests made to the center and each law enforcement agency that 
maintains an automatic license plate reader d�tabase for automatic l icense plate reader 
data, including specific numbers for: 
There were 578 queries of the HCSO LPR reads in 2022. This LPR data is accessible to 
deputies and detectives of the HCSO upon mquest through one ( 1 )  of the four ( 4) LPR system 
administrators, who are trained in the use of tlhe LPR camera systems and the EOC (Enterprise 
Operations Center}, which is the camera system/LPR data interface program. Deputies who 
wish to operate one of the LPR vehicles receive a four-hour block of instruction. Deputies who 
wish to have access to remotely monitor the LPR sites for hotllst alerts or to submit a request 
for HCSO LPR historical data for investigative purposes, receive a one-hour block of instruction 
on the policies governing the access, use and dissemination of LPR data and in the EOC, so 
that they may use the information quickly to solve crimes. 

5. The number of in state requests: 
Jhe HCSO had five (4) requests for LPR data from another Maryland law enforcement agency. 

6. The number of out of state requests: 
The HCSO had ore (1 ) request from out of state for LPR data� 

7. The number of federal requests: 
The HCSO had no requests from federal agencies for LPR data, 

8. The number of out of state requests that resulted in a release of information: 
There were no out (?f state requested that resulted in a release of information. 

9. The number of .federal requests that resulted in a release of information: 
There were no requests from federal agencies. 

1 0. Any data breaches or unauthorized uses of the automatic license plate reader database: 
There were no .data breaches or unauthorized uses of the automatic LPR database. 

COURAGE HONOR INfEGRI1Y 



1 1 .  A list of audits that were completed by the center or a law enforcement agency: 
The HCSO LPR auditor conducted an annual audit of LPR queries. There were 578 queries 
during the year 2022. 50  random queries were selected and an audit was conducted, resulting 
in a 100% rate of compliance. 

When queries of LPR data are requested, officers ·and detectives are required to provide a 
police agency case number and the r:eason for the request before they can proceed. The LPR 
auditor selects queries at random and checks the case number and reason for the search 
against the agency's records management database to confirm the case number exists and is 
for a legitimate law_ enforcement purpose. 

· 1 2. The Department of State Police and any law enforcement agency using an automatic 
license plate reader system shall adopt procedures relating to the operation and use of 
the system. The procedures shall include: 

i. Which personnel in the Center or a law enforcement agency are authorized to query 
captured plate data gathered by an automatic license plate reader system: 
Four HCSO deputies are authorized to query the database, who are LPR Administrators. 

ii. An audit process to ensure that information obtained through the use o·f an automatic 
license plate reader system is used only for legitimate law enforcement purposes, 
including audits of requests made by individual law enforcement agencies or an 
,individual law enforcement officer: 
The HCSO follows MCAC's audit process, which is explained in their Model Audit Policy. 

iii. Procedures and safeguards to ensure that Center staff with access to the automatic 
license plate reader database are adequately screened and trained. 
The HCSO procedures and safeguards consist of the following training and standards: 

a. HCSO License Plate Reader Policy. 
b. 4 hour License Plate Reader Operator practicum training �pproved through the Maryland Police 

Training and Standards Commission for those with vehicle mounted license plate readers. 
c. 1 hour License Plate Reader Dispatcher practicum training for those who remotely monitor 

license plate reader hotlist alarms. 
d. All HCSO personnel who have access are sworn law enforcement personnel. 

COURAGE HONOR INTEGRITY 
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G.oal 

·-- -
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. . 

5 
-

6 
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8 
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. - . 
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-�')� 

.. -

·-
�!II �ftif, . -" f :v;.: 

Re1 lWNeii· , 
' . �• ' .f; !,.,• . --

Que�tion 

Have procedures been adopted related 
to the operation and use of the LPR 

System? (Cite policy number) 
. , . -

Are staff with access to "Automatic 
License Plate Reader database 

adequately screened and trained In the 
proper use of the system and all the 
privacy policies related to thereto? - .. ., _, 

Does the agency maintain training 
records for each user? 

Is the tralnin5:! curriculum maintained? 

. . ,. -~--
.. -·· - -
Are the training records reviewed for 

relevance and effecti'!'eness? - -
Does the agency accept law 

enforcement requests for license plate 
captured data collected by an LPR 

system? 

If historical data is accessed, does the 
agency have an audit trail? 

Is the audit trail maintaii,ed for at least 
3 vears?. . 

Have audit procedures been adopted to 
ensure that information obtained 

through the use of an LPR sys.tern is 

- .. 

-

used only for legitimate law 
enforcement purP0.ses1 

' 

Harford County Sheriff's Office 
. .  -... 

Lt. Scott Blankenship #692 -

Capt. Robert Royster #423 

. . . 

Answa.-

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 
-

Yes 

Yes 
. .  

Yes 

- --

Ii 

· - · 

- -

-

-
Comments-

HCSO Policy OPS 0914 

Clearances/ Employment 
Screening and Onboarding 

Process 

Maintained by the LPR 
Administrators -

MPCTC Certified LPR 
Operator & LPR User training 

-
Yearly and following training 

. 

-

. . 

. . -

- .. -

-

- . 

�--qf 
·u l(>'L. 

50 records from 2022 requests 

l>atei 
;:.�&fed;.. 

-� �OlJ!gj�cl. 

02/2/23 
. 

02/2/23 

._ .. -

COURAGE HONOR INfEGR11Y 



•• Ha rford -County Sheriff' s -Off•ice .• , 
�. 

. ' . 
I Question # !  Questions # i Question # 3  Question # 4  Question # 5 Results: i 

i j 

i 

h Agency Is the date Flndlnp ■hall be listed II the purpose Dou Ille req11at IDclade Hu the reque1t been I Case # and time of · tbe lchntlty of thl 111: AC!Can.te, 

Reported / request of the request apnoy reque1llq the validated through the In1ceur1te, Unable to 

Recorded documented?
1 

documented? 1111117? ! reqnater1 agency? locate or Incomplete 
Record Audit Record Number i 

Record 1 eb09c7b6-9843-4ac3·-beac-de37826fe06b yes yes yes yes . ' yes Accurate 

' Record 2 2d4c2ee5-1 14a-49e5-8 193-a597391d7527 yes yes yes yes yes Accurate 

, Record 3 4bc859bb-5eac-49de-a607-cdl202f94dca yes yes yes yes yes Accurate 

Record 4 b690al be-dl e0-45ce-bd25-feca5fa53 ed3 yes yes yes yes yes Accurate 

Record 5 aa2593c6-e4b5-4166-8a9f-a0b754ddela0 yes yes yes yes , ! yes Accurate 

Record 6 fda97f75-5869-4185-8a61-f3d702d20c20 yes yes yes yes ' yes Accurate 

Record 7 8ca213 7d-ef97:4 748-aal 1-9b300520b739 _yes yes yes yes i yes Accurate 

, Record 8 6 1944195-5a73-4917-ae24�bla73edf9.ca7 yes yes yes ' '  , _yes yes Accurate 

i, Record 9 
0

30ecffb4-82af-42bc-8749-e9e8d:f928d3b yes yes yes yes yes Accurate 

. Record 10 0fdf7272-dca6-4921..:a983-9d2fl l 45fb66 yes ; yes yes yes yes Accurate i 

' Record 1 1 . 8d5c0036-075d-488f-9eb3-08 l 8 16bdcdee I yes Accurate yes yes yes yes 

i Record 12 289c6cd0-841 1-4dd9-a8d5-c4b5d6a28649 yes yes yes yes yes Accurate 

Record 1 3  3ec4904f-0c98-454a-8 1f0-ele4ad3el5ab yes yes yes yes yes Accurate 

Record 14 84cfl 97b-1 d0e-48ce-9299-6cf91 0ba2c0f yes yes yes yes yes Accurate 

, Record 1 5 · 3bdf4b79-a91 1-4564-a2ef-c003ec9f9a2c yes yes yes yes yes Accurate 

1 Record 1 6  88936dca-3987-422d-8e3b-4dc95144dld6 yes yes yes yes yes Accurate 

_ Record 17 346c2ldb-c7ec-4c93-a235-bb215a82a45e yes yes Accurate yes yes yes 

' Record 1 8  80703b48-:-9fe6-45e9�932d-0dc98f2bc6e4 yes _,yes yes yes I yes Accurate 

Record 1 9  83c2add5-2a64-478e-aaa0-3c558lec8bd6 Accurate yes yes yes yes yes 

Record 20 a58 1 589f-a61 l-4fb8-ac2b-a9e75 lc la2a9 yes l yes yes yes yes Accurate 
,• 

8b2.eabb8�db9-46fa-852a-80edbf284eea l : Record 21 yes yes y_es yes yes Accurate 

Record 22 4693c54d-f95b-428 l •8hbd-f9865ac007ba yes yes yes yes yes Accurate 

Record 23 9c28536b-d06b-4875-84c2-749c7b8b4509 yes ; yes yes yes yes Accurate 

Record 24 0e329e8c-2f78-4be0-b6be-4542d9a82d95 yes I yes yes yes yes Accurate 

Record 25 d99b6b24-ed9a-4bdc-a8b3•8efadb361 a60 yes ! yes yes yes yes Accurate 

Record 26 7eae6505-db55-4355-930e-987970a6fb73 i yes yes yes yes yes Accurate 

Record 27 40b28f0a-6a85-4cdb-80d2-lfff7a14ac38 ' yes ! yes yes yes yes Accurate 

Initials � 1 



., Harford County Sheriff's Office * . I . 

ti 
Question # 1 lj Questions # 21 Question # 3 Quesdon # 4  Question # 5  Results: 

1 11 
Record I Audit Record Number 

h Agency 
Case # 

Reported / 
/I '  Recorded 

Record 28 : I 62£51901 -5ab2-46b5-85 l 8-bdc35dbdc591  : yes 
Record 29 I 193b1253-ad20-4ee5-b3cf-dl 7fla7c8374 1 yes 
Record 30 'I02cd2e92-5298-44e7-bb50-cl6e2db54252 ; yes 
Record 3 1  ! l 90044095-d4c6-4e08-al 73-0ab3al047d08 yes 
Record 32 l b3e14294-f59b-4a2f-8ffa-947dae365ce8 yes 
Record 33 I h7eed9e2-720b-4947-8a01-0dl9d4663b87 · yes 
Record 34 . J  864c5,409-f8c04a9e-a483:-9430b21234c6 .' yes 
Record 35 .I �c2bde57-c92b-43e7-95f9-35c5d5a2170d yes 
Record 36 °Jla2174b4-150a--497f-91e6-14ebdaabd0a8 yes 
Record 37 l,9e5cdt l0.:86df-4d07-aabc-fe43912Sb395 ·· yes 
Record 38 i l7fi3cl  7b-8289-4dl 0-b47b-b8ef7a4530b5 yes 
Record 39 1 1 lfbdb346-840a-4803-8a54-e502ed2904da yes 
Record 40 l452a542a-7e94-493c-a475-ce4l cd0fd926 yes 
Record 41 l45632f49-cbc8-4bc4-8ac6-c4bd670bb9e3 yes 
Record 42 I0d220e73-b484-4bb0-85a7-laaaa28fc35c yes 
Record 43 ,jb883916a-cef6-4455-b7bd-7e3f515fi88f yes 
,Record 44 "l3ab00c24-2b96-4671-8859-ba750b68ala5 I yes 
}.lecord 45 .l5770b349:-c914,4f0b::9la0-78baf9e57cf5 I yes 
Record 46 ]933ede35-15cd-485e-99c4-5fla25c6f4bb I yes 

· ·R.ecord 47 ,I0lcdec20-c:f2d7-4e6b-98d5-2f42990ealdl l . yes 
j1Record 48 ,132db3 lee-3d00-4096-8blb-l0161654f480 ·1 _ yes 
Record 49 la7fl8aa4-fc95-4dl 7-857e-8db2eed2737e I yes 

. ,Record 50 J6el 7e882-4556-4ac0-93a8-963ff2ce7104 yes 

· l1 the date 
and time of h tbe porpoie 

t of the request reques ., 
d t d? documented. ocumen e 

yes yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes . yes 
yes yes 

yes Ii . ,, yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes yes 
yes ,ves 
yes yes 
yes ! •· yes 
yes I• · _yes 
yes yes 
yes yes 

l'lndlnp ■ball be ll■led »- tu requat Include Bu the reque1t been. a■: Accurate, tbe lde11tltJ of� validated through the , Inaccurate, Unable to IICeDCY retpeatbl& requesten agency? locate or Incomplete qaery1' 

yes yes Accurate 
yes yes Accurate 
yes yes Accu rate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accu rate 
y_es yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 
yes yes Accurate 

Submitting Agency: Harford County Sheriff's Office 
Scope of Audi.t January 2022 through December 2Q.22 

Prepared By: Lt.S. Blankenship �692 «9Pf'2 

-� p 

In itials � 



CALVIN BALL 
County Executive 

HOW ARD'COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Maryland 41043 

Date: February 3, 2023 

Gregory Der 
Chief of Police 

To: House Judiciary Committee; Senate Judicial Proceedings Committee and 
Legislative Policy Committee 

From: Chief Gregory Der - Howard County Department of Police 

Subjed: License Plate Reader Program Report Per Public Safety Article 3-509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
The Honorable David Moon - Vice-Chair 
House Office Building, Room 101  
6 Bladen Street, Annapolis, MD 21401 

Maryland -Senate Judicial Proceedings Committee: 
The Honorable William C. Smith Jr.- Chair 
The Honorable Jeffery D. Waldstreicher - Vice-Chair 
Miller Senate Office Building, 2 East Wing 
1 1  Bladen Street, Antiapolis, MD 21401 '" 199i 

Maryland Legi$lative Policy Committee: 
The Honorable Bill Ferguson - Co.-Chair 
The Honorable Adrienne A. Jones - Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen and ChairwQman, 

In accordance with § 2-1246 of the State Govenn:nent Article, the Howard Coµnty Polle¢ 
Department is reporting the following information regarding captured License Plate Reader 
(LPR) data for 2022: 

TELEPHONE: 410-313-3200 
FAX: 410-313-3295 
WWW.HOWARDCODNTYMb.GOV 
HCPD@HOWARDCOUNTYMD.GOV 

Nationally Accredited Siru;e. I 990 



CALVIN BALL 
County Executive 

HOW ARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Maryland 21043 

Greg9ry Der 
Chief of Po/ice 

1. The total number of automatic license plate reader units being operated in the 
state by law enforcement agencies and tbe number of units submitting data to 
the center. 

In: 2022, the Howard. County Police Department maintained seven (7) license plate 
readers on marked cars, two (2) on unmarked police vehicles, three (3) pole mounted 
license plate reader, and one (1) trailer mounted license plate reader. 

2. The number of automatic license plate reader readings made by a law 
enforce:ntent agency that maintains .an automatic licen.se plate reader database 
:md the number of readings submitted to the center. 

In 2022, the Howard County Police Department had 5,636,321 readings. The Howard 
County Police Department began electronically sending its reads to MCAC in the 
Spring of 2016, and will ·continue to do so. 

3. The number of automatic license plate reader readings being retained on the 
automatic license plate server. 

In: 2022, the Howard CoW1ty Police Department had 5,636,321 ;  with each read being 
maintained for a period of one year. Records ate automatically purged after one year, 
unless it ts deemed to possess evidentiary value to � criminal investigation. 

4. The number -of requests made to the center and each law enforcement agency 
that maintains an. automatic license plate reader database for automatic license 
plate reader data, including specific numbers for: 

There were 1 13 8 queries conducted by the Howard County Police Department in 
2022. This LPR data is accessible to officers and detectives of the Howard County 
Police Department, who are trained in the 1,1se of the LPR carm;ra system and 
proprietary· software that interfaces with the camera system, the Enterprise Operations 
Center {EOC). The LPR data is only to be accessed and searched for � legitimate law 
enforcement purpose. Officers who wish to operate one of the LPR vehicles, or ha:vc 
access to the Howard County Police LPR data, must receive adequate training on 
policies governing access, as well as use and dissemination of LPR data in EOC. 

5. The number of out of state requests. 

The Howard County Police Department did not receive any out of state requests or 
requests from additional Maryland jurisdictions. 

TELEPHONE: 410-313-3200 
FAX: 410-3 13-3295 
WWW.HOWARDCOUNTYMD.GOV 
HCPD@HOWARDCOUNTThfl).OOV 

Nqtionally Accredited Since 1990 



CALVIN BALL 
County F:xecutive 

HOW ARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Maryland 21043 

6. The number of federal requests. 

Gregory Der 
Chief of Police 

The Howard County Police-Departnient did not receive any federal requests. 

7. The number of out of state requests that resulted in a release of infon,iation. 

There were no out of state requests. 

8. The number of federal requests that resulted in a release of information. 

There were no federal requests. 

9. Any data breaches or unauthorized, uses of the automatic license plate reader 
database. 

None. 

10. A list of audits that were-co_Iilpleted by the center or a law enfor�ement agency. 

The Howard County Police Department's LPR Coorclinator conducted monthly audits 
of LPR queries. Fifty-three (53) of 1 138  queries were selected at random and audited, 
with one hundred percent compliance rate. Members conducting queries are r�quited 
to provide a case number and nature of investigation associated with the query. 

See attached document for further details. 

11. The Department of State.Police and any law enforcem,ent agency µ.sing an: 
automatic license plate reader system shall adopt procedures relating to the 
operation and use of the system, The procedures shall include: 

1. Which personnel iii the center or law enforcement agep,cy are authorized 
to query captured plate data gathered by an automatic license _plate 
reader system. 

Trained personnel ide_ntified in HCPD General Order Ops-60: License Plate Recognition 
Program. 

2. An audit process to ensure that inforDiation obtained through the use of 
an automatic license plate reader system is used only for legitimate law 
enforcement purposes, ilicluding aµ(Jits of requests made by in.di.VJdu�l 
law enforcement agencies ot an individual law enforcement officer. 

TELEPHONE: 410-3 13-3200 � FAX: 410-313-3295 
WWW.HbWARDCOUNTYMD.GOV 
HCPD@HOW ARDCOUNTThID.GOV 
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CALVINBALL 
County &ecutive 

HOW ARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Eilicott City, Maryland 21043 

Gregory Der 
Chief of Police 

HCfD follows MCAC's  audit process, which is explained in their Model Audit Policy, 
received in October 2015 .  

3. Procedures and safeguards to ensur� that center staff with access to the 
automatic license pl�lte reader database are adequately screened �nd 
trained. 

HCPD has a training curriculum, presented by :MPTC certified instructors, which consists 
of the following: 

- HCPD law enforcement employees selected 
- Lecture and pra,ctical instrm;:tion of both software and hai-dware •incorporated 

with automatic license plate readers 
Review of General Order Ops-60: License Plate Recognition Program. 

Sincerely, 

C 1-cr �-(<(;;- ::::::.:::::::::�� _ 
Gregory Der 
Chief of Police 

TELEPHONE: 410s3 13-�200 
FAX: 410�313-3295 
WWW.HOWARDCOUNTYMD.GOV 
HCPD@HOW ARDCOlJl'!TYMD,GOV 
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\Ilks Moore, Governor 
Jlruna MRer, Lt C?ovemor Maryland 

O.• Transportation 
Authority 

Paul J .  Wedefeld, /lcling O,airman 

Board Members: 
Donse Carroll 
Wlliam H. Cox, Jr. 
Wlliam C. Ensor, ID 
W. Lee Giines, Jr. 
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February 1,  2023 

TO: 

FROM: 

House Judiciary Committee, Senate Judicial Proceedings Committee, 
& Legislative Policy Committee 

Colonel Kevin M. Anderson .,;{-llllf 
Chief, Maryland Transportation Authority Police 

SUBJECT: License Plate Reader (LPR) Program Annual Report 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
The Honorable David Moon - Vice-Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair 
The Honorable Jeffery D. Waldstreicher - Vice-Chair 
Miller Senate Office Building, 2 East Wing 
1 1  Bladen Street, Annapolis, MD 21401 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson, Co-Chairman 
The Honorable Adrienne A. Jones, Co-Chairman 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

Honorable Chairman and Chairwoman, 

In accordance with Maryland State Government Article 2-1246, the Maryland Transportation 
Authority Police (MDTAP) submits this report on its use of License Plate Readers for 2022. 

I 
. 

' . 
NDTA Police Haadqualtels 

Q:ilonel Kevin M Anderson, O,lef of Police 
4330 Broening HghY.ey • Baltirrore, � 21222 

rrd1a@nlta.rreryland.gov • 410.537.TTTT • 711 (M) Rslay) • rrdta.rreryland .gov • lliveEzMlcom 

.��� . � ._� ': .. -



Currently, the MDTAP uses a deployment of LPR technology at locations throughout Maryland. 
This deployment consists of nine (9) fixed locations and twenty-three (25) Mobile units. The 
nine fixed locations have a total of 90 Cameras, and the twenty-five Mobile systems have a total 
of 50 Cameras, for a total of 140 Cameras in deployment. All cameras are networked to the 
Maryland Coordination and Analysis Center (MCAC). All reads pass through the MDTA server, 
and then onto MCAC. 

In Calendar year 2022, the MDTAP LPR deployments yielded 299,250,292 reads from the fixed 
and Mobile systems. All reads were submitted to MCAC. No reads remain on the MOTA server 
past fourteen (14) days. 

In 2022, the MDTAP queried the LPR database a total of 98 times. During that time inf onnation 
was released to Maryland law enforcement agencies on three occasions. One federal inquiry was 
received, and it did not result in the release of information. 

In 2022, the database was not accessed without proper documentation. 

At this time there have been neither known data breaches, nor any unauthorized access to the 
LPR database. Attached is a list of Audits conducted by the MOTA 
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Executive Summary 
License Plate Reader Compliance Audit 

Period: January 1 ,  2022 through December 3 1, 2022 

The Maryland Transportation Authority (MDTA) Office of Audits has completed its audit to 
determine if controls were functioning adequately for compliance with State law have been 
established over access and use of the License Plate Reader (LPR) system and captured plate data. 
In 2014, Maryland Legislators replaced language in Maryland Annotated Code, Sections 3-509 
and 4-326 to address authorized uses of Automatic License Plate Readers and captured plate data. 
A requirement was added for the Maryland Coordination and Analysis Center (MCAC) to develop 
a model audit policy for access to and use of automatic license plate reader data. MCAC 
established its policy dated August 27, 2014 requiring that controls over access and use be audited 
and the audit results are due to the Senate Judicial Proceedings Committee, the House Judiciary 
Committee, and the Legislative Policy Committee, based on data from the previous year, on or 
before March 1 of each year beginning in 2016. 

MCAC is the central server to upload and store, read and alarm LPR data from law enforcement 
agencies across the state of Maryland. In addition, MDTA Police retains LPR data on its server 
which can be accessed for 14 days before the information is purged. 

Based on our review, controls were functioning adequately for compliance with State law over 
access and use of the License Plate Reader (LPR) system and captured plate data. The audit did 
not disclose any findings that warrant inclusion in the report. 
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Background Information 

Introduction 

License Plate Reader (LPR) systems, provide automated detection and image capture of license 
plate information. The LPR system consists of high-speed cameras, mounted either at a fixed 
location or on a mobile patrol vehicle, and a computer to convert data from electronic images of 
vehicle license plates into an electronically readable format, which then compares the info1mation 
against specified databases of license plates. If a match is detected, an audible sound occurs, and 
a visual alann shows the license plate image with the linked information. The system attaches 
camera identification, date, time, and location information, to include GPS coordinates to the 
digital image. The image is then maintained electronically in a central location. 

The Maryland Coordination and Analysis Center (MCAC) operates a central server to upload and 
store, read and alarm LPR data from law enforcement agencies across the state of Maryland. 
Additionally, Maryland Transportation Authority (MDTA) Police retain LPR data on its own 
server for 14 days before the data is purged. After the 14-day period, information is only available 
from the MCAC server. 

In 2014, Maryland Legislators replaced language in Maryland Annotated Code, Sections 3-509 
and 4-326 to address authorized uses of Automatic License Plate Readers and captured plate data. 
As a result, Maryland law enforcement agencies and the MCAC implemented certain procedures 
and regulations. This law went into effect October 1 ,  2014. MCAC established a model audit 
policy dated August 27, 2014 requiring that controls over access and use be audited and the audit 
results are due to the Senate Judicial Proceedings Committee, the House Judiciary Committee, and 
the Legislative Policy Committee, based on data from the previous year, on or before March 1 of 
each year beginning in 2016. 

Scope and Methodology 

· The Office of Audits conducted an audit of LPR Compliance for the period January 1 ,  2022 
through· December 3 1 ,  2022. The objective of this audit was to determine if controls were 
functioning adequately for compliance with State law over access and use of the LPRs and 
captured plate data. · Our audit procedures included inquiries of appropriate personnel and 
inspections of documents and records related to the controls over access and use of the LPR 
systems. We also performed other auditing procedures that we considered necessary to achieve 
our objectives. We believe that the evidence obtained provides a reasonable basis for our findings 
and recommendations. 

MDTA management is responsible for establishing and maintaining effective internal controls. 
Intemal control is a process designed to provide reasonable, but not absolute, assurance that 
objectives pertaining to the reliability of records and the effectiveness and efficiency of operations, 
including safeguarding of assets and compliance with applicable laws, rules, and regulations, are 
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achieved. Because of inherent limitations in internal control, errors or fraud may nevertheless 
occur and not be detected. 

The Office of Audits acknowledges and appreciates the courtesy and cooperation extended by 
MDTA Police during the audit. 

Key Statistics 

The following information on LPR use and results was provided by the MDTAP Commander 
Electronic Enforcement Unit. 

MDTA 2022 LPR Totals 

Reads 
299.250,292 

Warrant Stolen Stolen Traffic Missing Traffic 
Arrest Vehicles Plates Arrest Persons Stops 

33 12 1 4 3 1,047 

Results 

Based on our review, controls were functioning adequately for compliance with State law over 
access and use of the License Plate Reader (LPR) system and captured plate data. There were 98 
searches of the data base related to 18 separate requests. The 18  separate requests included 12 
requests of infonnation for documented law enforcement purposes. These 12 requests resulted in 
3 releases of information from the data base. The 6 remaining requests were 1 data entry test, 1 
data update, and 4 system tests. The audit did not disclose any findings that warrant inclusion in 
the report. 
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DEPARTMENT OF POLICE 

Marc Eirich 
County Executive 

TO: 

FROM: 

DATE: 

House Judiciary Committee 
Legislative Policy Committee 
Senate Judicial Proceedings Committee i 
Chief Marcus G. Jones, Chie� t1 
Montgomery County Department of Police 

February 16, 2023 

Marcus G. Jones 
Chief of Police 

SUBJECT: License Plate Reader (LPR) Program required infonnation per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
The Honorable David Moon-Vice Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Legislative Policy Committee: 
The Honorable Bill F�rguson- Co-Chair 
The Honorable Adrienne A Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B 
90 State Circle, Annapolis, MD 21401 

Maryland Senate Judicial Proceedir,gs Committee: 
The Honorable William C. Smith - Chair 
The Honorable Jeffery D. Waldstreicher-Vice-Chair 
Miller Senate Office Building, 2 East Wing 
1 1  Bladen Street. Annapolis, MD 21401-1 991 
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Office of 1he Chief of Police 

Honorable Chainnen and Chairwoman, 

In accordance with § 2-1246 of the State Government Article, the Montgomery County Police 
Department is reporting the following information regarding captured License Plate Reader 
(LPR) data for 2022: 

1. The total number of automatic license plate reader units being operated in the 
state by law enforcement agencies and the number of units submitting data to the 
center: Montgomery County Police has 29 mobile units and 1 stationary unit 

2. The number of automatic license plate reader readings made t:,y a law 
enforcement agency that maintains an automatic license plate reader database 
and the number of readings submitted to the center: 622 

3. The number of automatic license plate reader readings being retained on the 
automatic license plate reader database: 2873 

4. The number of requests made to the Montgomery County Police Deparbnent: 256 

5. The number of requests that resulted in a release of information: Records showed 
20 requests were received from out-of-state local law enforcement agencies and 6 were 
from federal law enforcement agencies. Of those 26 requests, 7 resulted in a release of 
infonnation. 

6. The number of out-of-state requests: 20 

7. The number of federal requests: 6 

8. The number of out-of-state �quests that resulted in a release of information: 2 

9. The number of federal requests that resulted in a release of information: 5 

10. Any data breaches or unauthorized uses of the automatic license plate reader 
database: None known. 

11.  A list of audits that were completed by the center or a law enforcement agency: -
-One state-mandated ALPR audit conducted by the Professional Accountability DMsion 
of the Montgomery County Department of Police for 2022, completed in 2023. 

-Three internal audits (Quarters 1 ,  2, and 3) conducted by the Montgomery County 
Police primary ALPR Administrator dunno 2022. 

12. The Department of State Police and any law enforcement agency using an 
automatic license plate reader system shall adopt procedures relating to the 
o�ration and use of the system. The procedures shall include: 



i. Which petsonnel in the Center or a law enforcement agency are authorized to 
query captured plate data gathered by an automatic license plate reader 
system: Only Montgomery County Police Department employees who have received 
training on the ALPR system/equipment are authorized per department directive, 
Function'Code 424 ·ucense Plate Recognition System.R 

ii. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used only for legitimate law 
enforcement purposes, including audits of requests made by individual law 
enforcement agencies or an individual law enforcement officer: As part of 
Montgomery County's audit process, written directive Functior:i Code 424 "Ucense 
Plate Recognition System" was reviewed. All persons working around and/or 
accessing LPR information have had a police department background investigation 
and completed training commensurate with their access to the system or operation of 
equipment. Police reports and other supporting documents were reviewed to ensure 
the ope.ration of equipment and system usage were for a legitimate law enforcement 
purpose. The department's Professional Accountability Division uses procedures in 
an auditing manual developed using the State's ALPR Model Policy. 



Goal Question Answer Comments 
". 

Have procedures been adopted related to the • Function Code 424 1 operation and use of the LPR System? (Cite policy Yes • Professional Accountability Division number) Auditing Procedures Manual 

• Pre-employment screening and 
background investigation (all · - employees) 

Ate staff with access to Automatic Ucense Plate • Appropriate training conducted by 
2 Reader database adequately screen and trained in Yes Montgomery County Pollce 

the proper use of the system and all the privacy • All employees are R!SpOl'lsible for 
policies related to thereto? completing county,fflandated 

monthly computer security 
awareness training 

• All employees issued Function Code 
.1400 lre: Information Svn:msi 

.3 
Does the agency maintain training records for Yes Electronic format each user? 

. 

4 Is the training cuniculum maintained? Yes • By Information Management and · 
Technology Division 

• Electronically in PowerDMS 
-
Are the training records reviewed for relevance • By Information Management and 

5 and effectiveness? Yes Technology Division 
• Electron1callv In PowerDMS 
Requests only accepted wfth a law 

Does the agency accept law enfon:ement request enforcement nexus and details are 
6 for license plate c:aptu� data collected by and Yes recorded in a "Reason for Action" 

lPR system? dialog box contained within the LPR 
database software. 

7 If historical data is accessed, does the agency Yes have an audit trail? 
. 

8 ls the audit tral maintained for at least 3 years? Yes 
-

Have audit procedures been adopted to ensure 

9 that Information obtained through the use of an Yes LPR system is used only for legitimate law Yes, in aforementioned policy 
enforcement purposes? 

- Annual audit looked at "Vaewed 
Agency: Montgomery County Department of Police Scope of Reads" and Reques1s during calendar Audit: year 2022. 

Complaled By: Program Manager Daedra �o Westby, 16395 Dabt February 16, 2023 
Completed: - - . - -

Ws I] I
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Date 

1.. /17 /� 1)1,) RmewN By:  
\ Completad: 
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Re1ultl: Finding, 
■hall be U1ted as: 

Audit Record Que.don # 4 Doe1 the Que.don # 5 Has the Accurate, 
Number Question # 2 18 the date Queatlon # 3 II the reque1t Include the reque1t been validated Inacc1ll'ate, Unable 

Que1tlon # 1 Agency Ca11e and time of request purpose of the request Identity of the agency through the requesters to locate or 
# documented? documented? requestlnir the query? agency? Incomplete 

1 210050103 YES YES YES YES ACCURATE 
2 210051674 YES YES YES YES ACCURATE 
3 210039252 YES YES YES YES ACCURATE 
4 220002735 YES YES YES YES ACCURATE 
5 200017529 YES YES YES YES ACCURATE 
6 220000139 YES YES YES YES ACCURATE 
7 220051928 YES YES YES YES ACCURATE 
8 220024170 YES YES YES YES ACCURATE 
9 220050774 YES YES YES YES ACCURATE 
10 220050981 YES YES YES YES ACCURATE 
11 I 220036443 YES YES YES YES ACCURATE 
12 220008877 YES YES YES YES ACCURATE 
13 220009231 YES YES YES YES ACCURATE 
14 220039126 YES NO YES YES ACCURATE 
15 220045250 YES YES YES YES ACCURATE 
16 220029428 YES YES YES YES ACCURATE 
17 GD-22-018 YES YES YES YES ACCURATE 
18 22-8702 YES YES YES I YES ACCURATE 
19 SO210014841 YES YES YES YES ACCURATE 
20 22001S4 YES YES YES YES ACCURATE 
21 S0200015203 YES YES YES YES ACCURATE 
22 22-0022536 YES NO YES YES ACCURATE 
23 FM220000013 YES YES YES YES ' ACCURATE 
24 #GD-22·0095 YES NO YES YES INCOMPLETE 
25 20-0052 YES YES YES YES ACCURATE 
26 22-0024 YES YES YES YES ACCURATE 



27 CAC ALERT FROM UMD POLI YES YES YES YES ACCURATE 
28 220036576 . YES NO YES YES ACCURATE 
29 220083319 YES NO YES YES ACCURATE 
30 220006720 YES YES YES YES ACCURATE 
31 

I 
220032802 YES YES ACCURATE YES NO 

32 220028381 YES YES YES YES ACCURATE 
33 221R001736 YES YES YES YES ACCURATE 
34 220021875 YES NO YES YES ACCURATE 
35 .. 220026834 YES NO YES YES ACCURATE 
36 220036694 YES YES YES YES ACCURATE 
37 220034931 YES YES YES YES ACCURATE 
A 2200244452 YES YES YES YES ACCURATE 
39 TEST YES YES YES YES ACCURATE 
40 210051674 YES NO YES YES ACCURATE 
41 2200194072 YES YES YES YES ACCURATE 
42 220053611 YES NO YES YES ACCURATE 
43 220049582 YES . NO YES YES ACCURATE 
44 220042792 YES NO YES YES ACCURATE 
45 220056573 YES YES YES YES ACCURATE 

. ' 
46 210053005 YES YES YES YES ACCURATE 
47 220002884 YES YES YES YES ACCURATE 
48 220016284 YES YES YES YES ACCURATE 
49 220001859 YES YES YES YES ACCURATE 
50 220049408 YES YES YES YES ACCURATE 
51 2.20056294 YES YES YES YES ACCURATE 

Submitting Agency: Montgomery Count1• Police Reviewing Agency: / .&'Cf 
Scope of Audit Annual Audit of Viewed Readt/Requeata for 2022 Reviewed By: ck, «.:{-' )-{Uw.J 71"ou-J 
Prepared By: Daedra Carrio We1tby. Date Reviewed: ;J.// 7 /1.,,1)7, >, 

Date Prepared: 2/15/2023 Signature J,.,,fc;. /2 CJ 



PRINCE GEORGE'S COUNTY POLICE DEPARTMENT 
ALPR 2022 YEARLY AUDIT 

February 13, 2022 
-- -� . 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and Legislative 
Policy Committee 

FROM: Major Swonger #2998, Operations Commander, Office of the Chief of Police 

�UBJECT: License Plate Reader (LPR) Program required information per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: 
The Honorable Luke H. c1,ppinger - Chair 
The Honorable David Moon - Vice-Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
Tlie Honorable William C. Smith - Chair 
The Honorable Jeffery D. Waldsti'eicher - Vice-Chair 
Miller Senate Office Building, 2 East Wing 
1 1  Bladen Street, Annapolis, MP 21401 - 1991 

Maryland Legl�latlve Policy Committee: 
The Honora�le Bill Ferguson- Co-Chair 
The Honorable Adrienne. A. Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, ea State Circle, Annapolis, MD 21401 

Honorable Chairmen and Chairwoman, 

In accordance with § 2-1246 of the State Government Article, the Prince Georges County Police 
Department (PGPD) is reporting the following information regarding captured- License Plate Reader 
(LPR) data for 2022: 

1. The total �umber of automatic license plate rea_der units being Qperated in the state by law 
enfor�m.ent �gencies and submitting data to the center: 204 LPR-S��erns 

2. The number of. automatic license plate reader readings made by a law enforcement agency 
that maintains an automatic license plate read.er database and the number of readings 
submitt�d t� the cente�: e��Q. fQJfe.�•�nd �re$:<!� for·!l3.·�g_encie.$. _pu� .tG a 
CQnilt\etion· iss.ue orily" _&fiG6'�672. were .submitted to ttt, �e��r this Jear. T.ne ·connectif:�n· 
h�� ��en r'1P.!!li'ed cln� "n g�url$ nQw �e� J� ttae. �o_t�t-

3. The nl,!mber of au.ton;iati.c license plate reader readings lleing retained on the automatic 
lfc'3nse plate reader database: 6�12J2;m 

1 



PRINCE GEORGE'S COUNTY POLICE DEPARTMENT 
ALPR 2022 YEARLY AUDIT 

The below chart reflects data received b PGPD from allled a encles In 2022 

Bowie City Police Departrnent 673,996 

Brentwood Polic_e Department 202,680 

Calvert County Sheriff's Office 15,041,302 

Capital He_l�h.ts Poli�� Department 39,490 

Cheverly Police Department 699,352 

District Heights Polic;e Department 601,725 

Edrnonston Police Department 138,164 

Forest Heights Police Department 357,181 

Glenarden Police Department 853,755 

Hyattsville City Police Department 1,184:,087 

·Maryland Park Police (MNCPP) 1,170,782 

Metropolitan PoUce Department 20,507 

Prince Georges County Police Department 47,249,922 

Se�t Pleasant Police Department 39,490 

4. The number of requests made to the PGPD: a,,gj4 

5. The number of requests that resulted In a release of information: B,014 

6. The number of out of state requests: 38 

7. The number of federal requests: 80 

8. The number of out of state re�uests that resulted in a release of information: 3'8 

9. The number of federal requests that resulted In a release of information: $0 

1 o. Any data breaches or una�thorized uses of the automatic license plate reader database: 
No · 

(i .... � �·:: ---------i--i.--. ..... ,_ ... -



PRINCE GEORGE'S COUNTY POLICE DEPARTMENT 
ALPR 2022 YEARLY AUDIT 

11 .  A list of audits that were completed by the center or a law enforcement agency: A r�ndom 
selec�on of at least 1% of all r�!evant requests (8,014* 0�0.1 = 80i14. MiJ"!�mum required per 
MCAC Model Audit Poliqy is 81). 181 Re�or�s w�� audit,�-

12. The Department of State Police and any law enforcement agency using an automatic 
license plate reader system shall adopt procedures relating to the operation and use of the 
sy5item. The prot:ed�res shall Include: 

i. Which personnel in the Center or a law enforcement agency are.authorized to query 
c;3ptured plate d�ta gath�red by an �utomatlc license plate reader system:·Twq Hlmdr.e:d 
F.ffty,Qne (251) Trai'nef;f '.De'���fht(s!Operators a e aulttorlze·d t9 ·qu�� t�& Qa��a�1;t., 

ii. An a�dit process to ensure that Information obtained through the use of an automatic 
license plate reader system is used only for legitimate law enforcement purposes, 
including audits of requests m.ade by Individual law enforcement agencies or an 
Individual law enforcement officer: The Pri.h� �e:orges Qoµnty P.�l{tj3 l�pl�rn�mt.eci 
���

1!l" M9�_ei :Au,�it Po'tiQy lh Aµg"1;1·�1.-2p15 .. The p�ii.cy -�� 0di�s·enthi1ate<l tQ·,ite P.rlnce 
Georg!;!§ ·¢oµr:a�y PQlice <m .O�tob·�r 1� 201·�.; lhe� audit l>rf?c·es� ts !i!.�P.la1ned, a�qve In 
questipn #11 ! 

Pto��Y�� �ri� saf,g�a.ri::I� .!lre. lri P..liice-to-ens.u.re that iho�fr wlth ac��s t0 'the 
automatic- license piate,rea-der- tfatab�s,-�re ·���g\1���1¥ �cree.i:,�-� !ii'.I� trai�te<;t-. The 
Prln� Ge�rges Cqu� P�!i�e P.J�e.d�.res .and sate.guard$'COn�1$l �f the. foilowlng 

· training and standa_rds; 

a. P.r-in® Georges County Pdlic� uc·ense Plate··Reader·�t�.M.atci Qpet�ti"h� 
P.rocedijr�.� 

b. 3 .Day, 24 tfoyt ... !/;�n�e PlaJ� ·Re.ader P.rac.,icum tr:ainlrig_�P.eroved.ihrou,gh �he 
Maeyiand PolJc� Training· and st.andatas Comtnis�ion. · trainee, Ttirough)�QAC. 

c. 8. Hoµ_rll�'1S& Pl��:Ci.iaij�r, P.r�c.t,�urn t_Fa_in[ng a_pprov�ci through tht3 Maryl.an� 
Po,rce T,�ming �n� S�r,dar(js Comrnrs.sjqn. - . -

a All personnel are, sworn QffiC'l!r�, .authQ11zec:J a.n�u - -� wi trafni{l.g In Jh� us.e of the 
AL.PR :�yst�i;n. 

M • wonger #299.8 
O Commander 
0 he Chief of Police 

- . 

Prince George's County Police 

r:1:· � �� ---�----------
,�-� 
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PRINCE GEORGE'S COUNTY POLICE DEPARTMENT 
ALPR 2022 YEARLY AUDIT 

Have procedures been adopted related to the 
operation and use of the '-PR System? (Cite 

policy number) 

Are staff With access to Automatic License 
Plate Reader database adequately screen and 
trained in the proper use of the system and all 

the privacy policies related to thereto? 

Does the agency maintain training records for 
each user? 

Is the ·training curriculum maintained? 

Are the training records reviewed for relevance 
and effectiveness? 

Does the agency accept law enforcement 
request for license plate captured data 

collected by and LPR system? 

If hi.storical data is accessed, does the agency 
have an audit trail? 

Is the sue.lit trail mah1taln�d for at least 3 years? 

Have audit procedures been adopted to ensure 
that information obt1:1ined through the use Of an 

LPR system is used only for legitimate law 
enforcement purposes? 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

··, Cpl. John Robeson #238 

Major Jordan Swonger # 

MCAC Model 
Policy for LPR 

adopted by 
PGPD 

MPTC Certified 
Operator and 

Trai.n tile 
Trainer. 

Yearly and 
folloWing 

• trainin • 

Using MCAC's 
Audit Policy 

81 records from 
2022 requests 

2/13/2023 
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Re.rults: Flallings 
shun he lrsted as: 

Question # 4 Daes lhe Quesllon # 5 Hus lbe Accarat,, 
Question # ?Is the dole Question # 3 b the request Include the request b_ .. n validated ln1cc11t11te, U11.1bl• 

Audit Record Qu,sllan II I Ac;cncy Case 0111Ulm e ofrequcst purpo!< of Ille requl!rt ldenllt; or Ille ar;ency c•rouch the nequut,rs tolacate or 
Nomtiu # documealcd? documeated? reqireslh11r the aae11? ■JieKy? Jncamplc:t£ 

I lES YES YES YES 'IES Accurat• 

2 YES YES YES_ , _  --- YES - --- YES - Ai:i::urate 

l YES YES YES YES YES Accu,-te 

� YES YES YES YES YES ACOJISIII!. 

s YES YES YES YES YES ACOJrate 

6 YES YES YES YES YES ACOJISlte 

7 YES YES YES YES 'tES Accurate 

8 YES YES YES YES YES A=rate 

9 YES YES YES YES YES Accurate 

10 YES YES YES YES YES Accurate 

I I  YES YES YES YES YES Accurate 

12 YES YES YES YES YES Accurate 

13 YES YES YES YES YES Accurat" 

l4 YES YES YES YES YES Accurate 

15 YES YES YES YES YES Accurate 

16 YES YES YES YES YES Accurate 

17 YES YES YES YES Ves AccuratO! 

Ill YES YES YES YES YES Accurate 

19 YES ves YES YES YES Ao:urate 

20 YES YES YES YES YES Accurate 

21 ru YES YES YES YES Ao:ui'all!. ., 
22 YES YES YES YES YES Accurate. 

23 YES YES YES YES .YES Accurate 

24 YES YES YES YES .'YES Accurate 

2S YES YES YES -YES YES Accurate 

26 YES YES YES YES YES Accurate 

27 YES YES YES YES YES Accurate 

21 YES YES YES YES YES Accurate 

29 YES YES YES" YES YES Arom11e 

JO YES YES YES YES YES Ata1rate 

JI  YES YES YES YES YES Acam11e 

32 YES YES YES YES YES AtCllrat!! 

33 YES YES YES YES YES Accurate 

34 YES YES YES YES YES Aca,oate 

lS YES YES YES YES YES Accurate 

36 YES YES YES YES YES AttUrate 

]7 lES YES YES YES YES AccuRte 

JS YES YES YES �ES YES Accurate 

39 YES YES YES YES YES Accunte 
' • 

40 ¥ES YES YES YES YES Accurate 

41 YES �ES YES YES 'tES Accurate. 

42 YES YES YES 'tES YES Accurate 



4l YES YES YES YES YES Accunm, 

44 YES YES YES YES YES Accurate 

45 YES YES YES YES YES Accurate 

46 YES YES YES YES YES Aca!nle 

47 YES YES YES YES YES Acturate 

48 YES YES YES _JES YES . Accurate -
49 YES YES YES �ES YES ACXllrate 

so YES YES YES YES YES Accurate 

SI YES YES YES YES YES Accurate 

S2 YES YES YES YES "YES Aeturate 

5] YES YES YES YES YES Accurate 

H '/ES YES YES YES YES Accurate 

ss YES YES YES YES YES Accurate 

56 YES YES YES YES YES Accurate 

S7 YES YES YES YES ' YES Accurate 

58 YES YES YES YES YES Accurate 

59 YES YES- YES YES YES Accurate 

6D YES YES YES YES YES Accurate 

61 YES YES YES . YES YES Accilr.1te 

62 YES YES YES YES YES A"urafe 

63 YES . . YES YES YES YES Act11rate 

64 YES YES YES YES YES Accurate 

65 YES YES YES YES YES Accurate 

66 YES YES YES YES YES Accurate 

67 . YES YES YES YES YES • Accurate 

6& YES YES ru YES YES Accurate 

69 YES YES ru YES YES Accurate 

70 YES YES YES YES YES Accurate 

71 YES YES YES YES YES Accu1111e-

72 YES YES 'tES YES YES Accurate 

73 YES YES YES YES YES Accurate 

74 YES YES YES YES YES Accurate 

75 YES YES YES YES YES Accurate 

76 YES YES YES YES VES Accurate 

11 YES YES YES YES YES Accur.1te 

.78 YES YES YES YES . . YES Accurate 

19 :re; tes YES YES YES Accurate 

80 YES �ES YES YES YES Ac.curate 

II YES YES- -YES YES YES Accurate 

sr,natur.e 



TOWN OF 

OCIAR CIT�Y 
The White Marlin Capital of the World 

Ocean City Police Department 
Office of the Chief of Police 
6501 Coastal Highway 
Ocean City, Maryland 21 842 
Telephone: 41 0-723-53 1 8  
Facsimile: 41 0-723-4010  

February 20, 2023 

TO: House Judiciary Committee, Senate Judiciary Proceedings 
Committee, & Legislative Policy Committee 

FROM: Ross Buzzuro, Chief of Police, Ocean City, Maryland 

MAYOR 
RICHARD W. MEEHAN 

CITY COUNCIL 

MATTHEW M. JAMES 
President 
ANTHONY J. DELUCA 
Secretary 

PETER S. BUAS 
JOHN F. GEHRIG, JR. 
J.  FRANKLIN KNIGHT 
CAROL L. PROCTOR 
WILUAM C. SAVAGE, III 

CITY MANAGER 
TERENCE J. MCGEAN, PE 

CITY CLERK 
DIANA L. CHAVIS, CMC 

SUBJECT: License Plate Reader (LPR) Program information per Public Safety Article 3-509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
The Honorable David Moon - Vice-Chair 
House Office Building, Room 1 01 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Pr_oceedings Committee: 
The Honorable William C. Smith - Chair 
The Honorable J e:ffery D.  Waldstreicher - Vice-Chair 
Miller Senate Office Building, 2 East Wing 
1 1  Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones- Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen and Chairwoman, 

In accordance with § 2-1246 of the State Government Article, the Maryland Coordination and 
Analysis Center (MCAC) is reporting the following information regarding captured License Plate 
Reader (LPR) data for 2022: 

www.oceancitymd.gov 
l'wOd ... AIDIIICaCIIJ 

P.O. BOX .158 • OCEAN CITY, MARYLAND • 21B43-.0158 , 1 1 1 1.' City Hall - (41..0) 289-822.1 • FAX - (41. 0) 289--8703 

2Q01 



The White Marlin Capital of the World 

The total number of automatic license plate reader units being operated by the 
Ocean City Police Department. 

2. 

3 .  

Fixed Sites: 12 
Route 50 - 4 Cameras 
Route 90 - 2 Cameras 
140th Street- 6 Cameras 

The number of automatic license plate readings made by the Ocean City 
Police Department. 
Fixed Sites - 20,369,198 

The number of automatic license plate reader readings being retained on 
the automatic license plate reader database. Reads are retained for a 60-
day period to ensure the d·ata is successfully transmitted to the 
Maryland Coordination and Analysis Center, then deleted. 

MAYOR 
RICHARD W. MEEHAN 

CITY COUNCIL 

MATTHEW M .  JAMES 
President 
ANTHONY J. DELUCA 
Secretary 

PETER S. BUAS 
JOHN F. GEHRIG, JR. 
J.  FRANKLIN KNIGHT 
CAROL L. PROCTOR 
WILLIAM C. SAVAGE, Ill 

CITY MANAGER 
TERENCE J. MCGEAN, PE 

CITY CLERK 
DIANA L. CHAVIS, CMC 

4. The number ofrequests made to the Ocean City Police Department. Two hundred thirty 
(230) 

5. The number of requests that resulted in a release of information. One hundred fifty-five 
(155) 

6. The number of out of state requests. Nine (9) 

7. The number of federal requests. Five (5) 

8. . The number of out of state requests resulting in a release of information. Seven (7) 

9. The number of federal requests that resulted in a release of information. Zero (0) 

1 0. Any data breaches or unauthorized uses of the automatic license place reader database. No 

1 1 . A list of audits completed by the Ocean City Police Department. See attached. 

12. Any law enforcement agency using an automatic license plate reader system shall adopt 
procedures relating to the operation and use of the system. The Ocean City Police 
Department developed and implemented Standard Operating Procedure OPS-012 
outlining departmental procedure for operation and use of L.P.R. systems. 

www.oceancitymd.gov ,.o-.,a 
Al-a.ricl en, 

P.O. BOX 158 • OCEAN CITY, MA
.
RYLAND • 21843-0158 , ' 1 1 1.' 

C
ity H

all - (410)
. 
289·8221 • FAX - (410) 289-8703 
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TOWN OF 

OCIAI Clt�Y 
The White Marlin Capital of the World 

i. Which personnel in the law enforcement agency are authorized to 
query captured plate data gathered by an automatic license plate reader 
system. T�ere are only four ( 4) Ocean City Police employees 
authorized to query L.P.R. data. 

ii. An audit process to ensure that information obtained through the 
use of an automatic license plate reader system is used for legitimate law 
enforcement purposes, including audits of requests made by individual law 
enforcement agencies or an individual law enforcement officer. See 
attached request form / audit. 

Procedures and safeguards to ensure that staff with access to the 
automatic license plate reader database are adequately screened and 
trained. The four ( 4) authorized personnel all have background 
clearances. 

MAYOR 
RICHARD W. MEEHAN 

CITY COUNCIL 

MATTHEW M.  JAMES 
President 
ANTHONY J. DELUCA 
Secretary 

PETER S. BUAS 
JOHN F. GEHRIG, JR. 
J .  FRANKLIN KNIGHT 
CAROL L. PROCTOR 
WILLIAM C. SAVAGE, ill 

CITY MANAGER 
TERENCE J. MCGEAN, PE 

CITY CLERK 
DIANA L. CHAVIS, CMC 

For additional information, please contact the Ocean City Police Department License Plate 
Reader Administrator DFC Edward Newcomb at 41 0-723-6610  or at 
enewcomb@oceancityind.gov. 

www.oceancitymd.gov 

txft•-
AHaltclCIIJ 

Ross Buzzuro 
Chief of Police 
Ocean City Police Department 

P.O. BOX 158 • OCEAN CITY, MARYLAND • 21843-01.58 , 1 1 1 1.' City Hall - (41.0) 289-8221. • FAX - (410) 289-8703 

2001 



Goal Question 

Have procedures been adopted related 
1 to the operation and use of the LPR 

System? (Cite policy number} 

Are staff with access to Automatic 
License Plate Reader database 

2 adequately screen and trained in the 
proper use of the system and all the 
privacy policies related to thereto? 

3 
Does the agency maintain training 

records for each user? 

4 Is the training curriculum maintained? 

5 Are the training records reviewed for 
relevance and effectiveness? 
Does the agency accept law 

6 
enforcement request for license plate 
captured data collected by and LPR 

system? 

7 If historical data is ·accessed, does the 
agency have an audit trail? 

8 Is the audit trail maintained for at least 
3 years? 

Have audit procedures been adopted to 
ensure that information obtained 

9 through the use of an LPR system is 
used only for legitimate law 

enforcement purposes? 
I!\' A.9ency: Ocean City Police Department 

� .. , 
· eomRlefea DFC Edward Newcomb 8241 � 

- -89: 

Reviewed,. ·<r�K Lt. Todd Spe.igle 8251 By: s�.s, ��-

Answer 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

rt Scorie;.of 
,_ .«Ygit: 

- · -:...= -112_ 

� - :J}�e 
.�9.f!lPletea: 

�-- ... Date 
eompJstea: 

Comments 

Standard Operating 
Procedure OPS-012 

All License Plate Reader 
users must receive training 

prior to being given access to 
the viewer software 

. 

See attached request.form 

Compliance with SB 699 

o 2 /ii-I 2,:; 

or2-/ d'J-/ J. ? 









Ocean City Police Department S.O.P .-OPS 012 
Standard Operating Procedure EffecUve: 07/27/201 1  

Subject: Automated License Plate Recognition 

Table of Contents 

I. Purpose: 

I I .  Definitions: 

A. A.L.P.R. 

B. Read 

C. Alert 

D. Hit 

E. Hot List 

F. A.L.P.R. System 

G. Active A.L.P.R. Data 

H. · Historical A.L.P.R. Data 

Ill. Policy: 

IV. Procedures: 

A. General 

B .  Administration 

C. A.L.P.R. Deployment and Use 

D A.L.P .R. Data Sharing a·nd Dissemination 

E. Maintenance 



I. Purpose: 

The purpose of this policy is to provide employees with guidelines on the proper use of 
automated license plate recognition (A.L.P.R.) systems. 

II. Definitions: 

A. A.L.P.R. Automated License Plate Recognition . 

B. Read: Digital images of license plates and vehicles and associated metadata 
(date, time, and geographic coordinates associated with the vehicle image 
captur�) that are captured by the A.L.P.R. �ystem database. 

C. Alert: A visual and/or auditory notice that is triggered when the A.L.P.R. 
system receives a potential "hit" on a license plate. 

D. Hit: A read matched to a plate that has previously been registered on 
an agency's "hot list" of vehicle plates related to stolen vehicles, wanted vehicles, 
or other factors supporting investigation, or which has been manually registered 
by a operator for further investigation. A hit is not conclusive confirmation of a 
match. 

E. Hot list: A database of license plate numbers of stolen cars, vehicles 
owned by persons of interest, and vehicles associated with AMBER Alerts 
that are regularly added to "hot l ists" circulated among law enforcement 
agencies. Hot list information can come from a variety of sources, including 
stolen vehicle information from the National Insurance Crime Bureau and the 
National Crime I nformation Center (NCIC), AMBER Alerts, Department of 
Homeland Security watch lists, Maryland Motor Vehicle Administration lists, as 
well as Departmental l ists. These lists serve an officer safety function as 
well as an investigatory purpose. In  addition to agency supported hot lists, . 
operators may also manually add information to hot l ists in order to be alerted if 
and when a vehicle license plate of interest is "read" by the A.L.P .R. system. 

F. · A.L.P.R. System: A.L.P.R. cameras and/or computers and software that are 
affixed, either permanently or temporarily to a law enforcement vehicle or to a 
fixed object. 

G. Active A.L.P.R. Data: Information provided to an A.L.P.R. operator in real
time in the form of alerts that a license plate number contained in the hot list is 
near an A.L .P .R. unit. This includes A.L.P.R. data recorded during a patrol shift 
that is contained in the ALPR and has not been transferred to the historical 
database server. 

H. Historical A.L.P.R. Data: A database containing the dates, times;and 
locations of individually identifiable motor vehicles that is stored for future use 

S.0.P.- OPS 012 
Automated License Plate Recognition 
Page 2 of 5 



111 . Policy: 

A.L.P.R. systems are primarily used for the identification of stolen vehicles, stolen 
license plates, and wanted and missing persons. It is the policy of the Department that 
A.L .P.R. systems will be utilized only by sworn employees or by authorized 
administrators who are trained in the use of A.L.P.R. systems. 

IV. Procedures: 

A. General 

1 .  The use of A.L. P .R. systems and access to its database records is 
restricted and shall be used in accordance with the manufacturer's 
recommendations and this policy 

2. No employee shall use or authorize the use of A.LP .R. database records 
for reasons that a re not legitimate law enforcement purposes. Misuse of 
this equipment and associated databases, or data, may result in  
disciplinary action .  

3 .  A.L.P.R. systems and A.L.P.R. database records and any associated 
media are the property of the Department and are intended for law 
enforcement purposes. 

B. Administration · 

1 .  The Department shall designate an employee(s) with administrative 
oversight for A. L. P .R. system deployment and operations who is (are) 
responsible for the follo»1ing: 

a. · Establishing protocols for access, collection, storage, and 
retention of A.L.P.R. databases and associated data. 

b. Establishing protocols to preserve and document A.L.P.R. reads 
and "alerts" or "hits" that are acted on in the field or associated 
with investigations or prosecutions. 

c. Establishing protocols to ensure the security and integrity of data 
captured, stored, and/or retained by the A.L.P.R. system. 

d. Ensuring compliance with the terms of any M.O.U. (memoranda of 
understanding) associated with A.L.P.R. systems. 

2. Designated, tra ined personnel shall check equipment on a regular basis 
to ensure functionality and camera alignment. Equipment that falls 
outside expected functionality shall not be used and shall be removed 
from service until the A.L.P.R. system is tested and repaired if necessary. 

3. A.L.P.R. systems diagnostfos and repairs, hardware-or software, shall be 
made by Department authorized sources. 

G 
S.O.P.- OPS 012 
Automated License Plate Recognition 
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C. A.L.P.R. Deployment and Use 

1 .  At the start of each shift operators shall ensure that the A.L.P.R. system 
has been updated with the most current hot l ists available. 

2. Operators can obtain the current hot list at https://sftp.mdot.state.md.us/ 
Operators shall then enter their user name and password and obtain the 
file. 

3. Upon receiving an alert, prior to initiating a stop, the A.L.P.R. operator 
shall utilize whatever information is available to determine the accuracy of 
the hit by; 

a. Visually verifying that the vehicle plate number matches the plate 
number captured by the A.L.P.R. system ,  including both 
a lphanumeric characters of the license plate and the state of 
issuance. 

b. Verify the current status of the information provided by the hit 
through the Communications Section or MCT query. Receipt of a 
hit is not sufficient probable cause to initiate a_stop without 
verification. Verification of the information is essential before 
initiating a stop, furthering the investigation or taking any 
enforcement action. 

4. If an operator verifies a hit as being accurate, the operator shall take 
appropriate action in accordance with Department policy and procedure. 

5. I n  each case in which a hit is received, the operator should record 
the disposition of the hit into the A.L.P .R. system by selecting either 
"Accept" or "Misread" 

6. Administrators and operators may manually enter information into the 
A.L.P.R. system database. Whenever information is manually entered 
into the· database; 

a. It m ust be for legitimate law enforcement purposes. 

b. It is the responsibility of the person entering the information to 
remove the information once it no longer serves a legitimate law 
enforcement purpose. 

7. Searches of historical A.L.P.R. data within the A.L.P.R. system database 
shall be conducted in accordance with established departmental policies 
and procedures. 

D A.L.P.R. Data Sharing and Dissemination 

Both active A.L.P.R. data and historical A.L.P.R. data should be considered "for 
official use only" and can be shared for legitimate law enforcement purposes: 

S.O.P.- OPS 012 
Automated License Plate Recognition 
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1 .  When A.L.P.R. data is disseminated outside the Department, it should be 
documented in a secondary dissemination log. 

2 .  Information sharing among agencies should be dictated in accordance 
with M.O.U.s or established Departmental policies. 

E. Maintenance 

Reference(s): 

1 .  ALP .R. operators shall not attempt to modify the A.L.P .R. system 
equipment or software 

2. A vehicle equipped with an A.L.P.R. system shall not be driven into any 
automatic car wash 

3. A.L.P.R. camera lenses may be cleaned in accordance with the 
manufacturers' recommendations 

4. A.L.P.R. operators shall notify a supervisor and the A.L.P.R. 
Administrators via official channels of any A.L.P.R. equipment needing 
maintenance of repair. 

I.A.C.P. Model Policy - License Plate Readers 
M.S.P. Model Policy - License Plate Recognition Program 

Supersedes: Legal Review and Approval: 05/20/201 1 

Distribution Date: 07/27/201 1  Distribution Type: A Chief of Police:� d. A-� 

S.O.P.- OPS 012 
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TOWSON UNIVERSITY POLICE 
i.>:EPARTMENT 

Date: February 14, 2023 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and Legislative 
Policy Committee 

FROM: David Engel, Director, Maryland Coordination and Analysis Center 

SUBJECT: License Plate Reader (LPR) Program required informatron per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger ,.... Chair 
The Honorable David Moon --Vice"Chair 
House Office Building,  Room 1 01 
6 Bladen Street, Annapolis, MD'.21401 

Maryland Senate Judicial Proceeding$ Committee: 
The 'Honorable William C. Smith - Chair 
The Honorable Jeffery D. Waldstreiicher - Vice;.Chair 
Miller Senate Office Building; 2. East Wing 
1 1  Bladen Street, Annapolis, MD -21401 ., 1991 

Maryland Legislative Poli<;y c·ommittee: 
The Honorable BIii Ferguson� Co°Chair 
The Honorable Adrienne A. Jones:. Co-Chair 
c/o D,epartment of Legislative Services 
Legislative Services B'uilding,_ Room 2008, 90 State Circle, Ann�polis, MD 21401 

Honorc1ble Chc;1irmen and ChairWomc1n, 

In apcordance Wi.th § 2-1246 of the_ Sta.te Government Article, the Mc1ryland ,Cqordination and Analysi� .Cen't�r 
(MQAC.) is feporting· the following informati_on regc)r<;iing capt1.,1re9 License Plate Reader (LPR) data for �022: 

1 



1 .  The tota,.I numb�r of a_utomatic license plate reader units being operated i n  the state by law 
enforcement agencies and submittin� data to the center: 

• The Towson University Police Department operates a total of ten ( 10) individual cameras located 
at six (6) fixed sites throughout the campus. 

·· 

• All units operated by the Towson University Police Department submit data to the Maryland · 
Coordination and Analysis Center. 

2. The number of automatic license plate reader readings made by a law enforcement agency that 
maintains an automatic license plate reader database and the number of readings submitted to 
the center: 

• In 2022, the.Towson University Polic� Department obtained a total of 1 ,6,30,991 licehse plate 
rea�ings. Bqr�fn,g any ·te.c�nolqgica! issLJes, every re.ading is submftted to the Ma_ryiand 
Co9rdt(latic;m and Analy�ls Cent�r. 

3. The nulT!ber of automatic lic.�rise plate reac:jer readjngs b�ing re�ain�d on the aut9matic li�ens� 
plate r�aqer ·data bas�: 

ii The Towson Un.lversity· Police Departtneht submits all plate readings to the Marylc;1nd 
Coor<;lination and An_a.lys1s Genter an.d only maintains the pas_t tweoty--four (24) hours of readings 
.on its l,ocal Hcen�e ·pla.,te reader datab,ase (barrin�: any technological issu.e.s). The number of 
l"'�c!.dings . in the database yarie_s from day to day due to fluctuatfrig .traffi.c patterns. 

• No license plate readings from the calendar year" of 2022 are currently beirig retained in the 
Towson Udh,ersity Police license plate reader database. 

4. The number of r�quests made to the Tows.on University Police Department: 

• The Towson University Police Department does not accept requests from outside law 
enforcement ag,encies for automatic plate reader data. 

5. The number of re.q_uests that resulted in a release of information: 

• Z:ero (0) ,...., there were n.o requests made from �mother agency to accl;:!ss the Tow,son University 
Police Databa.se. 

6. The number of out of �t�te req1.1ests: 

• Zero (0) - Thete w�re no requests made from an out of state pgeh¢y t.9 c1cc�$s th1;3 To-.vson 
University PoH9.� Datal;>ase. 

7. Th� n1,11111Jer Of federal. reque,$t1S: 

ii Zeto (0) - There were ho requests made from a federal agency to access the Towson Uhiversity 
Police Database. 
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8. The number of out of state requests that resulted in a release of information: 

• Zero (0) - There were no requests made from an out of state agency to access the Towson 
University Police Database that resu lted in a release of information. 

9. The number of federal requests that res.ulted in a rele.ase of information: 

• Zero (0) - There were no requests made from a federal agency to access the ToW�on University 
Poi ice Database that resuited in a release of information . 

• I • ' � • • • • ' . ., .- • 

10. Any datc1 breaches or unau\ho.rized uses of the a\ltOmiltic l icens.e pb1te r�ader database: 

• There were no Knciwh data preaches or unauthoriz.ed use of the a.utomatic license plate reader 
database. 

11 . A list Qf aud.its that were com� let�� by the eent�r or a law enforc.em�nt agency: 

• Th$ Towson University Police Department conducts a yearly audit of the licerse plate reader 
database and currently maintains audits for calendar years 201 5, 20161 201 7; 201 Bi ·2019, 2020, 
202 1 ,  ahd 2022. 

• Members of the Towson Universfty Police Depan:me·nt1 for investigative or administrative tasks·, 
queried the Towson University Police license plate reader database 23 times ·in calendar year 
2022. Because this number is 6elow the threshold of a fatal of fifty (50) queries-, all 23 were 
selected for audit as a specified minimum. The audit ffndihgs are attached to this letter. 

12. The Department ofState Police and any law enforcement agency using an automatic license plate · 
reader system shall adopt procedures relating to the operation and use of the system. The 
j:)ro.cedures shall include: 

· · 

i; Which personnel in  the Center or a law enf�rcement agency are authorized to . 
query captured plate data gathered by an automatic license plate reader system: 

1 .  Towson University Police General Dir.eetive 2.442.04 states: 
a. ''.Investigations unit :offlcers ·and officers assigned to supervise the 

Communications unit are the only employees who-are allowed to: 
i. Run investigative queries on locally coliected·, active LPR data; 

and 
ii. Manage (ei,g.; 1:!Pload, modify,, or remove) lo9�J listirigs;, 

b. Currently there arE:! 3 u�ers authorized fo query the dafabase 
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i�e�y: 
't:!/'-?-. 

RQ�s 

i .  An audit process to ensure that informatiori obtained through the use of an 
aµtomatic license plate reader system is used only for legitimate law enforcement 
purposes, including audits of requests made by individual law enforcement 
agencies or an individual law enforcement officer: 

1 .  The Towson University Police Department's Administrative and Technical 
Services Bureau is responsible for conducting and/or reviewing audits to ensure 
compliance with rules and regu lations pertaining to the legitimate use of LPR 
data. The Towson University Police Departmerit received the model policy from 
the Maryland Coordination and Analysis Center. 

i i. Procedures and safeguards to ensure. that Center staff with access to· the 
auto.matic license plate reader database ar.e adequately. screened and trained. The 
Towson University Police Department procedures and safeguards consist of the 
follQ:wing training .and standards: 

1. . Use of the Towson University Police LPR system is restricted to certain 
personnel and users are required to log onto the LPR software via issued 
departmental credentials (Active Directory method). Activlty within the "ELSAG" 
Enterprise Operations Center (EOC) is logged. Acces.s and scope ofaccess is 
regulated by the department's LPR Admiriisfrator and 'is based on job position, 
job duties, or assignment- Only properly trained individuals are permitted· to 
conduct queries on the Towson University Police license plate reader database. 
In addition, the following policies and procedures exist in the Towson University 

· Police Mahi.fa! of General Dir,ectives: 
a. '2.442 License Plate Recognition Program 
b. Comm 09.02 License Plate Recognition System 
c. PS 02.14 Local LPR Listings 

p . al Projects Sergeant 
T0Ws_oi1 Univetsity Police 

Date: ;2 / /) / ;)_p� 
Date: -ip-4:'/�.,:1.,2 3· 

,, ____ ________,;_,_ __ 
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Goal 

1 

2 

3 

4 

5 

� 

7 

8 

9 

-
Ag�ncy. 

. _ . _ 

CorriRleted By: 

RevieWed By: 

- - : 

Question 

Have procedures been adopted related to 
the operation and use of the LPR System? 

(Cite policy number) 

Are st�ff with access to Automatic License 
Plate Reader database adequately screen 

and trained in the proper use of the system 
and au the privacy policies related to 

ther.eto? 

Does the agency maintain training records 
for each user? 

Is the training curriculum maintained? 

Are the training records reviewed for 
relevance and effectiveness? 

Does the agency accept law enforcement 
request for license plafe captured data 

. . . .  

collected by and LP� system? 

If historical data is .accessed, does 'the 
a(:Jency t,ave an audit trail? 

Is the c1udit traU maJntah;ied for at least 3 
years?' 

Hay� auait procedµ:res been adopted to 
ensure that irifo.rma_tioli obt1:1ined through 
the µse of an LPR system i$ us'.ed only for 

legitimat� law enfoi'��m¢nt plirposes? 

Towson University Police Department 

jqh11 _RQSS 

�/2 -✓ . ���-� 
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. 
Answer 

(Yes or No) 
Comments 

2.442 License Plate Recognition 
Program 

YES 
Comm. 09.02 License Plate 

Recognition System 

PS 02. 14 Local LPR Listings 
All agency personnel wh·o have 

access have undergone background 
checks and advised of privacy and 

YES confidentiality requirements. 

Yes, via BlackBoarci 
YES 

Professionill Stanqa:rds Unit 
YES 

Professional Standards Unit 
YES 

The agency does not accept 
requests from outside -LE agencies. 

NO Outside LE agencies are referred to 
MCAC. for data. 

Data kept only for 24 hour period 
YES before being.sent to MCAC and 

cleared. Any queries during tb.at 
time require purpose infonnation 
through the Enterprise Operation 

Center. 
201 5, 2016i 2017, 20 1 8! 

YES 2019_; 202 1, and current2022 
Enterprise O..p�rajipii Center 

require11 purpose information for 
YES each qu�zy. The Tpwson 

University I'o1ice Coiriinunicatioii� 
Unit is ta�ked with en$,uritig the 
bfooer i:is¢ oftb� LPR svsteiri 

Si:o� of 
01/01/2022 - 12/Jl/2022 

�pdtt; ' -
p Date 

c_:omstle$8� 
Fe�ruary 14, 202:3 

Date .-i/1/,¢t?pl _J" epmplet! .. <.1= 



Audit Record 
Number 

·-, 
l 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

io 

21 

22 

Scop_e of Audit 

Prepared By; 

Date Prepared: 

Question # 2 Is the date 
I I Question # 1 Agency Case I and time ofrequest 

# documented? 

YES YES 

YES YES 

YES YES 

YES YES 

YES YES 

YES YES 

YES YES 

YES YES 

YES YES 

YES YES 

YES YES 

NO TRAINING YES 

YES YES 

YES YES 

YES YES 

YES YES 

YES YES 

YES YES 

NO TRAINING YES 

NO TRAINING YES 

YES YES 

YES YES 

01101/2022- 12/31/20.22 

2/14/2023 

Question # 3 Is the 

I 

purpose of the request 
documented? 

YES 

YES 

YES I 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

Yl:S 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

YES 

Results: Findings 
shall be listed as: 

Question # 4 Does the Question # 5 Has the Accurate, 
request include the request been validated Inaccurate, Unable 

identity of the agency through the requesters to locate or 
requesting the query? agency? Incomplete 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE . 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

' YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES 
' 

YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

YES YES ACCURATE 

Reviewed By: 

Date Reviewed: 

Si�nature 



U N I V E R S I T Y  O F  

MARYLAND 
DEPARTMENT OF PUBLIC SAFETY 

Internationally Accredited 

February 141 2023 

Public Safety Headquarters 
College Park, Maryland 20742-601 1  
301 .405.3555 TEL 30 1 .31 4.9549 FAX 
www.umdps.umd.edu 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and Legislative 
Policy Ce>mmittee 

FROM: Chief David B. Mitchell, University of Maryland College Park Police Department 

SUBJECT: License Plate Reader (LPR) Program required information per Public. Safety 
Article § 3- 509 

Marylc1nd House �udaciary Committee: 
·The Honorable Luke H .  Clippinger - Chair 
The Honorable David Moon - Vic�-Chair 
Hquse Office Building, Room 1 01 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
The Honorable William C. Smith - Chair 
The Honoraple Jeffery D. Waldstreicher - Vice-,-Chair 
MiHer Senate Office Build ing, 2 East Wing 
1 1  Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Bill Ferguson- Co-Chair 
The Honorable Adrienne A. Jones-' Co-Chair 
c/o Department of Legislative Services 
Legislative Services Build ing, Room 2008, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen and Chairwomc:1n, 
� 

In accordance with § 2-1 246 of the State Government A.rticle, tt:ie Maryland Coordination and Analysis 
Center (MCAC) is reporting the following information regarding captured License Plate Reader (LPR) 
data for" 2022: 

1 .  The total number of automatic license plate reader units being oper�ted in the state by 
law enforcement agencies and submitting delta to the c�nter: The University of Maryland 
College Park Police Department llas eight (8) fixed alito.matic license plate readers 
located at six (6) entrances to Campus, ahd two automatic license plate readers mounted 
to a si11gle vehicle that is ilon-reco�ding.. 

2. The number of automatic license plate reader readings m;:1<fe by a law .enforcement 
agency that maintains an automatic license plate reader database and the nuinber of 
readings subn1itted t� the center: In 2022, the University of Maryland College Park Police 
Department had 8,749�228 automatic license pla� re�ds. Reads were submitted to the 
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Maryland Coordination and Analysis Center. Due to an IT issue, UMPD did not send any 
license plate reads to MCAC between early A�gust- late September 2022. 

3. The number of automatic license plate reader readings being retained on the automatic 
lic�nse plate reader database: The University of Maryland College Park Police 
Department retains a temporary automatic license plate reader database. Individual 
license plate information is stored for a period of ninety (90) days after initial read. After 
that time, the data is automatically purged from the server. The University of Maryland 
Police Department does not maintain a permanent database of automatic license plate 
reads. 

4. The number of requests made to the agency: 499 

5, Tile nuhlber of requests that resulted in a release of information: 123 

6. The nu.mber of �µt of state requests: 0 

7. The number of fecteral requests: O 

8. The number of out of state requests th�t .resulted in a release of i.-.forination: 0 

9. The number of federal requests that res1.,1lted in a r�lease of information: 0 

10. Any data breaches or unauthorized uses of the automatic iicense plate reader database: 
No · . 

1 1. A list of audits that were com_pleted by the. center or a law enforcement agency: A 
random selection of at least 1 %  of all relevant requests (432"' 0.01 = 5� Minimum required 
per MCAC Model Audit Policy is 50) A random selection of fifty (50) records were audit�d. 

12. The Department of State Police and any law enforcement agency using an a11tomatic 
license plate reader system shall adopt proc�dures relating to the operation and use of 
the system. The prc;u:;edures shall include: 

i. V\/hi_ch personnel in the Center or a law enforcement agency are authorized to query 
captured plate data gathered by an automatic license plate reader system: The 
Ur1iversity of Maryland CoUege Park Police Department restricts access to its 
automatic license plate reader system based on assignment Nin'eteen (19) University 
of Maryland Police Department employees are authorized to query the database. 

ii. An audit process to ensure that information obtainecl through the us� of an 
aut9matic license plate. reader system is used only for legitimate law enfi>rcemerit 
purposes, including audits of requests made by individual law enforcement agencies 
or an in�ividual l�w enforcen:re-JJt 9fficer: Procedures and safeguards to ensure that 
department staff with access to ·the automatic l icense plate reader database .are 
adequately screened and trained. The Uruiversity of Maryland College Park Police 
Dep�rtmentalso conducts a� interna.1 audit process as required by �e state legislator 



using policy developed and implemented by Maryland Coordination and Analysis 
Center. See question #11 .  Supporting docu.mentation attached. 

All members of the Security Operations Center (SOC) Video Review Team re�eive 
training in the use of the Automatic License Plate Reader Enterprise Operations 
Center Software as part of their training in becoming part of the Review Team. Full
time SOC employees undergo a complete background investigation during their initial 
hire as required by NCIC. All SOC employees complete an Information Technology 
Security Awareness Co1:1rse as required by NCIC as part of their tra,nirig. 

SYlorn employees receive training on the Automatic License Plate Reader Enterprise 
Operations Center Software as part of the.ir assignment. All sworn employees undergo 
a complete background investigation as part of their initial hire as Law Enforcement 
Officers� Sworn employees complete an l11formation Technoiogy Sec11rity Awareness 
Course as required by NCIC as part of their training. 

Ai"I IT and service technicians undergo a complete background investigation as part of 
their initial hire. Information Technology Security Awareness Course as required by 
NCIC as part of their training • . 

�-
David B. Mitchell 
Chief of Police/Direction of Public Safety 
University of Maryland College Park Police 
Department 
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-
Goal Question 

Have procedures been adopted related 
1 to the operation and use of the LPR 

System? (Cite policy number) 

Are staff with access to Automatic 
L icense Plate Reader database 

2 adeqLJately screen and train�d i.n the 
proper use of the system arid all the 
privacy policies related to thereto? 
Does the agency maintain training 3 recor�s for each 1,1s�r? 

4 Is the training curriculum maintained?' 
' 

Are the training records reviewed for 5· relevan_ce and effectiveness? 

Does the agency accept law 
6 enforcement request for license plate 

captured data collected by and LPR 
system? 

If h istorical data is·accessed, does the 7 a�ency have ·an audit trail? 

8 Is the audit trail maintained for at least 
3 years? 

Have audit procedures been adopted to 
ensure that information OQtained 

9 through the use of an LPR system is 
used only for legitimate law -

enforcement purp·oses? - -
University of Maryland College Park 

Agency: Police Department 

Completed By: Lieutenant Joseph L illy #26(; 

Reviewed By: Major Michael Leadbeter #352 
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Answer 

Yes 

Yes 

Yes 

Y�s 

Yes 

Yes 

Yes 

Yes 

Yes 

-
Scope of 

Audit: 
I• , '.  Date 

Comnleted: .., 
Date 

Compl��= 

. •. 

Comments 

MCAC Model Policy for 
LPR 

Clearances/Employment 
Screening and Onboardin!;J 

Process 

Paper records 

Yearly 

50 records from 2022 
requests 

02/14/2023 

02/1 6/2023 



Results: Findings 
shall be listed as: 

Question # 4 Docs the Question # 5 Has the Accurate, 
Question # i Is the date Question # 3 Is the request include the request been validated Inaccurate, Unable 

Audit Record Question·# 1 Agency Case and time of request purpose of the request identity of the agency through the requesters to locate or 
Number # documc"ted? ·documented? requesting .the query? agency? Incomplete 

I y y y y y Accurate 

2 V y y V y Accurate 

3 V y y y y Accurate 

4 y y y y y Accurate 

s y y y y y Accurate 

6 y y y V y Accurate 
., 

y y y y y Accurate - ·-
8 y y y y y Accurate 

9 y y y y y Accurate 

10 y y y y y Accurate 

1 1  y y y y y Accurate 

1 2  y y y y y Accurate 

13  y y y y y Accurate 

14 y y y y y Accurate 

I S  y y y y y Accurate 

16 y y y y y Accurate 

1 7  y y y y y Accurate 

18 y y y y V Accurate 

19 y y y y y Accurate 

20 y y y y y Accurate 

21 y y y y y Accurate 

22 y y V y y Accurate 

23 y y y y y Accurate 

24 V y y y y Accurate 



25 y y y y y Accurate 

26 y y Y. y y Accurate 

27 y y y y y Accurate 

28 Y· y y y y Accurate 

29 y y y y y Accurate 

30 y y y y y Accurate 

3 1  y y · ·y y y Accurate 

32 y· y y y y Accurate 

33  y y y y y Accurate 

34 y y y y V Accurate 

35  V y V y y Accurate 

36 y y V V V Accurate 

"37 V y y y V Accurate 

38 y y y y V Accurate 

39 y · y y y y Accurate 

·40 y y y y y Accurate 

4 1  y y y Y· y Accurate 

42 y y y y y Accurate 

43 y y y V y Accurate 

44 y y y y y Accurate 

45 y y y y V Accurate 

46 V y y y y Accurate 

47 y y y y y Accurate 

48 y y y y y Accurate 

49 y y y y y, Accurate 

50 y y y y y Accurate 

Submitting Agency: Jniveristy of Maryland College Park Police Dcpartme� Reviewing Agency: veristy of MnrvhlncJ College Park Police Dco:1rtn 



Scope of Audit 50 re.cords from .201,l Reviewed By: · 
Prepared :By: Lieutenant Joseph Lilly•'#266 Date Reviewed: 

Date Prepared: 2/14/2023' Signature 
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