
MCAC I MARYLAND COORDINATION AND ANALYSIS CENTER 

7125 Ambassador Road, Suite 130 • Baltimore, Maryland 21244 

February 22, 2019 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee and Legislative 
Policy Committee . 

FROM: o_avid Engel, Direct~land Coordination and Analysis Center 

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety 
Article § 3- 509 

Maryland House Judiciary Committee: 
The Honorable Luke H. Clippinger - Chair 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryla,!ld Senate Judicial Proceedings Committee: 
The Honorable Robert A Zirkin - Chair 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
The Honorable Thomas V. Mike Miller Jr. - Co-Chair 
The Honorable Michael E. Busch - Co-Chair 
c/o Department of Legislative Services 
Legislative Services Building, Room 2008, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen, 

In accordance with§ 2-1246 of the State Government Article, the Maryland Coordination and Analysis 
Center (MCAC) is reporting the following information regarding captured License Plate Reader (LPR) 
data for 2018: 

· 1. The total number of automatic license plate reader units being operated in the state by 
law enforcement agencies and the number of units submitting data to the center: In 2018, 
420 License Plate Reader Systems reported captured data to the MCAC Statewide 
Network, 339 of the systems were mobile and 81 of were at fixed sites. 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of 
readings submitted to the center: 14 Law Enforcement Agencies are known to operate 
their own License Plate Reader storage server. Agencies with their own server are 
submitting individual audit reports. 



The below chart reflects data received by MCAC from allied agencies in 2018. 

50,907,389 48,014,214 2,893,175 
23,886 915 3,460,663 20,426,252 
17,367,521 5,886,595 11,480,926 
2,440,981 NIA 2,440,981 

Howard Count PD 2,134,862 NIA 2, 134,862· 
1,145,437 9,756 1,135,681 

74,899,090. 46,418,240 28,480,850 

206,900,888 205,766,813 1,134,075 

15,156,957 15,156,957 N/A 

43,085,175 36,163,223 6,921,952 
3,676,764 3,676,764 NIA 
8,765,641 8,765,641 N/A 

Totals 450,367,620 373,318,866 77,048,754 

* Established their own server in 2018, reported data is agency total from the entire period. 
**Reconnected to MCAC during the reporting period. 
***Towson University's Mobile unit is connected directly to MCAC server. 

3. The number of automatic license plate reader readings being retained on the automatic 
license plate reader database: 450,367,620 

4. The number of requests made to the MCAC: 3,476 

5. The number of requests that resulted in a release of information: 2,179 

6. The number of out of state requests: 294 

7. The number of federal requests: 589 

8. The number of out of state requests that resulted in a release of information: 155 

9. The number of federal requests that resulted in a release of information: 409 

10. Any data breaches or unauthorized uses of the automatic license plate reader database: 
No 

11. A list of audits that were completed by the center or a law enforcement agency:· A 
random selection of at least 1% of all queries (8,964 * 0.01 = 101 minimum records to 

· audit) was conducted. At least 9 records from each month were randomly selected (123 
records were audited). 
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12. The Department of State Police and any law enforcement agency using an automatic 
license plate reader system shall adopt procedures relating to the operation and use of 
the system. The procedur~s shall include: 

i. Which personnel in the Center or a law enforcement agency are authorized to query 
captured plate data gathered by an automatic license plate reader system: Thirty-one 
(31) Maryland Coordination and Analysis Center employees are authorized to query 
the database. 

ii. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used only for legitimate law enforc~ment 
purposes, including audits of requests made by individual law enforcement agencies 
or an individual law enforcement officer: .The Maryland Coordination and Analysis 
Center developed and implemented a Model Audit Policy in August 2015. The policy 
was disseminated to all Maryland law enforcement agencies on October 1, 2015. The 
audit process is explained above in question #11. See attached supporting 
documentation. 

Procedures and safeguards to ensure that Center staff with access to the automatic 
license plate reader database are adequately screened and trained. The MCAC 
procedures and safeguards consist of the following trammg and standar s: 

a. 28 CFR Part 23 - Collection and Exchange of Intelligence Records. 
b. Maryland Coordination and Analysis Center License Plate Reader Standard 

Operating Procedures. 
c. 8 Hour License Plate Reader Practicum training approved through the 

Maryland Police Training and Standards Commission. · 
d. All Maryland Coordination and Analysis Center personnel have a background 

clearance completed by the Department of Homeland Security and/or FBI. 

~ 
Director . 
Maryland Coordination and Analysis Center 

______________ 3 ______ 1111111!111 ______ _ 



Audit Questions (Step 1) 

Goal Question Answer Comments 

Have procedures been adopted related 
@No 

MCAC Model Policy for LPR 
1 to the operation and use of the LPR 

adopted by AT AC 
System? (Cite policy number) 

Are staff with access to Automatic 
License Plate Reader database Clearances/ Employment 

2 adequately screen and trained in the @tNo Screening and Onboarding 
proper use of the system and all the Process 
privacy policies related to thereto? 

3 
Does the agency maintain training 

e N~ 
Paper records for MSP Users records for each user? 

MPTSC Certified Operator 

4 Is the training curriculum maintained? ®1No 
and Train the Trainer. LPR 
Operator expires 9/19 and 

LPR Train the Trainer 6/21. 

5 
Are the training records reviewed for 

~ o Yearly and following training. relevance and effectiveness? 

' 
Does the agency accept law 

6 
enfo~cement request for license plate. @tNo \ RFS Process 
captured data collected by and LPR 

system? 

7 
If historical data is accessed, does the 

@tNo agency have an audit trail? 

8 
Is the audit trail maintained for at least 

~No 3 years? · 
Have audit procedures been adopted to 

ensure that information obtained 
(!?No 9 through the use of an LPR system is 

used only for legitimate law 
enforcement purposes? 

~J:J;r;JfJf.: 
Maryland Coordination and Analysis SGOP..@ i 123 records from 2018 
Center '/ ~ di_l: queries 

~ D/Sgt Keith Johnson # 5231 "6 Date 
2/4/2019 

Comq_leted: ~, 
~ 

Reviewed , Captain Ron Smith, Montgomery Date 
2/21/2019 

"' -
BY.~ County Police Department Completed: 
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• Maryland Coordination and Analy;sis Center 

Record I Audit Record Number 
- 'Record 1 f6853f64sa3a3-4596-b620-7d307eae0ba 

Re.ooi.:d 2 ,6a66498c-d5dO~a33445e-b9fa365cae 

Record 3 I 7lae904c-ffld-43e:l-985f-9c4855f61881 

Recoi.d 4· I c1506127-8726-4ef7...:b8d3-ldf6a:dcbadl4 

Recor;_d 5 I 922dfe4d-Od52-4bb8-a74d..:90f81tlb8e7bb 

Record 6 11 d 1 b0a;l 6-cdfJ.-4·oc&~&"6j9-8!1 b.9.c91265b9 

Record 7 I flb5e'.7#8;>a4-424$.-bd(J.4--3'el664e7ff41 

Recor,q'_L___lla92,bb93-44r;J·a-48'a4,.a3.g.d-d533'a08(J 1 '8,1 

Record 9 l dc6fe.1 el-4aOfAef8...:93'95 .. 17f08Dcbad3b 

Record 10 I cb2fb21e-c5cl-46lc-9b6a-692dc7069lsb 

Record 11 I 1804d.5a8-ld8e-4c27-99dl-a3ece8c440pd 

Record..12 I 3al55al9-43.fc-428a-8866-64d0c9calfda 

Record 13 I 694427a9-ea97-4ada-83e7-c6831.a374576 

Record 14 I 9b062all-tlaf5-40do-833a-697ea059hfc6 

Reford 1-S I 8e75lf91-'f925-4a6e.:M2e..,30beeBdlfe0b 

Record 16 l10de7bc7b-744d-423 3-aa0J.-423 64123 9c05 

Record 17 l230a3436-fec4-47c4-b930c2a84361129bld 

Rec.ord 18 I 4dd72864-4c33-4272-bf92.:237449dfc0a4 

Record 19 I Scl 7e2ed-lbd0-468d-93df-f56683df727a 

Questloll # 1 Is 
A1e,ncy-C11se·# 

RepottecllRecordedl 

2018 Audit.Record 

Initial lits 1 



• Maryland Coordination and. Analysis Ceuter 

Record Audit Record Number 

Record 20 1·6:ceSc7a0-4dcl-4ddO-b80e-~9(!)aaffdfop.e 

Record 21 lf86c4ac7-da:f2-471a~bdl5~be22bd2a8da7 

Reco.r.d22 I 3af83 72c-1 b56-4650c.876c-J81 bd6151722 

Record 23 -108b616.ed-b0ba-4-525:-b37.a-ef23-86e-7-84$8 · 

Record:24 l,S61c8b63-e945-4.0d8-9443-3.1.343dbG4dtl 

Record 25 lb8585dde-la27-43d2-94d5-020072cf97e3 

Record 26 l:6_19dqlc0-fi48041.S.ba.ba92-.0,2b229910348 

Record .27 I 27a3 6782-f94c-409c-8a:62-fb lr9f7 leeltb 

Record -28 l•ca10Qc2·6-324c-41~9-a 141-4df13bad735c 

.I Reco:r.d. .29 I 948aa565-17%-4d~Q.:'8957-cielfb57192'1 b 

Record 30 I bff42-8eb-a3fl-40a'l!-'9dab-44018f6be7?0 

,, Record 31 lfa7d56d'e-ba92-alc9~ l8~2ael~091 

Reco-t_d 32 I c73 7 6f4 l -f6b4-40e3-b4ba-e5 8B486b9.6~3 

Reeord 33 l2bc977d7-6-868-4763-a305-bbaac2.aaJ.bb 

Reco1d. 34 I 7a9137be-9615-4flc-bec2-8e33782715f6 

R:epor.d 35 I ef3b39ae-edfc-4d80-ad78~aEJ,99096cb978 

Re.cord 36 I 3flc9 l 4e-:IB22-4060~b9f5-a9c37bd64d3c 

.Record 37 I 85347495;.e7eeA757.:b20c-Oaf86cd232d5 

Record 38 lc0d3532c-e442"44fo-10la-c3667b5fd141 

Questi99 # 1 Is 
Agency Case # 

'Reported/Ricorded 

Questi_on #:2 Is 
the date•and 

time,of. request 
documented? 

Question# 3 Is 
the purpose of 

the request 
documented? 

2018 Au~it Record 

• 
. . 

i i 
' 

Initial ft (ls 2 
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' 
Maryland Coordination and Analysis. Center 

Recor-d Audit Record Number 
Record 39 lc480ac87-5734-43df-b2fd~845279976ec6 

Record 40 l,03flf36a-f32e-4547-bb8 l .:c050ca37d6a7 

Record 1 f l'9dOea9cO~bcl3 l-494e-9l83-120f9454819d 

QJ!eStJ.Q.-. '# 1 Is 
Agi,,ncy· Case # 

Reported/Recorded 

20.1,8 .Audit .Record 

a _ u · 

Record-42 .c4571ec7-5ae7-49fa-a366-cl8bal8e5el5 _ . _ -
• . , ,,. ~ ... J _. • ... , lll ~ 11. ll ~ •. J • o /. A ""· J\ 

RecordA3 223f5391~54f2-4328-98Ga~921 a3ee42el 4 . 

Record 44 • l,Odd09aaf-d6 la-4eae-a8a:d-7·c'de71dBa7:f9 

Record 45'-J 646e20c8-6b6b-413 7.:.bb7-d,Oede63343 l 6 

Record 46. I 5.f178322~:f3fb-4'7,86-:ad6t-5'd30,0130f8de 

Record 4 7 I fWee2c7-6.ae2-4421-b-:b2c.f-Sffd16b7.2 l ba 
·, 

Record· 48 I ea4776,12-bdb8-4f08-a9c9.-de7oe.e87 c03e 

Record:49 I 2c427679-5 l bb-4b2c-8154-ceb8.385ed83.8 

Record _50 l67ac0b57-ce5b-4acd-b49c-37c2bp47c9ab 

Record 51 1:951se8"11-5980-4371.:874c-40ec4bc5632a 

Record 52 I 988c89f4-00a5-4802-b89e-9ef60b5bb9a5 

Record 53 j•'.7fcee928~9e48-452f-ad1e-97464dde10lb 

'Re~rd 54 lf3246486-42e0-4e3c-b917-ae'.?,Ob0.ab56a3 

Record 55 I 294f8d5a-0.e:8:l-4427-9a34-2083cl 5d83eq 

RJJpord 56 I b2f358cf-b.fl0-45bd-8.6ce-.8eb2aa0ef74c 

Record 57 l4518112f-5f36-40ce-aeoc~bd42f1480859 

Initial ;?gs 3 



2.018 Audit Re.cord 

•
·---

-

l I 
. 

Maryland ·CoordinaUon and Analysis Center 
-=--- -~ 

Record Audit Re.coi:d Number 
Record 58 I 023338ed-493d-403f-b23f-3aab50a37a80 

Record 59 I 17dl d727-6934-417d-b3bc-4 ld5c39dd34f 

Reco~d:~m -I l6dQ8l2a-d@4-43l;f.:.83'30:-5b4o8c03'75f 

Record 61. l:-9d8139ba,-f65d-4B3:8-85da-1lce8.dfc60f8 

Recorci62--- l 98-rJ774-4692-45bb~afd0-43c66e00abda 

Record, 63 I 12felcl3-73e8-460b~b6a2--020b68fcdb44 

RecOFe -64 I fl232abZ-73d1-4-89'f-83'7c-l 4f98eac0e30 

Record 65 lbd4f4fBO-eda6c47ca-9e46-b84bb0eab59.1 

Record 66 I 28066ccb-2c4b-4370-af4d-c43'b la5.de6bb 

Record,.67 ll'512d6a9-90a9-4c'3·8-B7-6_b-5:f2'8M-5a7744 

P.~c~r~ ''1! · j 9ef5f64b-b394-4fce:bdbf-lf6072b 18dc0 

Record-69 I I069bJ98-352e-4726-83:f2~2092bd3f8536 

Record 70 l-8ad47fe2-cat8-43fd-95ce-6406e4ddf909 

Record 71 I fda49816-lc8f-445'5-baa?-30:0aldda9417 

.Record 72 I 04c99a05-a5bc-484c-97cd-2c091984ac4b 

Record 73 I 73'6ead47-6f62-4881-b4cd-f5.bc479a0b6b ., 

Re.cord 74 lb23ch5.a9-a80a-4678-9d5e-308c57be4b40 

Record 75 I 4aa3b la'8-424.8-4eb.d-hdfa-f2O24b5fc60a 

Record 76 I aLf943 l3-08df-4472-8a2f-3970b70b285f 

Initial /Ir 4 



2018 Audit Record 

•
-

. 

. .Maryland C;oordination and Analysis Center 

Record I Audit Record ·Number 

Record 77 I 86'80c1~·o-d5ab-46"17-8c29~1aa47690f760 

Record. 18 ! 6954.7.e5f-94c,9.-4501-cac~-46d3acac6c7 5 
~-- ·-- - - --

Record:J9 l•dfa73932-02f4-4le5"962_0.:so8e58ad56d9 

Reco~iil' 80 I ~bfl:,_ib__-d2fb-4€lt7!S-ae"G:e,.,db'68d48:@3'6 

· ,Record;.81· I 6c3913bl-9247Al1d-9l8d-5fofaa07al51 

· ' Record 82 lb.5b.8·8·92f-9a'3'1--42eo-a-c>87~.33$504f64db0 
, 

Record 83 I l bT.1.59.65-0:8cea-42~-a:5h441Ba714,9'74312 

Record 84 I 1680-$ ce-14e0-4a94-.bOe2~fJlW.845..27fe8 

Record 85 I ea74dB8-9.518-4eaa-b1b4-682lb4d473d2 

Record 86 I 35736918-b ld2-4fe0-bd89.-deac3756aa2c 

Record 87 I 4b8287ec-l 147-42:ab-<b572-'-648b034lff64 

Req<l)rd. 88 I d87fc62c,24d0-42e4-90le~d399e3fe5160 

Rec·Ol'l;l, 89 ·I 838599fb-a67f-4065-9:f98-f76be6046463 

Rec.0rd 90 I 9lfc3b88-3c38-4309-9b59~0386b7e63462 

Record 91 I 362b0dd2·-9ac5-47f0-b8bl-f77c5a:f925e5 

Record 92 I d527a75a~0204-4a76-84e8-f2afd5da5343 

Record 93 I 8f70c:fdb-208°3-47a9-;iclQ-7 dl8258ba6fc 

Record 94 I cc3764bd-60c6-42:f2·92fl-0467685af895 

Record 95 I a9f58238-3025-48ca-a67a-605fb5a6c80f 

,Initial ,~s 5 



201i8 Audit Record . 

• 
, . 

, 
Maryland Coordination and An.alysis C:enter 

Record .Audit Recor.di-Number 
Record 96 I cfebld23-00e-4c2&-8a3f-al2278a6db27' 

Record 97 lbe75,2f25~bc7b-4dbe-:\)¢81-2_a2,5db3db6a4 

Record 98 l-8~J;80-3.9G"f-4bQ3.,.9,a~-e~fc32b].fd65 _ . • 
-I 11. 4 " • r A A ,1 , • A ,• .- '1 "' 

Record•99 ·!6,edbl c8-7 lcffi:4d6,c-1l0'._n-43b4,dl63.30&7 

.-1 Record--1-00 lf>4~lo1i,5a-~,8'8a:4974-990$-c"90~a8.=7'8ec-72 . 

Record :_l.Dl: l:350:i,9Th6-1 cea-4.c6e-~c1-d-cfd801iZ'e9.86 

Record 102 I Oe-'70.f!i97-6.lf7a-4_e06-'9'Gc9-f.o'.72cl3eo.06d$ 

Record 103 I 98b40fe5a2lfc.:A974-be0fc'353c6574d69c 

Record l,'0411:fil"l 05.b 1 ~8c_dCi>-4524-9.c9d-'Z82W dc3:8f2 

Record.105 I J1bbf.4d9-fl2640:V6-~-9"6,1-eaace6:fS.4bc5 

Record,~. 1;06 I b.3acaa69~7398-49c6-% 12'-c2216db37a27 

Recor>{i -;f;0!7 lb64406df-obc2-4fd0-ab32-7e427159c586 

Recotd·~08":[14:fb5Qe2-t396-4flba,.8a7d-e7466a82c9b4 

Record 109 !r692.3'5892-25a9-42b9-:88'aJ-ftOf9ee5.8flf 

R:e.bord 110 I ld89ba05ce083-4912-a71c-b7efd39890a4 

Record lll I 91935edc-19la-4.d59-b.d72-a24bG18e43da 

Record 112 l':6a465f83~2fl.f-43ff-9a85-708cbffil6cfe 

.Record 113 l,ddfeefd8-f7196-4f7b-963b-~92fd8a406 lb 

Record 114 I 189cd49b~7471-4ada-9e43-:235ec0al6543 

Initial A~r 6 



20H~ Audit Record 

• Maryland Coordination and Analysis-Center 

Record Audit Record·Number• 

Record 115 I d742f82d~2eca-4950-9602-5cf6e84e248d 

Record 116 I 04d805·85-68a9-44 '75-8c7 a.:e6 leo96.d44c0 

Record 117 I dcedJ;6b6-dc9a-490c-abf9'-fb84.bi.fd6aOd 

Record·l 18 I 9e7e83f4~3c.9a401:ie-9aaf~2594o03987b4 

Record 119 I 14a:b:IBfd-8.73d-469p-8195-6bbd7ac305ea 

Record 120' I 42e2ee1 c-4327-4al 1-bbB-fb7 c29.dli5355 

Record 121-'I b998fcd6-2126-4c96-a:061-d28 74cd764e0 

Record 122 I d:%fc91l,77~3eff-4b01-a02b-989898edl 71e 

Record 123 ld5b4d466-4e68-4aea-81"61-b7111 b089d40 

Reviewed By: <ef" ' 7~if'/'Vff I/~ ;GL'1"~ 

Agency: hHJJtllfi a#A,tl; If /u4 414dJ11ut/ 
Date: -----------,<-'---+--=-;~-------------

Initial ,t} tJ.f 7 
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CALVJNBALL 
Caunty Executive 

DATE: 

TO: 

HOW ARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Maryland 21043 

February 1, 2019 

Maryland Legislative Policy Committee 

LISAD. MYERS 
Chief of Police 

FROM: 

SUBJECT: 

Chief Lisa D. Myers - Howard County Department of Police~ 

License Plate Reader Program Report Per Public Safety Article 3-509, 
MSAR10139 

Maryland Legislative Policy Committee: 
Co-Chair- The Honorable Thomas V! Mike Miller Jr. 
Co-Chair- The Honorable Michael E. Busch 
c/o Sarah Albert - Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

REF: 2-1246, Howard County Police Department License Plate Reader data 2018 

Honorable Chairmen, 

In accordance with 2-1246 of the State Government Article, the Howard County Police 
Department is reporting the following information based on License Plate Reader (LPR) data 
from the previous year: 

1. The total number of automatic license plate reader units being operated in the state 
by law enforcement agencies and the number of units submitting data to the center. 

In 2018, the Howard County Police maintained seven (7) automatic license plate reader 
units on marked police vehicles, and three (3) on unmarked police vehicles. 

2. The number of automatic license plate reader readings made by a law enforcement 
agency that maintains an automatic license plate reader database and the number of 
readings submitted to the center. 

In 2018, the Howard County Police Department had 2,113,762 readings. HCPD began 
electronically sending its reads to MCAC in the Spring of 2016. HCPD staff will 
continue to maintain this partnership with MCAC. 

TELEPHONE: 410-313-3200 
FAX: 410-3)3-3295 
WWW.HOWARDCOUNTYMD.GOV 
HCPD@HOWARDCOUNTYMD.GOV Nationally Accredited Since 1990 



CALVINBALL 
County Executive 

HOWARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Mazy land 21043 

LISA D. MYERS 
Chief of Police 

3. The number of automatic license plate reader readings being retained on the 
automatic license plate server. 

In 2018, the Howard County Police Department had 2,113,762 readings. HCPD 
maintains tag read data for a period of one year. After one year, it is purged unless it is 
determined to have evidentiary value in a criminal investigation, necessary for the 
prosecution of a criminal case or a security matter. 

4. The number of requests made to the center and each law enforcement agency that 
maintains an automatic license plate reader database for automatic license plate 
reader data, including specific numbers for: 

There were 1,916 queries of the Howard County LPR reads in 2018. This LPR data is 
accessible to officers and detectives of the Howard County Police Department who are 
trained in the use of the LPR camera systems and the EOC (Enterprise Operations 
Center), which is the camera system/LPR data interface program. The LPR data is only 
to be accessed and searched for a legitimate law enforcement purpose, Officers who 
wish to operate one of the LPR vehicles or have access to the Howard County Police LPR 
data for investigative purposes, receive a two-hour block of instruction on the policies 
governing the access, use and dissemination of LPR data and in the EOC, so that they 
may use the information quickly to solve crimes. 

5. The number of out of state requests. 

HCPD had no out of state requests and no requests from other jurisdictions within the 
state of Maryland. 

6. The number of federal requests. 

HCPD had no requests from federal agencies. 

7. The number of out of state requests that resulted in a release of information. 

There were no requests from out of state agencies. 

8. The number of federal requests that resulted in a release of information. 

There were no requests from federal agencies. 

TELEPHONE: 410-313-3200 
FAX: 410-313-3295 
WWW.HOWARDCOUNTYMD.OOV 
HCPD@HOWARDCOUNTYMD.GOV Nationally Accredited Since 1990 



CALVINBALL 
County Executive 

HOW ARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Maryland 21043 

LISA D. MYERS 
Chief of Police 

9. Any data breaches or unauthorized uses of the automatic license plate reader 
database. 

None 

10. A list of audits that were completed by the center or a law enforcement agency. 

The Howard County Police Department's LPR Coordinator conducted monthly audits of 
the LPR queries. Sixty-one of the 1,916 queries were selected at random (greater than 
the required 1 % ) and an audit was conducted, resulting in a 100% rate of compliance. 
HCPD's Audit process consisted of the following: 

When queries of LPR data are conducted, officers and detectives are required to provide 
a police agency case number and nature of call before they can proceed. The LPR 
Coordinator selects queries at random, and checks the case number and nature of call 
against the police department's records management database to confirm the case number 
exists and is for a legitimate law enforcement purpose. 

See attached documents for further details. 

TELEPHONE: 410-313-3200 
FAX: 410-313-3295 
WWW.HOWARDCOUNTYMD.GOV 
HCPD@HOWARDCOUNTYMD.GOV Nationally Accredited Since 1990 



CALVINBALL 
County Executive 

LISAD. MYERS 
Chief of Police 

HOW ARD COUNTY DEPARTMENT OF POLICE 
3410 Court House Drive, Ellicott City, Maryland 21043 

The Department of State Police and any law enforcement agency using an automatic 
license plate reader system shall adopt procedures relating to the operation and use of the 
system. The procedures shall include: 

1. Which personnel in the Center or a law enforcement agency are authorized to query 
captured plate data gathered by an automatic license plate reader system. 

Trained personnel identified in HCPD Special Order 2011 ~03 License Plate Recognition 
Program. 

2. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used only for legitimate law enforcement 
purposes, including audits of requests made by individual law enforcement agencies 
or an individual law enforcement officer. 

HCPD follows MCAC's audit process which is explained in their Model Audit Policy 
which we received in October 201s: 

3. Procedures and safeguards to ensure that center staff with access to the automatic 
license plate reader database are adequately screened and trained. 

HCPD has a training curriculum which consists of the following: 
• Sworn HCPD law enforcement officers selected 
• 2 hour LPR practical training 
• Review of Special Order 2011-03 License Plate Recognition Program 

Sincerely, 

TELEPHONE: 410-313-3200 
FAX: 410-313-3295 
WWW;HoWARDCOUNTYMD.GOV 
HCPD@HOWARDCOUNTYMD.GOV Nationally Accredited Since 1990 



Audit Questions (Step 1) 

Goal Question Answer Comments 
1 Have procedures been YES Howard County Police 

adopted relating to the Special Order 2011-03 
operation and use of the License Plate Recognition 
LPR system? [Cite policy Program 

number 
2 Are staff with access to YES 

the Automatic License 
Plate Reader database 

adequately screened and 
trained in the proper use 

of the system and all 
privacy policies relating 

thereto? 
3 Does the agency maintain YES 

training records for each •· 
user? 

4 Is the training curricula YES 
maintained? 

5 Are training records YES 
annually reviewed for 

relevancy and 
effectiveness? 

6 Does the agency accept YES 
law enforcement requests 

for license plate data 
collected by an LPR 

system? 
7 If historical data is YES 

accessed,doesthe 
agency have an audit 

trail? 
8 Is the audit trail YES 

maintained for at least 3 
vears? 

9 Have audit procedures YES 
been adopted to ensure 

that information obtained 
through the use of an LPR 

system is used only for 
legitimate law 

enforcement purposes? 
AGENCY: Howard County Police Dept. SCOPE OF AUDIT: January 2018 - December 2018 
COMPLETED BY: Cpl. Andrew Kalocai DATE COMPLETED: February 1, 2019 
REVIEWED BY: DATE REVIEWED: 



Howard Coun·ty Police Department 
2018 LPR Audit Log 

-- -

- ----,,,--------
Record# Date Req. Req.Agency Requester Control# Reason Auditor Audit Date 

1 1/2/2018 3:14PM HCPD R. Pugliese 17-125292 Vehicle Theft A. Kalocai 6/21/2018 

2 1/3/2018 9:04AM HCPD W. Weaver 17-114730 Burglary Investigation A. Kalocai 6/21/2018 

3 1/8/2018 5:42PM HCPD C.Kim 17-62540 Robbery Investigation A. Kalocai 6/21/2018 

4 1/14/2018 3:57AM HCPD W.P.Smith 18-4308 DUI A. Kalocai 6/21/2018 

5 1/22/2018 1:51PM HCPD W. Hurtt 18-6135 Burglary Investigation A. Kalocai 6/21/2018 

6 2/2/2018 5:30AM HCPD B. Lesniewicz 18-10123 Assault A. Kalocai 6/21/2018 

7 2/8/2018 9:18PM HCPD R. DiAngelo 18-12049 Vehicle Theft A. Kalocai 6/21/2018 

8 2/13/2018 9:09AM HCPD Z. Perchinski 17-2253 Burglary Investigation A. Kalocai 6/21/2018 

9 2/19/2018 8:25AM HCPD N. Guilfoyle 18-8159 Robbery Investigation A. Kalocai 6/21/2018 

10 2/23/2018 4:05AM HCPD R. DiAngelo 18-16496 Burglary Investigation A. Kalocai 6/21/2018 

11 3/1/18 12:00 AM HCPD R.Pugliese 18-2711 Vehicle Theft A. Kalocai 6/21/2018 

12 3/4/2018 4:33PM HCPD M. Dahlin 18-13625 Vehicle Theft A. Kalocai 6/21/2018 

13 3/6/2018 9:05AM HCPD J. Bowers 18-16618 Theft From Auto A. Kalocai 6/21/2018 

14 3/15/2018 9:43AM HCPD C.Kim 17-86083 Robbery Investigation A. Kalocai 6/21/2018 

15 3/31/2018 7:09PM HCPD R. DiAngelo 18-28598 Vehicle Theft A. Kalocai 6/21/2018 

16 4/3/2018 4:00PM HCPD C.Kim 18-21049 Theft A. Kalocai 8/16/2018 

17 4/10/2018 1:12PM HCPD C.Weir 18-31924 >roperty Damage Collisio1 A. Kalocai 8/16/2018 

18 4/10/2018 3:54PM HCPD D. Chesno 18-31933 Burglary Investigation A. Kalocai 8/16/2018 

19 4/12/2018 9:13PM HCPD B. Lesniewicz 17-79737 Missing Person A. Kalocai 8/16/2018 

20 4/14/2018 5:36PM HCPD H. Garrison 18-.33437 >roperty Damage Collisior A. Kalocai 8/16/2018 

21 5/4/2018 8:40AM HCPD W. Hurtt 18-32183 Theft From Auto A. Kalocai 8/16/2018 

22 5/4/2018 11:20AM HCPD J. Abrashoff 18-40128 Police Assist A. Kalocai 8/16/2018 

23 5/24/2018 4:33PM HCPD J. Berry 18-44875 Robbery Investigation A. Kalocai 8/16/2018 

24 5/25/2018 4:22PM HCPD R. Pugliese 18-31893 Vehicle Theft A. Kalocai 8/16/2018 

25 5/30/2018 4:22PM HCPD K. Drummond 18-31491 Robbery Investigation A. Kalocai 8/16/2018 

26 6/2/2018 9:31PM HCPD G. Kershner 18-49931 >roperty Damage Collisio1 A. Kalocai 8/16/2018 

27 6/4/201811:31AM HCPD C.Kim 18-50326 Robbery Investigation A. Kalocai 8/16/2018 

28 6/6/2018 9:11AM HCPD S. Woctchou 18-48968 Robbery Investigation A. Kalocai 8/16/2018 



29 6/12/201812:50AM HCPD E. Upton 18-53015 Destruction of Property A. Kalocai 8/16/2018 

30 6/13/2018 4:12AM HCPD s. Magee 18-53427 Missing Person A. Kalocai 8/16/2018 
31 7/2/20181:12PM HCPD J. Byer 18-59707 Vehicle Fire A. Kalocai 8/16/2018 

32 7/9/2018 4:20PM HCPD C. Kim 18-47641 Assault A. Kalocai 8/16/2018 

33 7/16/2018 1:47PM HCPD A. Schlossnagle 18-65101 Suspicious Vehicle A. Kalocai 8/16/2018 

34 7/17/2018 3:03PM HCPD C. Kim 18-64638 Robbery Investigation A. Kalocai 8/16/2018 

35 7 /29/18 12:00 AM HCPD J. Poehlman 18-68960 Theft Investigation A. Kalocai 8/16/2018 

36 8/7 /18 2:03 PM HCPD W. Hurtt 18-71566 Robbery Investigation A. Kalocai 1/10/2019 

37 8/7/18 5:33 PM HCPD C. Calcaterra ·18-72203 Vehicle Theft A. Kalocai 1/10/2019 

38 8/13/18 9:13 AM HCPD C.Kim 18-73856 Robbery Investigation A. Kalocai 1/10/2019 

39 8/14/18 12:00 AM HCPD J. Berry 18-71566 Robbery Investigation A. Kalocai 1/10/2019 

40 8/27 /18 12:00 AM HCPD J. Campbell 18-59699 Robbery Investigation A. Kalocai 1/10/2019 

41 9/4/1812:00 AM HCPD S. Heaster 17-6233 Arson Investigation A. Kalocai 1/15/2019 

42 9/5/18 11:55 AM HCPD C.Weir 18-81293 Vehicle Theft A. Kalocai 1/15/2019 

43 9/12/18 4:28 PM HCPD M. Dahlin 18-83599 Vehicle Theft A. Kalocai 1/15/2019 

44 9/18/18 1:23 PM HCPD D. Ramsdell 18-84415 Robbery Investigation A. Kalocai 1/15/2019 

45 9/21/18 1:57 PM HCPD M.Ambrose 18-84415 Robbery Investigation A. Kalocai 1/15/2019 

46 10/2/18 2:56 PM HCPD J. Sagel 18-84415 Robbery Investigation A. Kalocai 1/15/2019 

47 10/3/18 1:30 AM HCPD C.Kim 18-90832 treme Risk Protective Ore A. Kalocai 1/16/2019 

48 10/8/18 1:13 PM HCPD C. Kim 18-92297 Arson Investigation A. Kalocai 1/16/2019 

49 10/15/18 2:51 PM HCPD D. Kreller 18-87916 CDS Violation A. Kalocai 1/16/2019 

50 10/23/18 9:42 AM HCPD MAShiplett 18-89515 Theft From Auto A. Kalocai 1/16/2018 

51 10/28/18 6:06 PM HCPD C.Weir 18-99797 Theft Investigation A. Kalocai 1/16/2019 

52 11/1/18 3:44 PM HCPD W. Hurtt 18-99052 Suspicious Circumstance! A. Kalocai 1/16/2019 

53 11/5/18 12:51 PM HCPD A. Schlossnagle 18-102434 Vehicle Theft A. Kalocai 1/16/2019 

54 11/14/18 9:42 AM HCPD S. Heaster 18-104582 Traffic Violation A. Kalocai 1/16/2019 

55 11/20/18 2:13 PM HCPD M. Dahlin 18-107184 Recovered Stolen Vehicle A. Kalocai 1/16/2019 

56 11/27 /18 3:22 PM HCPD J.Byer 18-89829 Arson Investigation A. Kalocai 1/17/2019 

57 12/11/18 12:39 PM HCPD J. Byer 18-100950 Police Assist A. Kalocai 1/17/2018 

58 12/13/18 11:26 AM HCPD B. Lesniewicz 17-79737 Missing Person A. Kalocai 1/17/2019 

59 12/17/1810:26 AM HCPD C.Kim 18-116072 Robbery Investigation A. Kalocai 1/17/2019 

60 12/19/18 5:00 PM HCPD J. Campbell 18-107482 Robbery Investigation A. Kalocai 1/17/2019 

61 12/31/18 8:43 AM HCPD M. Dahlin 18-107840 Indecent Exposure A.Kalocai 1/17/2019 



DATE: February 15, 2019 

POLICE DEPARTMENT 

199 Taylor Avenue 
Annapolis, Maryland 21401 

TO: House Judiciary Committee, Senate Judicial Proceedings Committee, & 
Legislative 

Policy Committee 

FROM: Chief Scott Baker-Annapolis Police Department ~ 
SUBJECT: License Plate Reader (LPR) Program required information per Public 
Safety Article 3-509 

Maryland House Judiciary Committee: 
Chair -The Honorable Luke H. Clippinger 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
Chair - The Honorable Robert A. Zirkin 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
Co-Chair - The Honorable Thomas V. Mike Miller Jr. 
Co-Chair - The Honorable Michael E. Busch 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, A1mapolis, MD 21401 

Honorable Chairmen, 

In accordance with 2-1246 of the State Government A11icle, the Maryland Coordination 
& Analysis Center (MCAC) is reporting the following information regarding captured 
License Plate Reader (LPR) data for 2018: 

An Accredited Agency 



POLICE DEPARTMENT 

199 Taylor Avenue 
Annapolis, Maryland 21401 

1. The total number of automatic license plate reader units being operated in the City 
of Annapolis by law enforcement which are not being submitted to MCAC data 
center are: 

During the reporting period Annapolis Police had (8) LPR units. Five fixed 
units and three mobile units. 

2. The total number of license plate read(s): 

The Annapolis Police Department had a total of 3,738,063 LPR reads with 
3,210,119 from fixed units and 527,944 from mobile units. 

3. The number of automatic license plate reader readings being retained on the 
automatic license plate reader database by the Am1apolis Police as of 15 February 
2019: 4,580.587 

4. The number of queries made by personell of the Annapolis Police: 

a. For the 2018 calendar year the Annapolis Police queried the EL SAG 
system a total of 314 times. 

i. Number of request that resulted in release of information: 314 
ii. Number of out-of-state request: 1 
iii. Nwnber of federal request: 1 
iv. Number of out-of-state request resulting in information release: 1 
v. Number of federal request resulting in information release: 0 

5. Any data breaches or unauthorized uses of the automatic license plate reader 
database: None 

An Accredited Agency 



POLICE DEPARTMENT 

199 Taylor Avenue 
Annapolis, Maryland 21401 

6. A summary of audits conducted by the Annapolis Police Department: 

a. Pursuant to Senate Bill 699 the Annapolis Police Department conducted 
an audit fro the calendar year 2018 of the LPR database maintained by tbe 
Annapolis Police Department. 

b. A total of 3 14 queries were conducted by Annapolis Police Department 
personnel in calendar year2018 

c. In accordance with departmental policy and state law 50 records were 
randomly selected for audit. 

An Accredited Agency 
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POLICE DEPARTMENT 

199 Taylor Avenue 
Annapolis, Maryland 21401 

Question 
Have procedures been adopted relating 

to the operation and use of the LPR 
system? 

Are staff with access to the Automatic 
License Plate Reader database 

adequately screened and trained? 
Does the agency maintain training 

records for each user 
Is training curricula maintained? 

Are training records annually reviewed 
for relevancy and effectiveness? 

Does the agency accept law 
enforcement request for historical plate 

data, collected by an LPR system? 
If historical data is accessed, does the 

agency have an audit trail? 
ls the audit trail maintained for 2 

years? 
Have adult procedures been adopted to 

ensure that information obtained 
through the use of an LPR system is 
used for legitimate law enforcement 

purposes. 
AGENCY 

Answer 
Yes 

Yes · 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

Yes 

An Accredited Agency 

Comments 

Annapolis Police 
Department 
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POLICE DEPARTMENT 
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Annapolis, Maryland 21401 
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Annapolis, Maryland 21401 
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TOWN OF 

OCIA CITY 
The White Marlin Capital of the World 

Ocean City Police Department 
Office of the Chief of Police 
6501 Coastal Highway 
Ocean City, Maryland 21842 
Telephone: 410-723-5318 
FAX: 410-723-4010 

February 20, 2019 

TO: House Judiciary Committee, Senate Judiciary Proceedings 
Committee, & Legislative Policy Committee 

FROM: Ross Buzzuro, Chief of Police 

MAYOR 
RICHARD W . MEEHAN 

CITY COUNCIL 

LLOYD MARTIN 
President 

MARY P. KNIGHT 
Secretary 

DENNIS W. DARE 
TONY DELUCA 
MARK PADDACK 
MATTHEW M. JAMES 
JOHN F. GEHRIG, JR. 

CITY MANAGER 
DOUGLAS R. MILLER 

ClTYCLERK 
DIANA L. CHAVIS 

SUBJECT: License Plate Reader (LPR) Program information per Public Safety Article 3-509 

Maryland House Judiciary Committee: 
Chair - Luke H. Clippinger 
House Office Building, Room 101 
6 Bladen Street, Annapolis, MD 21401 

Maryland Senate Judicial Proceedings Committee: 
Chair - Robert A. Zirkin 
Miller Senate Office Building, 2 East Wing 
11 Bladen Street, Annapolis, MD 21401 - 1991 

Maryland Legislative Policy Committee: 
Co-Chair - Thomas V. Mike Miller Jr. 
Co-Chair - Michael E. Busch 
c/o Department of Legislative Services 
Legislative Services Building, Room 200B, 90 State Circle, Annapolis, MD 21401 

Honorable Chairmen, 

In accordance with 2-1246 of the State Government Article, the Maryland Coordination & 
Analysis Center is reporting the following information regarding captured License Plate Reader 
(LPR) data 2018: 

1. The total number of automatic license plate reader units being operated by the 
Ocean City Police Department. Mobile Units: 1 Camera Systems 

Fixed Sites: 
Route 50 - 4 Cameras 
Route 90 - 2 Cameras 
140th Street - 6 Cameras 



House Judiciary Committee, Senate Judiciary Proceedings 
Committee, & Legislative Policy Committee 
February 20, 2019 
Page2 

2. The number of automatic license plate reader readings made by the Ocean City 
Police Department. 

Mobile Unit - 8,347 
Fixed Sites - 15,156,957 

3. The number of automatic license plate reader readings being retained on the 
automatic license plate reader database. Reads are retained for a 60 day period 
to ensure the data is successfully transmitted to the Maryland Coordination 
and Analysis Center, then deleted. 

4. The number of requests made to the Ocean City Police Department. Eight (8) 

5. The number ofrequests that resulted in a release of information. Four (4) 

6. The number of out of state requests. Zero (0) 

7. The number of federal requests. Zero (0) 

8. The number of out of state requests resulting in a release of information. Zero (0) 

9. The number of federal requests that resulted in a release of information. Zero (0) 

10. Any data breaches or unauthorized uses of the automatic license plate reader 
database. None 

11. A list of audits completed by the Ocean City Police Department. See attached. 

12. Any law enforcement agency using an automatic license plate reader system shall 
adopt procedures relating to the operation and use of the system. The Ocean · 
City Police Department developed and implemented Standard Operating 
Procedure OPS-012 outlining departmental procedure for operation and use 
of L.P.R. systems. All authorized users received training in 2018. 

i. Which personnel in the law enforcement agency are authorized to query 
captured plate data gathered by an automatic license plate reader system. There 
are only two (2) Ocean City Police officers authorized to query L.P.R. data. 

www.oceancltymd.gov 
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House Judiciary Committee, Senate Judiciary Proceedings 
Committee, & Legislative Policy Committee 
February 20, 2019 
Page3 

11. An audit process to ensure that information obtained through the use of an 
automatic license plate reader system is used only for legitimate law 
enforcement purposes, including audits of requests made by individual law 
enforcement agencies or an individual law enforcement officer. See attached 
request form/ audit. 

iii. Procedures and safeguards to ensure that staff with access to the automatic 
license plate reader database are adequately screened and trained. The hvo (2) 
authorized personnel are sworn law enforcement officers, Both are police 
commanders with the rank of Lieutenant. Both have background 
clearance. 

For additional information, please contact the Ocean City Police Department License Plate 
Reader Administrator Lt. Scott Hamer at 410-520-5318 or at shamer@oceancitymd.gov. 

~ //. .w ~j<rtJ~l fl '.Jl•4ftf,/'./1/ 

Ross Buzzuro 
Chief of Police 

www.oceancitymd.gov -··-P.O. BOX 158 • OCEAN CITY, HARYUINO • 2lll43-0l58 rmr City Hall - ( 410) 289-8221 • FAX - ( 410 J 289-8703 

2001 



Audit Questions {Step 1) 

Goal Question Answer Comments 
Have procedures been 
adopted relating to the Standard Operating 

1 operation and use of the YES 
LPR system? [Cite policy Procedure OPS-012 

number 
Are staff with access to 
the Automatic License 
Plate Reader database All License Plate Reader 

2 adequately screened and YES users must receive training 
trained in the proper use prior to being given access 

of the system and all to the viewer software. 
privacy policies relating 

thereto? 
Does the agency maintain 

3 training records for each YES 
user? 

4 
Is the training curricula YES 

maintained? 
Are training records 

5 
annually reviewed for YES 

relevancy and 
effectiveness? 

Does the agency accept 
law enforcement requests 

6 for license plate data YES 
collected by an LPR 

system? 
If historical data is 

7 
accessed, does the YES 

agency have an audit 
trail? 

Is the audit trail 
8 maintained for at least 3 YES 

years? 
Have audit procedures 
been adopted to ensure 
that information obtained 

9 through the use of an YES See attached request form. 
LPR system is used only 

for legitimate law 
enforcement purposes? 

AGENCY: Ocean City Police Department SCOPE OF AUDIT: Compliance with SB 699 
COMPLETED BY: Lt. Scott Harner DATE COMPLETED: February 20, 2019 
REVIEWED BY: Lt. Scott Harner DATE REVIEWED: February 20, 2019 



Question# 1 Question #2 Question# 3 Question #4 Question #5 Results 

Does the request include Findings shall be listed 

the identity of the Has the request been as: Accurate, Inaccurate, 
Is the date and time of Is the purpose of the agency requesting the validated through the Unable to locate or 

Record# Report/Incident Number request documented? request documented? query? requesters agency? Incomplete 
1 2018-004343 Yes Yes Yes Yes Unable to locate 
2 18-10 Yes Yes Yes Yes Accurate 
3 GC180071 Yes Yes Yes Yes Accurate 
4 2018-002252 Yes Yes Yes Yes Accurate 

5 2018-002252 Yes Yes Yes Yes Accurate 

6 2018-002252 Yes Yes Yes Yes Unable to locate 

7 2018-006126 Yes Yes Yes Yes Unable to locate 

8 2018-006126 Yes Yes Yes Yes Unable to locate 

9 

10 

11 
12 

13 

14 
15 
16 

Certifying Official: LI-. $cw++ ~RtJ~ R__ Date: ,;fe1;g 
Signature: ✓f~vA~ 



Ocean City Police Department S.O.P.-OPS 012 
Standard Operating Procedure Effective: 07/27/2011 

Subject: Automated License Plate Recognition 

Table of Contents 

I. Purpose: 

II. Definitions: 

A. A.L.P.R. 

B. Read 
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I. Purpose: 

The purpose of this policy is to provide employees with guidelines on the proper use of 
automated license plate recognition (A.L.P.R.) systems. 

II. Definitions: 

A. A.L.P.R. Automated License Plate Recognition. 

B. Read: Digital images of license plates and vehicles and associated metadata 
( date, time, and geographic coordinates associated with the vehicle image 
capture) that are captured by the A.L.P.R. system database. 

C. Alert: A visual and/or auditory notice that is triggered when the A.L.P.R. 
system receives a potential "hit" on a license plate. 

D. Hit: A read matched to a plate that has previously been registered on 
an agency's "hot list" of vehicle plates related to stolen vehicles, wanted vehicles, 
or other factors supporting investigation, or which has been manually registered 
by a operator for further investigation. A hit is not conclusive confirmation of a 
match. 

E. Hot list: A database of license plate numbers of stolen cars, vehicles 
owned by persons of interest, and vehicles associated with AMBER Alerts 
that are regularly added to "hot lists" circulated among law enforcement 
agencies. Hot list information can come from a variety of sources, including 
stolen vehicle information from the National Insurance Crime Bureau and the 
National Crime Information Center (NCIC), AMBER Alerts, Department of 
Homeland Security watch lists, Maryland Motor Vehicle Administration lists, as 
well as Departmental lists. These lists serve an officer safety function as 
well as an investigatory purpose. In addition to agency supported hot lists, 
operators may also manually add information to hot lists in order to be alerted if 
and when a vehicle license plate of interest is "read" by the A.L.P.R. system. 

F. A.L.P.R. System: A.L.P.R. cameras and/or computers and software that are 
affixed, either permanently or temporarily to a law enforcement vehicle or to a 
fixed object. 

G. Active A.L.P.R. Data: Information provided to an A.L.P.R. operator in real­
time in the form of alerts that a license plate number contained in the hot list is 
near an A.L.P.R. unit. This includes A.L.P.R. data recorded during a patrol shift 
that is contained in the ALPR and has not been transferred to the historical 
database server. 

H. Historical A.L.P.R. Data: A database containing the dates, times, and 
locations of individually identifiable motor vehicles that is stored for future use 
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Ill. Policy: 

A.L.P.R. systems are primarily used for the identification of stolen vehicles, stolen 
license plates, and wanted and missing persons. It is the policy of the Department that 
A.L.P.R. systems will be utilized only by sworn employees or by authorized 
administrators who are trained in the use of A.L.P.R. systems. 

IV. Procedures: 

A. General 

1. The use of A.L.P.R. systems and access to its database records is 
restricted and shall be used in accordance with the manufacturer's 
recommendations and this policy 

2. No employee shall use or authorize the use of A.L.P.R. database records 
for reasons that are not legitimate law enforcement purposes. Misuse of 
this equipment and associated databases, or data, may result in 
disciplinary action. 

3. A.L.P.R. systems and A.L.P.R. database records and any associated 
media are the property of the Department and are intended for law 
enforcement purposes. 

8. Administration 

1. The Department shall designate an employee(s) with administrative 
oversight for A.L.P.R. system deployment and operations who is (are) 
responsible for the following: 

a. Establishing protocols for access, collection, storage, and 
retention of A.L.P.R. databases and associated data. 

b. Establishing protocols to preserve and document A.L.P.R. reads 
and "alerts" or "hits" that are acted on in the field or associated 
with investigations or prosecutions. 

c. Establishing protocols to ensure the security and integrity of data 
captured, stored, and/or retained by the A.L.P.R. system. 

d. Ensuring compliance with the terms of any M.O.U. (memoranda of 
understanding) associated with A.L.P.R. systems. 

2. Designated, trained personnel shall check equipment on a regular basis 
to ensure functionality and camera alignment. Equipment that falls 
outside expected functionality shall not be used and shall be removed 
from service until the A.L.P.R. system is tested and repaired if necessary. 

3. A.L.P.R. systems diagnostics and repairs, hardware or software, shall be 
made by Department authorized sources. 
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C. A.L.P.R. Deployment and Use 

1. At the start of each shift operators shall ensure that the A.LP .R. system 
has been updated with the most current hot lists available. 

2. Operators can obtain the current hot list at https://sftp.mdot.state.md.us/ 
Operators shall then enter their user name and password and obtain the 
file. 

3. Upon receiving an alert, prior to initiating a stop, the A.LP .R. operator 
shall utilize whatever information is available to determine the accuracy of 
the hit by; 

a. Visually verifying that the vehicle plate number matches the plate 
number captured by the A.L.P.R. system, including both 
alphanumeric characters of the license plate and the state of 
issuance. 

b. Verify the current status of the information provided by the hit 
through the Communications Section or MCT query. Receipt of a 
hit is not sufficient probable cause to initiate a stop without 
verification. Verification of the information is essential before 
initiating a stop, furthering the investigation or taking any 
enforcement action. 

4. If an operator verifies a hit as being accurate, the operator shall take 
appropriate action in accordance with Department policy and procedure. 

5. In each case in which a hit is received, the operator should record 
the disposition of the hit into the A.LP .R. system by selecting either 
"Accept" or "Misread" 

6. Administrators and operators may manually enter information into the 
A.L.P.R. system database. Whenever information is manually entered 
into the database; 

a. It must be for legitimate law enforcement purposes. 

b. It is the responsibility of the person entering the information to 
remove the information once it no longer serves a legitimate law 
enforcement purpose. 

7. Searches of historical A.L.P.R. data within the A.L.P.R. system database 
shall be conducted in accordance with established departmental policies 
and procedures. 

D ALP .R. Data Sharing and Dissemination 

Both active A.L.P.R. data and historical A.LP.R. data should be considered "for 
official use only" and can be shared for legitimate law enforcement purposes: 
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1. When A.L.P.R. data is disseminated outside the Department, it should be 
documented in a secondary dissemination log. 

2. Information sharing among agencies should be dictated in accordance 
with M.O.U.s or established Departmental policies. 

E. Maintenance 

Reference(s): 

Supersedes: 

1. A.L.P.R. operators shall not attempt to modify the A.L.P.R. system 
equipment or software 

2. A vehicle equipped with an A.L.P.R. system shall not be driven into any 
automatic car wash 

3. A.L.P.R. camera lenses may be cleaned in accordance with the 
manufacturers' recommendations 

4. A.L.P.R. operators shall notify a supervisor and the A.L.P.R. 
Administrators via official channels of any A.L.P.R. equipment needing 
maintenance of repair. 

I.A.C.P. Model Policy- License Plate Readers 
M.S.P. Model Policy- License Plate Recognition Program 

Legal Review and Approval: 05/20/2011 

Distribution Date: 07/27/2011 Distribution Type: A Chief of Police:~ d- A.~ 
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Mc A·c I MARYLAND COORDINATION AND ANALYSIS CENTER 

7125 Ambassador Road, Suite 130 • Baltimore, Maryland 21244 

February 22, 2019 

TO: Designated Libraries 

FROM: Maryland Coordination and Analysis Center 

SUBJECT: License Plate Reader (LPR) Program required information per Public Safety 
Article § 3- 509 

Maryland Department of 
Legislative Service$ Library (5 Copies) 
90 State Circle 
Annapolis, MD 21401 

Maryland State Law Library 
Courts of Appeal Building 
361 Rowe Boulevard 
Annapolis, MD 21401 

Langsdale Library 
University of Baltimore 
1420 Maryland Avenue 
Baltimore, MD 21201 

Southern Maryland Regional Library 
Corner of MD Rtes 5 & 6 
P.O. Box459 
Charlotte Hall, MD 20622 

Frostburg State University 
Lewis J. Ort Library 
1 Stadium Drive 
Frostburg, MD 21532 

Frederick Douglas Library 
University of Maryland Eastern Shore 
Princess Anne, MD 21853 

Albert S. Cook Library 
Towson University 
Towsontowne Boulevard & Osler Drive 
Towson, MD 21404 

. State Library Resource Center (2 copies) 
Enoch Pratt Free Library 
Maryland Department 
400 Cathedral Street 
Baltimore, MD 21201 

Marylandia Department 
Mckeldin Library 
University of Maryland 

· College Park, MD 207 42 

Blackwell Library Salisbury State University 
College & Camden Avenues 
Salisbury, MD 21801 

Lloyd George Sealy Library 
John Jay College of Criminal Justice 
Acquisitions Dept. 
899 10th A\(enue 
New York, NY 10019 

Maryland State Archives 
-350 Rowe Boulevard 
Annapolis, MD 21401 

Albin 0. Kuhn Library 
UMBC 
1000 Hilltop Circle 
Catonsville, MD 21250 

Government Reference Service 
'Washington County Free Library 
1 op South Potomac Street 
Hagerstown, MD 21740 

Library of Coogress 
Government Documents Section 
101 Independence Avenue S.E. 
Washington, D.C. 20540-4172 

Kathleen MacCubbin 
Rosedale Library 
6105 Kenwood Avenue 
Rosedale, MD 21237 




